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Mace 


The United States in cooperation with its allies has imposed controls 
nee 1949 on exports to the Soviet bloc of commercial goods and 
iformation that would be of significant value to Warsaw Pact military 
/stems. Since the late 1970s, there has been significantly increased 
mcern in the United States about Soviet success in acquiring and 
^plying this commercial Western technology, a concern that was trans- 
ted into a vigorous effort to improve the effectiveness of national 
icurity export controls. The Department of Defense spearheaded this 
itiative, which has resulted in substantial strengthening of controls on 
jal use technology (i.e., items with both commercial and military 
^plication), primarily under the authority of the Export Administration 
ct of 1979, as amended. These stricter controls, however, have caused 
~oad concern about unintended effects that may dampen the vigor of 
.S. research and technology development and unnecessarily impede 
ade in high-technology goods. 

In 1982 a panel of the National Academy complex (now known as the 
orson panel after its chairman Dale Corson) examined the effect of 
itional security export controls on the communication of basic scientific 
search. The results of that study led to an executive branch policy 
tended to minimize restraints on the vital free flow of scientific results 
id research findings. During the ensuing period, representatives of 
dustry and research institutions in the United States expressed misgiv- 
gs about the effect of export controls on the U.S. international compet- 
ve position, and this national controversy also required an objective 




examination. As a result the leadership of the National Academy complex 
decided in 1984 to organize a second panel to examine the effect of export 
controls on commercial trade in high-technology goods and information 
and on the vigor of U.S. high-technology industry. 

The new panel recognized from the outset that Western military 
security depends in part on the technology advantages of the West as 
compared to the Soviet Union and that some restrictions on the flow of 
technology of military importance are indeed necessary. Furthermore, 
the panel was aware of the vital importance of maintaining the West’s 
technological advantage through continued technological progress. It also 
took note of the fact that a 1976 study of the Defense Science Board 
(known as the Bucy report) had provided much of the theoretical basis 
from which to examine the current situation. 

The panel found it appropriate to narrow and focus its efforts. Although 
controls for foreign policy purposes, controls on transfer of nuclear 
technology, and controls on arms transfer are all part of the total U.S. 
export control policy, in accordance with our charge we have focused on 
national security export controls (as specified by the Export Administra¬ 
tion Act of 1979, as amended) imposed on dual use technology. More¬ 
over, although certain countries other than the members of the Warsaw 
Pact are affected by U.S. national security export controls, we have 
focused primarily on issues relating to the Soviet Union and its Eastern 
bloc allies due to their central importance to the problem. We also have 
given particular attention to the role of friendly and neutral Free World 
nations that are not members of CoCom (the Coordinating Committee on 
Multilateral Export Controls), countries that may now or in the future be 
sources of indigenous technology and potential channels of West-East 
technology transfer. 

The panel shares the concerns of many regarding the health of U.S. 
high-technology industries and the effect on national security of declining 
U.S. leadership in various sectors. We have, for example, taken note of 
other recent studies that address the loss of manufacturing capability in 
the semiconductor industry and the problems associated with defense 
procurement. Our focus in this study—and the overall effect of export 
controls—does not minimize the importance of other measures needed to 
retain and improve the vitality of high technology in the United States and 
its contribution to U.S. military security. 

Perhaps not surprisingly the panel found the central problem of this 
study to be extraordinarily complex and initially difficult to grasp in its 
totality. Moreover, we determined that reliable quantitative data regard¬ 
ing the effectiveness of controls—and the impact of controls on economic 
development and trade—continue to be very difficult to obtain. Never¬ 
theless, at the conclusion of its efforts the panel was convinced that it had 
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iviewed and considered sufficient information to justify its findings and 
icommendations. It was unanimous in the adoption of these views. 

It is clear that, for this complex problem, there are valid competing 
terests to be weighed in considering the course of action that will be 
ost effective in enhancing U.S. national security. The panel hopes that 
iis report serves to identify and explain these important issues and that 
ir findings and recommendations will be useful to those who bear the 
isponsibility for formulating and implementing wise policy. 

The panel is grateful for the assistance provided by the liaison repre- 
mtatives of the various federal agencies and by the hundreds of 
dividuals and private organizations, both in the United States and 
jroad, who cooperated in providing information for this study (see 
ppendix G). We also wish to thank the professional staff, directed by 
[itchel Wallerstein, which so ably organized the panel’s briefings and 
Teign fact-finding missions and laboriously wrote and rewrote the many 
•eliminary drafts of this report. Finally, I personally wish to thank the 
embers of the panel for their dedicated service in this lengthy and 
>metimes contentious effort. 


Lew Allen, Jr. 
Chairman 
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executive Summary 


ABSTRACT 

In this study the panel was charged to examine the current system 
f U.S. and multilateral national security export controls and to seek 
trategies to regulate international technology transfer in such a 
lanner as to achieve a desirable balance among the national objec- 
ves of military security, economic vitality, and scientific and tech- 
ological advance. Three general principles underlie this analysis — 
amely, that it should be the policy of the United States (1) to promote 
he economic vitality of Free World countries, (2) to maintain and 
ivigorate the domestic technological base, and (3) to cooperate with 
s allies to impede the Soviet Union and other Warsaw Pact countries 
2 their efforts to acquire Western technology that can be used directly 
r indirectly to enhance their military capability. 

The panel finds that national security export controls, when devel- 
ped and implemented on a multilateral basis, are an appropriate 
olicy response to two facts. One is that dual use technology—that is, 
?chnology that has both commercial and military applications—has 
ecome increasingly important to Western military security. The other 
j that the Soviet Union and its Warsaw Pact allies continue to pursue 
ggressive technology acquisition in the West. The panel further finds 
hat efforts by the United States since the late 1970s to enhance the 
ffectiveness of national security export controls were necessary in 
iew of both intelligence on the nature and extent of Warsaw Pact 
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technology acquisitions and the continued diffusion of technological 
capability outside the United States. Nevertheless, the panel believes 
that U.S. control policies and procedures are in danger now of 
overcorrecting in that they fail to promote both military security and 
economic vitality, two objectives set forth in the statutes authorizing 
national security export controls. The panel also finds that, although 
appropriate statutory authority appears to exist, the U.S. policy 
process for national security export controls lacks proper direction 
and affirmative leadership at the highest level of government. The 
result is a complex and confusing control system that unnecessarily 
impedes U.S. high-technology exports to other countries of the Free 
World and directly affects relations with the CoCom allies. 

Accordingly, the panel recommends that the United States exercise 
stronger leadership in building a multilateral community of common 
controls for dual use technologies among cooperating countries, 
which will involve further strengthening of the CoCom mechanism, 
eliminating certain controls on trade among CoCom countries, and 
developing effective control arrangements with other technologically 
advanced nations. In the domestic context the panel recommends that 
executive branch policy decisions on national security export controls 
accord greater importance than they currently do to maintaining U.S. 
technological strength and the economic vigor and unity of the 
Western alliance. 

INTRODUCTION 

The vigor of science and technology in the Western* democracies and 
the greater economic vitality of these nations in comparison to the Soviet 
bloc are sources of strength for the West in its continuing effort to 
maintain its military security. The Soviet Union lacks these advantages; 
it seeks to compensate for them by directing a substantial portion of its 
gross national product to the development and production of military 
equipment and by making aggressive attempts to acquire and apply 
Western technology to its military programs. Although the prime targets 
of the Soviet acquisition program are military hardware and technology 
related directly to military systems, dual use products and technologyt 
available for sale in international markets also constitute major targets. 
The importance of dual use technology to Western economic vitality 
poses a policy dilemma for the West in turn: The open communication 


* As used throughout this report, Western or West includes Japan, 
tltems that have both commercial and military applications (e.g., microelectronic 
components or computers of certain performance parameters). 
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ind free markets that are fundamental to the Western advantage in 
echnology also facilitate the Soviet acquisition effort. Given what is 
mown about the scope and extent of these Soviet activities, the West 
nust pursue a dual strategy of continuing to maintain its technological 
eadership over potential adversaries while also denying—or at least 
mpeding—their access to militarily significant Western technology. 

This study had a twofold objective: (1) to examine the current system 
>f laws, regulations, international agreements, and organizations—de- 
ined collectively as the national security export control regime*—that 
control the international transfer of technology through industrial chan- 
lels; and (2) where appropriate, to recommend new approaches to 
tchieve the interrelated national policy objectives of military security, 
scientific and technological advance, and economic vitality. 

To achieve this objective the panel and its professional staff undertook 
t broad agenda of research and briefings. 

• Pertinent public literature was analyzed as well as restricted docu- 
nents from the various federal agencies involved in export control policy 
’ormulation—e.g., the Departments of Defense, Commerce, State, Trea¬ 
sury (U.S. Customs Service), and Justice. 

• Representatives of these agencies briefed the panel, as did the 
intelligence Community in classified session. 

• The panel also heard the views of industry (including a broad range 
)f sectors and firm sizes) and held a series of discussions with individ- 
lals well-versed in aspects of the national security export control 
■egime. 

• Delegations of the panel traveled to six European countries (Austria, 
Belgium, France, Great Britain, Sweden, and West Germany) and five 
\sian countries (Japan, Hong Kong, Malaysia, Singapore, and South 
ECorea) for frank and confidential meetings with government officials, 
ndustry leaders, and other informed observers on export control matters. 

• The panel commissioned a series of research reports, prepared both 
Dy outside consultants and by the panel’s professional staff. Some of 
:hese studies developed and analyzed new primary data; others reexam- 
ned existing problems from new perspectives. 

From these efforts has come a set of general principles and specific 
prescriptions for developing a more balanced and effective national 


*The panel was not charged to consider other applications of export controls including 
foreign policy and short supply constraints. Thus, although foreign policy controls may 
Dccasionally become intertwined or confused with national security controls, they are 
jxamined here only to the extent that they impinge on the effective functioning of the 
rational security export control regime. 
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security export control regime. The panel’s findings and recommenda¬ 
tions are set forth in the concluding sections of this summary. The three 
general principles that underlie the panel’s analysis propose that it should 
be the policy of the United States 

• to promote the economic vitality of Free World countries, 

• to maintain and invigorate the domestic technological base, and 

• to cooperate with its allies to impede the Soviet Union and other 
Warsaw Pact countries in their efforts to acquire Western technology that 
can be used directly or indirectly to enhance their military capability. 

As a general policy, the United States should strive to achieve clarity, 
simplicity, and consistency in its national security export control proce¬ 
dures, as well as in the multilateral CoCom* export control structure, and 
broader consensus on the need for national security export controls 
among the Free World nations that use and produce dual use technology. 
To achieve these ends the United States should develop policies and 
procedures that emphasize efficiency and effectiveness rather than total 
comprehensiveness. 

THE TECHNOLOGY TRANSFER PROBLEM 

Intelligence information reviewed by the panel—including some at high 
levels of classification—indicates that the Soviet technology acquisition 
effort is massive, well financed, and frequently effective. Militarily 
significant Western technology has flowed to Warsaw Pact countries in 
recent years through three primary channels: 

• espionage —the theft of classified information or items of relevance 
to military systems; 

• diversion —shipment of militarily significant dual use products and 
technology to unapproved end users, either directly through the export of 
controlled products without a license (i.e., smuggling), or indirectly 
through transshipment using a complex chain of increasingly untraceable 
reexports (i.e., legal transshipment of products or components by firms 
operating in countries that do not impose controls); and 

• legal sales —direct trade with the Soviet bloc, usually after receipt of 
a license. Such trade also may include some reexports. 

As in other areas of intelligence, data on Soviet acquisition of militarily 
sensitive technology are incomplete and fragmentary and often become 


*CoCom, or the Coordinating Committee on Multilateral Export Controls, is an informal, 
nontreaty organization composed of Japan and all the member nations of the North Atlantic 
Treaty Organization (NATO) except Iceland. 
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mailable relatively late in the development of national security export 
control policy. Nevertheless, available evidence—including the so-called 
‘Farewell” papers, which are actual Soviet documents obtained by 
7 rench intelligence services in 1981 detailing the plans, organization, and 
inancing for technology acquisition efforts in the West—indicates that, 
>y the Soviets’ own estimates, approximately 70 percent of the items they 
arget and eventually acquire in the West are subject to some form of 
lational security export control. There is also growing concern in the 
ntelligence Community about the extent to which the Soviet Union and 
>ther Warsaw Pact countries have been or may be able to obtain 
:ontrolled technology in Free World countries that do not cooperate in 
lational security export controls. This concern applies both to the 
ndustrialized neutral countries of Europe and to some of the more 
idvanced newly industrializing countries (such as India, Singapore, and 
Brazil). 

It is only on rare occasions—for instance, when isolated examples of 
pecific Western components, or copies of them, appear in Soviet military 
:quipment—that the Intelligence Community can declare without reser¬ 
vation that the application of Western technology has contributed sub- 
tantially to Soviet military developments. As a result, assessing the 
mpacts of technology acquired by the Soviets is subject to considerable 
mcertainty. In general, it appears that the loss of a few items does not 
aise significant risks. Although the Soviets may attempt to reverse- 
mgineer a technology (i.e., use an item obtained in the West as a basis for 
>roducing the technology themselves for their military systems), the 
>anel has come to believe that this process is generally unproductive for 
nany types of items (for example, high-density semiconductor devices). 

Nevertheless, certain key items of process control or manufacturing 
lardware (known as keystone equipment) can provide the Soviets with 
:ubstantial leverage—even if only a few are obtained—because these 
terns facilitate the production of quantities of other hardware. Conse¬ 
quently, a prevalent judgment in the United States is that the emphasis of 
lational security export control policy properly should be on constraining 
he flow of manufacturing equipment (specifically, some types of turnkey 
ilants and know-how related to that equipment) rather than on the end 
iroducts of the manufacturing process. 

Although there are some cases in which different conclusions can be 
Irawn, on the basis of available information the panel has determined that 
or most types of dual use technology the Soviet Union is approximately 
> to 10 years behind the West and does not appear to be closing the gap. 
The situation is different for military technology. Although the West 
emains generally ahead in the most advanced systems, the Soviets’ great 
imphasis (relative to that of the United States) on the development and 
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production of military hardware results in fielded equipment that in 
specific cases is as modern as that deployed in the West. However, as 
indicated in the 1986 Packard commission report A Quest for Excellence: 
Final Report to the President, it is important to understand that this fact 
may reflect delays in the U.S. procurement process rather than a failure 
of export controls. 

Despite years of effort, then, the Soviets continue to lag the West 
technologically, and this gap may actually be widening due to Soviet 
dependence on generally outdated Western equipment and technology 
(particularly in the field of computer science). Although it would be 
foolhardy for the United States or other CoCom nations to facilitate 
Soviet access to militarily critical technology, the panel considers it 
unlikely that an influx of Western technology will enable the Soviet bloc 
to reduce the current gap substantially—as long as the West continues its 
own rapid pace of innovation. 

There are other facets of the technology transfer problem that also 
warrant attention. Intelligence evidence on the extent of unwanted 
West-East technology transfer must be juxtaposed against the fact that 
the United States is now confronted with a dramatically altered economic 
and technological environment—an environment substantially different 
from that existing for most of the post-World War II period. The panel 
reviewed in this regard the implications of the following five major 
developments. 

1. The character of the international marketplace is evolving in such a 
way that diffusion of technology is rapid and global in scope . Factors 
promoting this diffusion include the tendency among multinational cor¬ 
porations to locate research, development, and production facilities 
around the world and the existence of indigenous capability in many 
developing countries. Massive amounts of information must be trans¬ 
ferred by such companies as they attempt to control and coordinate their 
international efforts. 

2. There is a growing global market for dual use products , most of 
which embody advanced technology. The high-technology sector de¬ 
mands heavy investment in research and development. The rapid tech¬ 
nological advances promoted by this investment are tending to push 
commercial development of technology ahead of military development— 
a reversal of the pattern established after World War II. Acceleration of 
commercial development, coupled with a lengthening of the U.S. military 
procurement cycle, has resulted in the increased availability of dual use 
products embodying technology more sophisticated than that deployed by 
the military. 

3. Because trade is a steadily growing part of U.S. economic activity , 
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policies that affect it are increasingly important to the overall U.S. 
'conomy. The United States is the single largest international trader, 
eporting exports of $360 billion in 1985. U.S. exports to CoCom 
:ountries represented over 60 percent of that total in 1985; in contrast, 
;xports to Soviet bloc countries represented less than 1 percent of U.S. 
:xports for that year. Trade policies that might diminish West-West trade 
hus have greater potential to damage the U.S. economy than do those 
hat might reduce exports to the Eastern bloc. Although export controls 
ire not a leading cause of the recent decline in U.S. high-technology 
>erformance, they may contribute to lost sales and to an environment that 
iiscourages export activities by U.S. firms. 

4. U.S. dominance over advanced technology is declining. The United 
States now faces stiff competition in almost every high-technology sector 
rom companies in both developed and developing countries with non- 
J.S.-source technology. The growing technical sophistication of such 
countries is the result of long-term efforts to develop and enhance 
ndigenous technical capability. (In a growing number of cases, the 
commitment of resources by such countries now surpasses that for similar 
efforts made by the United States.) The newly industrializing countries 
currently do not possess sufficient indigenous high-technology capability 
o compete at the cutting edge of most industries, but many are beginning 
:o make great strides toward this goal and are already effective compet- 
tors at somewhat lower but still technologically sophisticated levels. 
Thus, the United States cannot succeed in its efforts to block Soviet 
requisition of militarily sensitive Western technology unless it has the full 
cooperation of the (increasing number of) other technologically advanced 
countries that may represent alternative sources of supply. 

5. Maintaining the vitality of all the Western economies has assumed 
greater importance for the national security of the United States. To the 
extent that technological and economic leadership is now shared with the 
Dther principal CoCom countries—namely, Japan, the United Kingdom, 
France, and the Federal Republic of Germany—it is essential to the 
national security interests of the United States, for both military and trade 
reasons, that the economies of these countries remain strong. 

THE CURRENT NATIONAL SECURITY 

EXPORT CONTROL REGIME 
* 

The national security export control authority exercised by the execu¬ 
tive branch is substantially unchanged in its basic legal structure from that 
originally granted by Congress in 1940 as an extraordinary war power. 
Two laws provide the primary statutory mandate. The Arms Export 
Control Act of 1976 requires government approval for the import and 
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export of military weaponry and services. The Department of State 
implements the act through the International Traffic in Arms Regulations 
(ITAR); ITAR is based on the ILS. Munitions List, which is maintained 
by the Department of Defense (DoD). The Export Administration Act 
(EAA) of 1979, as amended, controls dual use goods and technologies that 
could make a significant contribution to the military capabilities of a 
potential adversary. EAA, which is implemented by the Department of 
Commerce through the Export Administration Regulations (EAR), also 
authorizes controls that may be necessary to serve U.S. foreign policy 
goals and to ensure the domestic availability of resources in short supply. 

The regulations implementing the national security export control 
regime are extensive and complex. Many federal departments and agen¬ 
cies share administrative responsibility for their implementation and 
participate in the export control policymaking process. The roles of the 
executive branch agencies are assigned variously by legislation, by 
regulation, or by executive order. In general, the Commerce Department 
regulates exports of commercial equipment and technology, while the 
State Department controls exports of military equipment and technology. 
DoD advises both agencies on the strategic significance of commercial 
and military exports. The Department of Commerce and the U.S. 
Customs Service share responsibility for enforcement of national security 
export controls. 

Multilateral agreements and procedures play an essential role in deny¬ 
ing militarily useful technology to potential adversaries. In fact, the heart 
of the national security export control regime is a set of restrictions on 
exports to the Soviet bloc, which is maintained on a multilateral basis 
through the Coordinating Committee on Multilateral Export Controls 
(CoCom), of which the United States is a founding member. CoCom 
administers three lists of controlled items: munitions, nuclear energy, and 
dual use. Many but not all the items on the U.S. Control List parallel 
items found on the CoCom dual use list (known as the International List). 
The United States also has bilateral agreements or arrangements with a 
number of non-CoCom countries that provide for varying degrees of 
cooperation on national security export controls. 


ASSESSMENT OF THE CRITICAL ISSUES 

National security export control policy should be the result of a process 
that weighs the benefits of controls in relations with potential adversaries 
against their costs in terms of the domestic economy and relations with 
allies and friendly trading partners. The potential benefits of controls 
derive from two factors: (1) they make it more difficult for the Soviet 
Union and its allies to upgrade their military systems through information, 
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t :hnology, and products acquired in the West; and (2) they require the 
i >viet Union to commit substantial domestic resources to military 
i search and development instead of using acquired Western technology 
1 shortcut the technological development process. 

Both the costs and benefits of controls are difficult to assess with 
] ecision. There is evidence that controls do slow Soviet acquisition 
< forts and increase the price of the items they acquire, a conclusion 
: ipported at the unclassified level by the Farewell papers (see p. 5), 

' hich indicate that during the Tenth Five-Year Plan (1976-1980) the 
; )viet acquisition program satisfied more than 3,500 specific collection 
i quirements for hardware and documents for the 12 Soviet industrial 
: inistries. The documents also indicate that for 1980 alone the Soviet 
nion allocated (in rubles) substantially more than $1 billion for the 
1 Election of Western documents, blueprints, test equipment, and other 
irdware. 

There are also data that suggest that most of the benefits of controls are 
mcentrated in a relatively narrow range of products and technologies, 
his range includes advanced equipment for manufacturing high-density 
smiconductors, automated process equipment for the fabrication of 
jecialized metals and composites, very-high-speed computers, ex- 
emely precise test instruments, and aircraft components that can be 
;adily adapted to military uses. 

The potential costs of controls also are hard to measure because they 
srive from the web of competitive and cooperative relationships among 
/estern countries. Nevertheless, the panel did consider it important to 
ttempt an estimate of those costs to the U.S. economy that are 
ssociated mainly with current features peculiar to the U.S. national 
scurity export control system. Of principal concern are the present and 
lture sales and market share (both West-West and West-East) and 
sduced investment in research and development that U.S. producers of 
oods and technologies may lose or forego—without the compensating 
ational security benefits of denying the Soviets embargoed technology— 
s a result of how the U.S. control system is designed and administered 
nd of how it compares with the control systems of other countries with 
ompetitive suppliers. For example, reduced revenue from lost sales and 
larket share may translate into less investment, a lower growth rate, and 
educed innovation, with resulting adverse effects on both the commercial 
nd military sectors. In addition, technology controls also have created 
fiction among the Western allies—friction that may interfere with their 
uccessful collaboration on weapons development, production, and stan- 
[ardization, or on other matters bearing directly on East-West relations. 

In contrast to their benefits the costs of export controls are spread 
.cross an enormous volume of transactions representing a large share of 
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U.S. trade. Based in part on data provided by the Commerce Department, 
the panel estimates that 40 percent—approximately $62 billion—of all 
U.S. exports of nonmilitary manufactured goods in 1985 were shipped 
under a license requiring prior approval. In addition, U.S. controls extend 
to sales by U.S. foreign subsidiaries and independent foreign companies 
using products, components, parts, services, and technology of U.S. 
origin. 

In an effort to assess the operation and some of the effects of export 
controls, the panel analyzed a sample of licenses* for goods classified by 
level of military sensitivity using administrative criteria developed in U.S. 
government deliberations and/or CoCom negotiations. The analysis 
showed that the broad control net is heavily weighted with transactions 
involving items of less than critical military importance with customers in 
friendly Western countries. Ninety percent of individual license applica¬ 
tions are for exports to Free World countries. One-third of these 
applications are for items that may be exported to CoCom countries under 
a general license and even to Soviet bloc destinations without prior 
CoCom approval. Roughly two-thirds of license applications are for items 
sufficiently lacking in military importance that they may be shipped to the 
People’s Republic of China (PRC) without prior CoCom approval. Only 
about 13 percent of the applications are for very sensitive items that 
require an individual U.S. license to all countries (i.e., they are not 
eligible for export under a bulk license) as well as CoCom approval for 
shipment to the bloc or the PRC. 

The sheer volume of transactions subject to government review and 
approval sharply limits the ability of licensing officers to focus on more 
critical items. Data obtained from the Commerce Department indicate 
that individual license applications for exports to the Warsaw Pact and to 
Western countries that exercise little control—and are therefore potential 
points of diversion—appropriately receive more scrutiny than those for 
exports to CoCom destinations. But the current control regime does not 
apply similar discrimination to sales within the West of products having 
greater and lesser military significance. 

The adverse competitive effects of export controls could be alleviated 
by the establishment of a community of common controls in dual use 
technology (i.e., a set of trade relationships unimpeded by national 


*The panel requested and was granted a “national interest exception” under Section 
12(c) of the Export Administration Act permitting its consultants unprecedented access to 
Commerce Department license files and data bases, subject to strict observance of 
confidentiality of business information. The subsequent analysis conducted by consultants 
was of a sample of 1,618 processed license applications categorized by Commerce 
Department license officers. 




EXECUTIVE S UMMAR Y 11 


t curity restrictions) among cooperating Free World countries. Such an 

< rangement does not now exist. U.S. national security export controls 

< icompass more products and technologies, are generally more restric- 
1 /e, and entail more administrative delays and shipper uncertainties than 
1 ose of the other major CoCom countries. Only the United States 
i quires foreign resellers, even in countries that are our closest allies, to 

< )tain the prior approval of—or to account periodically to—the U.S. 
j )vernment for reexports of U.S.-origin products, U.S.-origin parts and 
i )mponents incorporated into foreign equipment, and foreign products 
. anufactured with U.S.-origin technology. These controls appear even 

ore restrictive in light of the fact that many controlled products are 
. /ailable from or through non-CoCom countries with few or no restric- 
Dns. 

There is both anecdotal and statistical evidence that the relative 
ringency of U.S. controls is, with increasing frequency, causing Free 
^orld customers to turn to non-U.S. suppliers or to begin to explore 
ternative sources including internal development. Respondents to a 
anel survey of U.S. companies,* reflecting on their experience during 
le 12 months prior to May 1986, perceived the control system as 
equently having significant adverse effects on their business: 

• 52 percent reported lost sales primarily as a consequence of export 
ontrols; 

• 26 percent had business deals turned down (in more than 212 separate 
istances) by Free World customers because of controls; 

• 38 percent had existing customers actually express a preference to 
hift to non-U.S. sources of supply to avoid entanglement in U.S. 
ontrols; and 

• more than half expected the number of such occurrences to increase 
ver the next 2 years. 

In addition, the panel has documented that U.S. exporters already have 
:>st business to suppliers in other technologically advanced nations 
ecause of unilateral controls on analytic instrument exports and on 
idependent foreign distributors and equipment manufacturers operating 
mder U.S. distribution licenses. In the first instance, the short-run loss 
ttributable to export controls is about 10 percent of the value of U.S. 
sports; in the second instance, the loss to date is smaller. But over time, 
.s the relative restrictiveness of U.S. controls becomes more consequen- 


*The sample of companies surveyed was oriented toward firms in the electronics 
equipment and components), aircraft (airframes, engines, and parts), instrumentation, and 
nachine tool sectors. The 170 respondents accounted for roughly $36 billion of foreign sales 
n 1985 or approximately 28 percent of estimated total U.S. high-technology sales. 
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tial to existing and potential foreign customers, the greater the weight 
such restrictiveness is likely to be given in customers’ choices among 
suppliers. (This process has been referred to by some as “de-Ameri¬ 
canization.”) 

These losses are occurring at a time when U.S. producers are experi¬ 
encing a decline—for reasons unrelated to export controls—in their 
relative competitive advantage. This decline is appearing not only in level 
of technology but also in price competitiveness, product quality, market¬ 
ing, and service—factors that might otherwise more than compensate for 
the negative competitive effect of export controls. All policies that 
contribute to a loss of U.S. competitiveness are of concern, not solely 
from an economic standpoint but also due to national security consider¬ 
ations. By promoting the emergence and growth of alternative sources of 
technology to the Soviet Union, such policies make denial or delay yet 
more difficult to achieve. 

One indicator of the effectiveness of the control effort is the level of 
corporate compliance. Although this level can never be determined 
precisely, there is evidence that compliance has increased in recent years 
as the current U.S. administration has committed substantial resources to 
vigorous enforcement. It is difficult, however, to determine whether the 
enforcement campaign has reduced the number of intentional diversions. 
Moreover, in terms of the enforcement of reexport controls, the over¬ 
whelming majority of applications continue to come from U.S.-head¬ 
quartered companies and their foreign affiliates, suggesting that compli¬ 
ance by foreign-owned firms is relatively poor. A possible explanation of 
this phenomenon may stem from foreign attitudes toward these controls 
as well as from the fact that such controls often duplicate those already 
imposed by the exporting country. Where there are non-U.S. sources 
willing to supply comparable products, foreign firms that know of the 
attendant requirement to comply with U.S. export restrictions may have 
little incentive to buy U.S. products. 

There are also indications that the licensing process discriminates 
against small- to medium-sized firms. With regard to license denials, 
processing delays, inaction, and conditional approvals—all factors con¬ 
tributing to uncertainty—there is a pronounced firm-size differential in the 
administration of national security export controls. Relative to those of 
large-volume exporters, small firm applications to Free World destina¬ 
tions take 25 percent longer on average. 

An indicator of the efficiency of the administrative control effort—and 
a perennial concern of Congress, the business community, and the 
responsible agencies—is the time it takes to process export licenses. 
Shipping delays impose direct costs on the exporter and an indirect cost 
in customer confidence. Both the Commerce Department and DoD have 
expended substantial effort and resources to speed up the licensing 
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] ocess, and both have made progress in reducing average processing 
t nes. What averages in this instance obscure, however, is the highly 
: :ewed distribution of processing times. The distribution has an extended 
tail,” and it is these cases that both absorb a large proportion of the 
< )rporate resources devoted to working the system and create uncer- 
inty in the market. The number of such cases is not insignificant; for 
Dproximately 5 percent of all applications (and there were 122,606 total 
^plications in 1985), the processing time extends beyond 100 days. 

The efficiency of U.S. export control administration is hampered to a 
lbstantial degree by the shared responsibility distributed among the 
ilevant agencies—the Departments of Commerce, State, and Defense. It 
hampered further by the fact that neither the Department of Commerce 
or the Department of State has made as much progress as the Depart- 
lent of Defense in upgrading their human and technical resources and in 
utomating the licensing process. The result is a lack of balance in 
iteragency policy deliberations and inefficiency in the licensing process. 
Currently, there is also no effective mechanism for weeding out from the 
’ontrol List those products and technologies that have ceased to be 
trategic or that have become so widely available that control, for all 
ractical purposes, is impossible. The momentum is to add, not to delete, 
nd the principal licensing agency (the Department of Commerce), with a 
take in keeping its task from becoming unmanageable, has been unable 
o slow it down. 

The Militarily Critical Technologies List (MCTL), which is maintained 
»y DoD, serves a limited purpose within the department as a reference 
locument for developing control proposals and informing licensing deci- 
ions. It is also useful for identifying those goods and technologies that 
lave dual use potential. But before goods and technologies actually can 
>e controlled, it is necessary to assess their foreign availability (and other 
actors affecting controllability) and then to strive to gain CoCom-wide 
estrictions. 

One of the principal outcomes of the continuing interagency disagree- 
nent on export control policies and procedures has been the virtual 
ireakdown of the technology decontrol process based on positive foreign 
ivailability findings, a process originally mandated by Congress in 1979. 
This breakdown is largely attributable to the fact that no time constraints 
ire specified in the legislation for government completion of investiga- 
:ions of foreign availability. A related problem has been the substantive 
disagreements between the Departments of Commerce and Defense over 
Doth the criteria for determining foreign availability and the strategic 
importance of particular items. The resulting de facto veto authority 
exercised by DoD thwarts the intent of Congress, which designated the 
Department of Commerce as lead agency in determining foreign availability. 
Through foreign policy and economic cycles, the premise that Soviet 
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acquisitions of leading Western dual use technologies represent a serious 
military threat has not been seriously challenged anywhere in the Western 
alliance. Although there have been lapses in attention and frequent 
disputes over scope and means of control, this consensus continues to 
underlie the success of the current administration’s effort to revitalize the 
CoCom process. The goal of U.S. policy thus should be to so improve the 
multilateral control system that it is possible to remove controls from 
West-West trade. The panel believes, however, that there are two 
features of current U.S. policy that impede progress toward this goal: (1) 
the tendency to resort to foreign policy trade sanctions to penalize Soviet 
political behavior without distinguishing such sanctions from national 
security controls and without consulting our allies before imposing them; 
and (2) the continuance of extraterritorial controls that signal U.S. 
mistrust of our CoCom partners and offend their national sovereignty. 

These problems notwithstanding, the persistent efforts of the United 
States over the past 5 years to strengthen CoCom and improve its 
operational efficiency and effectiveness have produced positive results— 
results that have not been achieved without certain difficulties. Gaining a 
consensus among CoCom members has not been easy. The interests of 
member countries can differ significantly, and each one evaluates the 
value of trade restrictions against proscribed countries differently. Fur¬ 
thermore, additional efforts now will be required to bring about greater 
harmonization of national policies on the part of all participating countries 
to work toward a fully multilateral community of common controls. 

Cooperation from countries that are not members of CoCom has 
become important to the success of the CoCom control efforts. It will be 
critical in the future as a growing number of third countries become 
significant markets for CoCom-controlled goods and develop indigenous 
products that fall within CoCom control parameters. CoCom members 
have formally agreed—as part of the so-called “third country initia¬ 
tive”—to urge non-CoCom Free World nations to establish and 
strengthen their controls vis-a-vis proscribed nations. In this regard the 
United States, with the support of its CoCom allies, has achieved some 
success in pursuing bilateral agreements with friendly, non-CoCom Free 
World countries to protect some CoCom- and U.S.-origin goods. Al¬ 
though such agreements have been reached with a few countries, how¬ 
ever, none of those concluded to date comes close to meeting the 
comprehensive criteria proposed by the United States for protecting 
CoCom-proscribed technology from all sources including that produced 
indigenously. 
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FINDINGS AND KEY JUDGMENTS OF THE PANEL 

Based on the research initiatives and deliberations undertaken in 
I irsuit of its charge, the panel reached unanimous agreement on a series 
( principal findings and key judgments listed below. 

I. THE PRACTICAL BASIS FOR NATIONAL SECURITY 
EXPORT CONTROLS 

The fundamental objective of the national security export control 
i gime maintained by CoCom is to deny—or at least to delay—the Soviet 
nion and its Warsaw Pact allies access to state-of-the-art Western 
chnology that would permit them to narrow the existing gap in military 
'stems. Yet, there are no well-defined criteria that can be used to 
Jtermine whether a given technology will enhance significantly Soviet 
ilitary capability. Moreover, the precise definition and implementation 
? such criteria will depend to a large extent on the world view of the 
vision maker. For an export control system to be operationally effec- 
ve, however, such distinctions must be drawn. This difficulty can be 
irmounted in practice by establishing a definition that permits effective, 
ractical implementation of controls with our allies, which means restrict- 
ig controls to technologies that are easily identified with military uses. 

II. CONSIDERATIONS INFLUENCING NATIONAL POLICY 

1. Technology lead is vital to Western security and must be maintained. 

Western security depends on the maintenance of technology lead 
over potential adversaries. This lead can only be sustained through 
a dual policy of promoting a vigorous domestic technological base 
and impeding the outward flow of technologies useful to the Warsaw 
Pact in military systems. 

2. Export competitiveness is essential to the health of the U.S. domestic 
economy. 

In some industrial sectors, especially high-technology enterprises, 
firms now must remain competitive in the world market to maintain 
a share of the U.S. domestic market, due to necessary economies of 
scale and the increased importance of R&D from foreign sources. 
The new realities of global competition are not yet fully reflected in 
the policies underlying current U.S. national security export con¬ 
trols. 

3. The scope of current U.S. national security export controls under¬ 
mines their effectiveness. 

U.S. national security export controls are not generally perceived 
as rational, credible, and predictable by many of the nations and 
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commercial interests whose active cooperation is required for an 
effective system. In their view the scope of current U.S. controls 
encompasses too many products and technologies to be administra¬ 
tively feasible. The panel concurs with this judgment. 

4. U.S. national security export controls impede the export sales of U.S. 
companies. 

There is limited but specific evidence that export sales have been 
lost or foregone because of uncertainty or delays in the licensing 
process and because of concern about future license approvals, 
availability of spare parts and components, and possible reexport 
constraints. Once changes in buying preferences occur, they may 
require large investments of time and effort to reverse. 

5. Pragmatic control lists must be technically sound, narrowly focused, 
and coordinated multilaterally. 

Although the control criteria developed in 1976 as part of the 
report of the Defense Science Board task force (An Analysis of 
Export Control of U.S. Technology—A DoD Perspective), also 
known as the Bucy report, are theoretically sound, they have not 
always proven useful to the implementation of national security 
export controls. The preparation of control lists must be a dynamic 
process that is both informed by advice from technical advisory 
groups and constrained by the need to be clear, to focus control 
efforts more narrowly on fewer items, and to coordinate U.S. action 
more closely with that of our CoCom allies. 

6. The extraterritorial aspects of U.S. controls engender mistrust and 
weaken allied unity. 

Several elements of U.S. national security export controls, espe¬ 
cially the requirement for reexport authorization, are having an 
increasingly corrosive effect on relations with many NATO coun¬ 
tries and on other close bilateral relationships. They signal U.S. 
mistrust of the will and capacity of allies to control the flow of 
sensitive technology to the Soviet bloc. 

III. SOVIET TECHNOLOGY ACQUISITION EFFORTS IN THE 

WEST 

1. Available evidence on Soviet technology acquisition efforts reinforces 
the need for effective multilateral export controls. 

The panel has reviewed a substantial body of evidence—both 
classified and unclassified—that reveals a large and aggressive 
Soviet effort to target and acquire Western dual use technology 
through espionage, diversions, and to a lesser degree legitimate 
trade. There is limited but specific evidence both on the means by 
which Soviet acquisitions are accomplished and on their important 
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role in upgrading or modernizing Soviet military systems. Although 
internationally coordinated efforts are necessary to counter the use 
of diversions or legitimate trade for such purposes, export controls 
are not a means for controlling espionage, which alone accounts for 
a high proportion of successful Soviet acquisition activities. 

2. Despite systemic difficulties, Soviet technical capabilities have success¬ 
fully supported the military objectives of the USSR. 

Because the Soviet system does not enjoy the benefits of a robust 
commercial sector, it is at a fundamental disadvantage in terms of 
the promotion of technological innovation. Nevertheless, the Sovi¬ 
ets have demonstrated an effective technical capability to meet their 
military objectives. 

IV. DIFFUSION AND TRANSFER OF TECHNICAL CAPABILITY 

1. Wide global diffusion of advanced technology necessitates a fully 
multilateral approach to controls. 

Because advanced technology has now diffused so widely, na¬ 
tional security export controls cannot succeed without the follow¬ 
ing: (1) an effective CoCom process by which the other major 
CoCom countries accept responsibility for regulating exports and 
reexports from their territory of CoCom-controlled technology to 
non-CoCom Free World countries; and (2) the adoption by the more 
advanced newly industrializing countries of CoCom-like standards 
for their own indigenous technology. 

2. Controls on the employment of foreign nationals in the U.S. R&D 
infrastructure must be used selectively and sparingly. 

Foreign nationals now play a significant role in U.S. domestic 
R&D activities as well as in the laboratories of U.S. foreign 
subsidiaries. Such individuals contribute significantly to U.S. tech¬ 
nological innovation and hence promote the national interest. Spar¬ 
ing use should therefore be made of existing legislative authority to 
restrict technical exchanges or to limit full participation of foreign 
citizens in the U.S. R&D community. It is particularly important to 
distinguish, as appropriate, between citizens of nations to whom 
exports are proscribed and citizens of all other nations. 

V. FOREIGN AVAILABILITY AND FOREIGN CONTROL OF 
TECHNOLOGY 

1. The congressional mandate for decontrol of items based on foreign 
availability is not being fulfilled. 

The lack of action on foreign availability is inconsistent with the 
intent of Congress as expressed most recently in the Export Admin- 
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istration Amendments Act of 1985. In those cases in which there is 
foreign availability of U.S.-controlled items, U.S. industry is un 
fairly placed at a competitive disadvantage with respect to firm 
from other countries that are not similarly constrained. This disad 
vantage can lead to the erosion of competitive market advantage 
previously enjoyed by U.S. industry and in some cases to the 
permanent loss of U.S. markets. 

2. Control of “technological commodities” is impractical. 

The control of goods for which the volume of manufacture is st 
large and the scope of marketing and usage so wide that they have 
become “technological commodities” (e.g., some classes of per 
sonal computers or memory chips) is not practical. Decontrol o! 
such goods to all Free World destinations is, in some cases, the onl) 
appropriate solution. 

3. Bilateral agreements with Free World non-CoCom countries mus 
protect all CoCom-origin technology and must control similar indige 
nously produced goods. 

Over the short term, bilateral agreements that restrict only tfo 
reexport of U.S.-origin technology unfairly disadvantage U.S. com 
panies in international trade. Over the long term, these agreement 
with non-CoCom countries will not promote the effectiveness of thi 
CoCom export control system unless they restrict the reexport o 
technology from all CoCom sources as well as technology producei 
indigenously. 

4. Other CoCom countries must be more vigilant in preventing diver 
sions of both CoCom-origin and indigenously produced technology. 

Some members of CoCom could substantially improve thei 
efforts to prevent diversions of CoCom-origin products and technol 
ogy being .exported to third countries. Since compliance with U.S 
reexport controls is not likely to become politically acceptable i 
most CoCom countries, some compromise solution must b 
reached. 

5. The extraterritorial reach of U.S. controls damages allied relalior 
and disadvantages U.S. exporters. 

The extraterritorial reach of U.S. reexport controls is anathema l 
most U.S. trading partners. Moreover, many foreign governmenl 
do not agree that the United States has jurisdiction over the action 
of their citizens outside U.S. territory. The extraterritorial extensio 
of U.S. controls is viewed by these governments as a direi 
challenge to national sovereignty and a clear violation of intern! 
tionallaw. It is seen as additional evidence of mistrust by the Unite 
States of the capacity of these governments to further the West 
common interest in preventing the diversion of militarily importai 
goods and technologies. 
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I. EFFECTIVENESS OF THE MULTILATERAL PROCESS 

The United States must clearly distinguish foreign policy export 
controls from national security export controls. 

There is much less consensus among the CoCom allies on the use 
of trade restrictions for foreign policy reasons than on controls in the 
interests of national security. Thus, to the extent that the United 
States fails to distinguish clearly between the two, allied cooperation 
in support of consensual national security objectives is undermined. 

. The impact of controls on advantageous scientific communication and 
transfer within the Western alliance must be minimized. 

Because open scientific communication and trade within the West 
are as important to maintaining Western technology lead as is 
controlling the flow of technology to the Soviet bloc, U.S. policy 
should lend equal emphasis to both objectives. 

. The CoCom countries should take specific steps to bolster the efficiency 
and effectiveness of multilateral controls. 

Among the most important issues now facing CoCom are: (a) 
reduction in the overall scope of the list, (b) modification of the 
procedures for decontrolling items from the International List of 
dual use items, and (c) provision of greater transparency in CoCom 
decision making. 

. The CoCom process would benefit if all country delegations had 
balanced economic and defense representation. 

The U.S. delegation to CoCom, unlike those of other member 
nations, includes a significant contingent of defense officials. A 
balance of economic and defense representation on all CoCom 
delegations would enhance CoCom unity and the usefulness of the 
CoCom process, in part by helping to resolve conflicts between 
competing economic and military objectives. 

. Foreign perceptions of U.S. commercial advantage derived from 
export controls impede multilateral cooperation. 

There is a widely held view in Europe and the Far East that the 
United States uses its national security export controls to afford 
commercial advantage to U.S. companies. Although the panel found 
no substantive evidence to support this view, the existence of these 
perceptions makes it difficult to gain effective multilateral cooper¬ 
ation. 

. Unilateral controls are of limited efficacy and may undermine allied 
cooperation. 

The imposition by the United States of unilateral national security 
export controls for dual use items can be justified only as a stopgap 
measure pending negotiations for the imposition of multilateral 
controls or in rare cases in which critical national security concerns 
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validated license for export to the Soviet bloc, data exports to other 
destinations for the most part are eligible for a general license. The 
need for the unhindered exchange of large volumes of data in 
international commerce and research indicates that a strict system of 
control is neither feasible nor desirable. Existing licensing require¬ 
ments, classification procedures, and proprietary controls offer 
sufficient protection. 

5. Controls on unclassified DoD technical data have a chilling effect on 
the U.S. R&D community and should be imposed sparingly. 

The Department of Defense Authorization Act (DAA) of 1984 
permits DoD to impose restrictions on domestic dissemination or 
export of DoD-funded or DoD-generated technical data whose export 
would otherwise require a validated license under EAR or ITAR. Such 
restrictions have the effect of creating de facto a new category of 
unclassified but restricted information. These new, more comprehen¬ 
sive technical data restrictions have had a chilling effect on some 
professional scientific and engineering societies that have elected 
voluntarily to close certain sessions. It is the panel’s judgment that 
imposing controls on technical data that are broader than those now in 
effect is not warranted by the demonstrable national security benefits. 

6. The congressional mandate for integrating the Militarily Critical 
Technologies List (MCTL) into the Commerce Department Control 
List practically cannot be accomplished. 

The MCTL has been used inappropriately as a control list, and its 
annual revision has resulted in a voluminous itemization of many 
important technologies without apparent prioritization. Because the 
Departments of Defense and Commerce maintain fundamentally 
different objectives in their list development exercises, the congres- 
sionally mandated task of integrating the MCTL into the Commerce 
Department’s control list practically cannot be accomplished. 

7. The complexity of U.S. export controls discourages compliance. 

The complexity of U.S. controls discourages compliance, espe¬ 
cially by foreign firms and small- to medium-sized U.S. companies. 
For example, the Export Administration Regulations constitute 
nearly 600 pages of rules and procedures. These could be reduced 
and simplified substantially—and made more “user friendly.” 

8. There is a need for high-level industry input in the formulation of 
national security export control policy. 

There is a need for an effective mechanism within the government 
to provide meaningful input from the private sector on the formula¬ 
tion of a coordinated national security export control policy. Such a 
group must be constituted at sufficiently high corporate levels to 
reflect major industry concerns, and it must be able to have an 
impact on the actual policy process. 
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9. Voluntary cooperation from industry is important to the enforcement 
of export controls. 

Voluntary cooperation by U.S. industry—particularly companies 
with overseas subsidiaries—is important to export control enforce¬ 
ment, especially in the identification of violations. Companies fre¬ 
quently have knowledge otherwise unavailable to the government of 
possible violations by other firms. 

10. Adequate information to evaluate the impact of national security 
export controls is not maintained by the U.S. government. 

This study has revealed serious shortcomings in both the quality 
and quantity of information maintained and analyzed by the U.S. 
government on the coverage, operation, and domestic and global 
impacts of national security export controls. In the absence of 
better information, it will continue to be difficult for policymakers 
to arrive at more informed and balanced judgments as to the 
advisability of controls. 

11. A comprehensive cost/benefit analysis of controls currently is infea¬ 
sible. 

Despite some preliminary efforts to assess the competitive ef¬ 
fects of national security export controls, a comprehensive empir¬ 
ical analysis of the costs and benefits is precluded by the lack of 
data, by the complexity of the system, and by a variety of 
qualitative judgments that must enter into any evaluation. 

There is little doubt that, without the heightened attention to these 
issues initiated in the early years of the current administration by DoD, 
the problem of Western technology diversion to the Soviet Union would 
by now be considerably worse. But the panel is concerned that this policy 
“correction”—useful and necessary as it was—should not now overshooi 
the mark. The panel wishes to reiterate therefore its concern about the 
continuing lack of balance within the policy process for national security 
export controls regarding the representation of technical, national security 
economic, and domestic and international political interests. This balance 
should be developed and maintained within each agency, among agencies o 
the U.S. government, and among countries participating in CoCom. 
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RECOMMENDATIONS OF THE PANEL 

The panel makes two basic recommendations, together with a series of 
orollary prescriptions. 

I. STRENGTHEN THE COCOM MECHANISM 

The panel recommends that the United States take the lead in 
urther strengthening the CoCom mechanism so that it can function as the 
nchpin of a fully multilateral national security export control regime for 
lual use technologies. Under current and prospective global circum- 
tances, such a multinational system is essential to achieve maximum 
xport control effectiveness without impairing Western economic vitality, 
"o strengthen the current multilateral control regime will require greater 
tarmonization of the current U.S. approach and those of our technolog¬ 
ically advanced allies through closer consultation and the adoption of 
>olicies that promote cooperation. The two most immediate objectives 
ire: (1) to limit the coverage of the U.S. Control List and the CoCom 
nternational List to those items whose acquisition would significantly 
rnhance Soviet bloc military capabilities and that are feasible to control, 
ind (2) to obtain agreement on a common approach to reexports of 
HoCom-origin items. 

The United States should strive to create a community of common 
controls in dual use technology—that is, a set of trade relationships 
mimpeded by national security restrictions—among those Free World 
lations that share an expressed willingness to adhere to common or 
equivalent export control restraints on the transfer of strategic and control- 
able goods and technologies to the Soviet Union and its Warsaw Pact allies. 
Accordingly, the panel recommends the following changes in U.S. policy. 

1. Control Only CoCom-Proscribed Items 

As a general policy, the United States should seek to control only 
the export of CoCom-proscribed items and then only when they are 
destined for a proscribed country or for a non-CoCom Free World 
country that has not entered into an agreement* to protect CoCom- 
proscribed technology. 

2. Within CoCom, Seek Control on Exports to Third Countries 

With respect to CoCom, the United States should negotiate 
agreements with member countries regarding control of exports and 
reexports from their territories to third (i.e., Free World non- 


*Such an agreement might be implemented either through a formal memorandum of 
jnderstanding or an informal arrangement that achieves the same result. 
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CoCom) countries, thereby obviating the need for U.S. reexport 
authorizations. For those CoCom countries with which agreement 
on the control of exports to third countries can be achieved, the 
requirement to obtain validated licenses should be eliminated— 
except for the export of extremely sensitive high-level technology 
(e.g., supercomputers). For those CoCom countries unwilling to 
agree to or unable to implement such controls, the present system of 
validated licenses should be retained. 

3. Negotiate Comprehensive Understandings with Third Countries 

With respect to non-CoCom Free World countries, the United 
States should, in coordination with other members of CoCom, 
negotiate comprehensive understandings—or equally effective infor¬ 
mal arrangements considered acceptable by the Department of 
State—that specify controls on the export of all CoCom-proscribed 
goods and technology (including those produced indigenously) to the 
Warsaw Pact countries or to other noncooperating third countries, A 
graduated scheme of incentives should be developed for non- 
CoCom Free World countries that agree to less than comprehensive 
controls. Those third countries that have agreed to comprehensive 
arrangements should be accorded full “CoCom-like” treatment; that 
is, they should not be subject to U.S.- validated license or reexport 
authorizations as soon as they can demonstrate their ability and 
willingness to enforce the control agreement. 

4. Remove Items Whose Control Is No Longer Feasible 

Regardless of the rate of progress on CoCom and third country 
negotiations, the United States should actively seek to remove from 
both the U.S. Control List and the CoCom International List items 
whose control is no longer feasible because of their widespread 
production, distribution, and sale throughout the world. (See also 
Item II.4 on p. 27.) 

5. Maintain Unilateral Controls Only on a Temporary Basis or for 
Limited, Unique National Security Circumstances 

Regardless of the rate of progress on CoCom and third country 
negotiations, the United States should eliminate the use of unilateral 
national security export controls except in those circumstances in 
which active efforts are under way to negotiate multilateral controls 
within and outside of CoCom—in which case unilateral controls 
could be maintained on a temporary basis— or in those situations in 
which unique national security circumstances warrant the imposi¬ 
tion of such controls for limited periods of time. The panel wishes to 
emphasize, however, that the phrase “unique national security 
circumstances” does not justify retaining the present U.S. unilateral 
Control List. Rather, the panel recommends that controls be estab- 
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lished on a multilateral basis. In the rare case in which a CoCom 
country may believe that critical national security concerns are at 
stake, it may wish to reserve the right to establish a unilateral 
restriction on its domestic industry. This exception should be used 
sparingly. 

5. Eliminate Reexport Authorization Requirements in Countries Partic¬ 
ipating in a Community of Common Export Controls on Dual Use 
Technology 

To further the objective of developing a community of common 
controls on dual use technology among cooperating countries of the 
Free World and to encourage international cooperation and trust, 
the United States should eliminate any requirement that a buyer 
must seek authorization for a reexport that is subject to CoCom or 
“CoCom-like” controls by the country initially exporting the prod¬ 
uct or technology. For effective enforcement, reliance should be 
placed instead on the cooperating governments. 

7. Maintain Current Control Procedures on the Transfer Within CoCom 
of Sensitive Information, Technical Data, and Know-how 

The United States should continue to rely on current security 
classification procedures and the protection afforded by general 
license GTDR (technical data restricted) or by proprietary interests 
to control the transfer within CoCom of information, technical data, 
and know-how that are considered militarily important. 

8. Reduce the Scope of the CoCom List and Modify CoCom Decision- 
Making Policies and Procedures 

There are a number of steps that the United States—together 
with its CoCom allies—should take to improve the efficiency and 
effectiveness of the multilateral process. The most important of 
these are to reduce the overall scope of the CoCom International 
List to improve credibility and enforcement and to add a 4-year 
“sunset provision” that would cause the automatic removal 
(unless they were periodically rejustified) of lower-level CoCom 
items. 

9. Maintain a Clear Separation Between National Security and Foreign 
Policy Export Controls 

Existing statutory authority describes separate systems and pro¬ 
cedures for the control of exports for foreign policy versus national 
security reasons. Therefore, because many of our CoCom allies 
continue to disagree profoundly with some unilateral U.S. foreign 
policy trade sanctions, the U.S. government should maintain the 
clearest possible distinction between the administration of national 
security and foreign policy controls. 
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II. ACCORD GREATER IMPORTANCE IN U.S. NATIONAL SE 
CURITY EXPORT CONTROL DECISIONS TO MAINTAINING 
U.S. TECHNOLOGICAL STRENGTH, ECONOMIC VITALITY 
AND ALLIED UNITY 

The panel recommends that executive branch decisions concern 
ing national security export controls accord greater importance than the] 
currently do to maintaining U.S. technological strength, economic vigor 
and allied unity. Ultimately, an effective multilateral national securil; 
export control regime can be established only through the commitmen 
and support of the President and Congress. Nevertheless, the decision 
making and advisory mechanisms of government also must be constitute! 
and tasked appropriately to facilitate the effective implementation of th 
policy approach proposed above. To this end, the panel recommends th 
following specific changes in U.S. policy and procedures. 

1. Balance the Protection of Military Security with the Promotion o 
National Economic Vitality Through Affirmative Policy Direction 

The President should require that the National Security Counci 
(NSC) implement the existing policy mandate (as set forth in thi 
Export Administration Act of 1979, as amended), which calls fo 
both the protection of military security and the promotion o 
national economic interests. NSC should provide regular, affir 
mative policy direction to the responsible line agencies, a reconi 
mendation that can be accomplished by staffing the NSC properly t< 
deal with these matters and by assigning a senior NSC staff membe 
specific responsibility for bringing agency representatives togethe 
to resolve policy differences. The panel further recommends that thi 
secretaries of commerce and treasury participate in NSC meetings a 
which export control matters are to be addressed. 

2. Provide Sufficient Resources and Authority to the Departments c 
Commerce and State to Allow Them to Fulfill Their Roles in th 
Export Control Process 

To establish a more balanced policymaking process within th 
federal government, the Departments of Commerce and Stat 
should be allocated sufficient resources dedicated to the implemen 
tation of national security export controls. In particular the Com 
merce Department should upgrade significantly the capacity am 
sophistication of its automated systems and the quality of it 
in-house technical and analytic expertise. It is also essential thatth 
State Department vigorously exercise its traditional role of ensurin 
that the U.S. government speaks with a single, coherent voice whe 
dealing with foreign governments and foreign firms on these matters 
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i. Restore Technical Judgment and Overall Balance to the National 
Security Export Licensing Process 

The locus of responsibility and decision making within DoD has 
shifted from the office responsible for research and engineering to the 
office responsible for policy. As a result, there has been a significant 
reduction in the weight accorded to technical factors and a resultant 
imbalance in the policy process. It should now be the goal therefore to 
reestablish a major role for the technical side of DoD and to reduce the 
DoD role in detailed license review as parallel steps are taken within the 
Commerce Department to further strengthen its licensing procedures. 
Implement the Decontrol Procedures Required by Law When Foreign 
Availability is Found to Exist 

The lack of action by the federal government on foreign availabil¬ 
ity determinations is contrary to the mandate of the Export Admin¬ 
istration Act of 1979, as amended. This is due in part to the fact that no 
specific time lines for the completion of foreign availability determina¬ 
tions have been specified in legislation. At the very least the Export 
Administration Act should impose reasonable time lines on all respon¬ 
sible agencies. Because the process for determining foreign availability 
is not now functioning effectively, there is a need for effec¬ 
tive remedial action by both the executive and legislative branches. 

5. Withdraw the Statutory Requirement to Integrate the MCTL into the 
Commerce Department’s Control List 

Congress should withdraw the statutory requirement for the 
integration of the Militarily Critical Technologies List into the U.S. 
Control List. The fundamentally different nature and functions of 
the two lists—the former an exhaustive list of all technologies with 
military utility and the latter a specific list of items requiring an 
export license—make this goal unattainable. 

6. Provide Effective, Two-Way Communication at the Highest Levels 
Between Government and the Private Sector 

A mechanism should be established (or upgraded) to provide 
effective, two-way communication between the highest levels of 
government and of the private sector on the formulation and 
implementation of coordinated national policies that balance mili¬ 
tary security and economic vitality. To this end the panel recom¬ 
mends that senior policy staff of the Executive Office of the 
President meet periodically with the President’s Export Council 
and/or other respected representatives of the private sector and 
inform the President of the concerns of this sector regarding the 
domestic and international commercial impacts of national security 
export controls. It may be necessary for Congress to establish a 
mechanism to ensure appropriate consideration of industrial con¬ 
cerns in the formulation of national security export control policy. 
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THE NATURE OF THE PROBLEM 

The vigor of science and technology in the Western* democracies and 
the greater economic vitality of these nations in comparison to the Soviet 
bloc are sources of strength for the West in its continuing effort to 
maintain its military security. The West benefits from open societies with 
free and rapid exchange of scientific information and from competitive 
industrial bases, both of which drive the development of new technolo¬ 
gies. Many of these items are dual use in character—that is, products or 
data with both commercial and military applications. The Soviet Union 
lacks the open communication and commercial advantages of the West 
and seeks to compensate for them, not only by directing a greater 
percentaget of its gross national product (GNP) to the development and 
production of military equipment but also by aggressive attempts to 
acquire and apply Western technology to its military programs. 

These Soviet initiatives, in turn, pose a policy dilemma for the West 
because the open communication and free markets that are fundamental 
to the Western advantage in technology also facilitate the Soviet acqui¬ 
sition effort. Government controls over technology transfers collide with 
the character and principles of a free society, which are a source of so 


*As used throughout this report, Western or West includes Japan. 
tNearly three times that devoted by the United States. 
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uch of our strength in competition with the Soviet Union. There is a 
Dint at which interference with the free exchange of technology and 
formation in the West could be more damaging to Western societies 
lan the loss of technology under less-stringent controls.* The question 
: Where does that point lie? And is the damage from such interference 
icremental and not evident until long after irreparable harm has been 
one? Answers to these questions may not be conclusive, but they directly 
feet our stakes in the long-term competition with the Soviet Union. 

Given what is known about Soviet technology acquisition activities, an 
ffective strategy for preserving the Western lead in military technology 
)gically must include two elements. First, it is essential to maintain the 
itality of the Western technological enterprise—that is, to continue to 
laintain technological leadership over potential adversaries. Second, it is 
ecessary to deny—or at least impede—access by potential adversaries to 
lilitarily significant Western technology.t For a number of (primarily 
lilitary) technologies, such as stealth or antisubmarine warfare (ASW) 
jchnologies, a clear and legitimate need exists for safeguards. Thus, 
/hen undertaken in tandem with efforts to invigorate the technological 
ase, the denial strategy: 

• makes it more difficult for the Soviet Union and its allies to upgrade 
heir military systems through information, technology, and products 
cquired in the West; and 

• requires the Soviet Union to commit substantial domestic resources 
o military research and development (R&D) rather than applying tech- 
lology acquired in the West or simply using the results of Western R&D 
o avoid the costly “dead ends” that are an inevitable part of the 
echnological development process. 

In recent years the United States has pursued its policy with respect to 
lational security export controls^ during a period in which there have 
>een dramatic alterations in the economic and technological environment 


*The private sector, which is a vital source of military technology, sees some controls as 
;ssential and others as burdens. Government, on the other hand, does not incur directly the 
:osts imposed on industry and therefore is less inclined to consider them. 

I There is no standard, agreed-upon term for technology with military significance that is 
iubject to control. Thus, a number of modifiers are used interchangeably throughout this 
eport. 

tThe term national security export controls is used here and throughout this report in the 
;ame sense as that employed in the Export Administration Act of 1979, as amended. The act 
mthorizes such controls “to restrict the export of goods and technology which would make 
i significant contribution to the military potential of any other country or combination of 
countries which would prove detrimental to the national security of the United States.” 
National security export controls that relate primarily to military matters are distinguished 
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that existed in the first few decades following the end of World War II, 
These changed circumstances have created a need for a broader definition 
of national security, a definition that recognizes explicitly the importance 
of maintaining the economic vitality and innovative capability of the 
United States and indeed of all Free World nations. Because the world 
economic and technological environment has changed, the panel believes 
that U.S. national security can be ensured only through the adoption and 
implementation of policies that simultaneously promote economic vital¬ 
ity, strengthen alliance relationships, and continue the maintenance of 
military preparedness. 

Such a broadened definition of national security also must take account 
of several important new factors in the international environment: 

• Greater scientific and technological parity now exists among the most 
advanced industrialized countries. In many important areas, the United 
States—once preeminent in most major fields—now shares technical 
leadership with other countries and therefore depends and must build on 
ideas and innovations developed abroad. 

• Significant changes in the overall patterns of world trade are evidenced 
by the rapid emergence of major exporters among the newly industrializing 
countries (NICs), particularly along the Pacific rim. The result is that U.S. 
companies now face severe competition—at home, from import penetration, 
and abroad, from an ever-widening circle of firms in both industrialized and 
industrializing countries that are vying for global markets. 

• Although in the United States the domestic market continues to ab¬ 
sorb the majority of goods and services, foreign trade has become essential 
to maintaining continued economic vitality. U.S. companies—especially 
those operating in high-technology sectors—are turning increasingly to 
export markets. Transnational business organizations headquartered in 
many industrialized countries have become commonplace to achieve 
economies of scale, maintain levels of technological innovation, facil¬ 
itate access to markets, and sustain profitable operations by dispersing 
production in a manner that lowers factor costs (e.g., labor, raw materials, 
etc.). 

• A variety of domestic and international factors have promoted a huge 
increase in U.S. imports, which has in turn contributed to the foreign 
trade deficit. Meanwhile, increasing competition for export markets 
among the Western industrialized countries has created an atmosphere 
that makes cooperation on export controls among those countries more 
difficult to achieve. 


from controls imposed for purposes of foreign policy or for protecting the domestic economy 
from the short supply of specific items. 
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Juxtaposed against these new global circumstances are the continuing 
;alities of the East-West political struggle and its inherent military 
3mpetition. In Europe, the North Atlantic Treaty Organization (NATO) 
fiance continues to be the centerpiece of efforts to deter aggression by 
le Soviet Union and the other Warsaw Pact countries. In Asia, the 
United States maintains close diplomatic and military relations with Japan 
nd South Korea and is promoting closer ties with the People’s Republic 
f China and the Southeast Asian free market countries, in part to 
iscourage possible Soviet initiatives in that region. 

In these circumstances the United States faces a policy dilemma of 
onsiderable proportions. The Western alliances depend on technological 
dvantage to deter the Soviet Union and its allies. Moreover, Western 
lilitary technology derives increasingly from technical advances in the 
ommercial sector, advances that are the foundation for important dual 
se technology advantageous to the West. Because the Soviet Union now 
as attained numerical superiority over NATO in many important 
lilitary categories, the potential loss of dual use technology has 
ssumed greater strategic significance. Export controls are needed to 
elp prevent the rapid erosion of this advantage, an advantage stemming 
i large measure from a vigorous, commercial high-technology sector 
hat depends on innovation, competition, and trade for its strength. The 
apid diffusion of technology, the importance of Western alliances, and 
he international character of high-technology industry all mean that: (1) 
;xport control can be neither perfect nor permanent, and (2) control 
>olicies must not interfere unnecessarily with Western commercial 
levelopment and trade. 


The Technology-Security Nexus 

The Allied victory in World War II was made possible in large part by 
he mobilization of the enormous manufacturing capability of the United 
states. But outproducing the adversary as a military strategy presupposes 
in extended conflict. Since World War II, the existence of nuclear 
veapons has brought about an evolution of military thought. Much 
current thinking is that the outcome of a future global war, whether or not 
t involves the use of nuclear weapons, will depend more on the quality 
md quantity of the weapons and other war materiel on hand (or readily 
ivailable for rapid mobilization and deployment) at the outbreak of 
lostilities than on the industrial capacity, of either side, that can be turned 
:o military production. 

At the same time the social and political structure of the Soviet Union 
tias permitted it to place continuing emphasis on its military posture. 
Total uniformed personnel and the numbers of many types of military 
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equipment in the Warsaw Pact greatly exceed the numbers of comparable 
personnel and equipment in NATO in the European theater. For example, 
NATO placed its total rapidly deployable troop strength in 1984 at 2.6 
million; the estimated Warsaw Pact rapidly deployable troop strength 
stood at 4 million. NATO forces had 13,470 rapidly deployable main 
battle tanks in 1984, as compared to an estimated 26,900 for the Warsaw 
Pact; the total of rapidly deployable artillery and mortar pieces was 
11,000 for NATO as against an estimated 19,900 pieces for the Warsaw 
Pact. 1 By all measures, therefore, the Western nations have been and 
are likely to continue to be substantially outnumbered in conventional 
military forces. 

Therefore, the NATO countries have affirmed the importance of 
maintaining a technological advantage to offset the numerical advantage 
of the Warsaw Pact. But maintaining technological superiority in military 
forces is not an easy task, due largely to competing demands for economic 
resources that make it difficult for Western societies to sustain the 
investment of sufficient resources in military R&D and procurement. In 
recent years, spurred in part by burgeoning commercial markets for 
high-technology goods, the West has been able to counter partially the 
numerical advantage of the Warsaw Pact countries through rapid progress 
in science and technology. 

A primary example is the explosion in electronic technology, including 
computers, that has occurred in commercial markets where many of the 
products also have important military applications. The United States 
has led but no longer dominates this revolution. Other Western indus¬ 
trialized nations have participated in and, particularly in the case of 
Japan, have taken the lead in selected areas. In addition, many newly 
industrializing countries (for example, the free market countries of the 
Pacific rim) are rapidly increasing their competence and are already 
competing effectively, albeit primarily at the lower end of the technology 
spectrum. 

The Soviet Union and its Warsaw Pact allies, on the other hand, with 
their controlled and sluggish civilian economies, have benefited much less 
from technological progress in the commercial sector. The Soviet Union 
has offset this disadvantage, however, by giving its military first priority 
in the allocation of resources. The Soviets have developed and fielded in 
large quantity some equipment in the European theater that rivals 
comparable NATO systems in technical sophistication (although typically 
such equipment is introduced later than in the West). 

The Western technology lead in military equipment, then, is critical to 
the maintenance of Western security. This lead is still significant and does 
not appear to be decreasing, but it is vulnerable to policies that dampen 
the continued development of the civilian market for high-technology 
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pi ducts in the United States and abroad and to procedures that inade- 
qi itely control the flow of militarily significant technology to the Soviet 
U ion and its allies. 


"he Current Challenge 

Vith increased awareness of Soviet efforts to acquire militarily signif- 
ic nt Western technology has come a renewed emphasis on promoting 
ai 1 protecting the West’s technology lead. This emphasis extends to 
n itary technologies and also to dual use technologies. The need to 
p »tect dual use technologies has created a new set of problems, 
p ;cipitated by the perceived incompatibility between the execution of 
n ional security export controls and the realities of the global trading 
s; item. Among the new challenges confronting the United States are: 

* the growing lag over the past decade between the development and 
a Dlication of new technologies in commercial products and the incor- 
p ration of the same or related technologies into military systems; 

► the attitudes of some European countries that, unlike the United States, 
s 5 the political and economic advantages of certain types of trade with the 
E stern bloc (e.g., “Ostpolitik”) outweighing potential damage to military 
s :urity; 

» extension throughout the world of technology development and manu- 
f: during capacity, both by U. S. and foreign multinational companies, which 
h s been driven by competitive pressures and has contributed to the growth 
c technology-intensive industries outside the United States; and 

• greatly intensified competition for domestic and world markets, 
v uch has created an environment in which the negative effects of 
r tional security export controls can be detrimental to the health of 
e iments of the U.S. economy. 

The net result of these challenges has been a growing debate over how 
t reconcile the conflicting values and objectives that are the basis for 
I S. national security export controls. On the one hand the United 
J ates, as the leading free market democracy, is determined to protect 
f ndamental Western security interests by denying the Soviet Union and 
i allies access to advanced technology that could substantially advance 
1 istern bloc military capabilities. On the other hand the United States is 
f ;ed with expanding technological capabilities outside the CoCom* 
c untries and with the imperatives of the global economy—factors that 


* Japan and all of the NATO countries except Iceland are members of the informal, 
i ntreaty organization known as the Coordinating Committee on Multilateral Export 
( mtrols (CoCom). (See further details in Chapter 4.) 
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make technology more broadly available and thus make it increasingly 
difficult to maintain controls on any but the most critical high-technology 
items. It was with a view to analyzing this conflict and its implications for 
national security export control policy that this study was undertaken. 

ORIGINS AND MANDATE OF THE STUDY 

The current study had its origins in 1984 when the 98th Congress failed 
to reach agreement on major new amendments to the expired Export 
Administration Act of 1979. At the time, government and industry leaders 
expressed mounting concern about the apparent polarization of attitudes 
toward the national security export control issue and the seeming conflict 
between the national interests in maintaining military security and pro¬ 
moting international trade. Within the federal government the develop¬ 
ment of policy for national security export controls continued to be 
contentious and highly divisive along lines of agency jurisdiction—despite 
the existence of a senior interagency group charged with resolving such 
differences. Within the private sector the trade associations representing 
the industries most affected by the controls (e.g., electronics, computers, 
and scientific apparatus) were concerned enough to form the Industry 
Coalition on Technology Transfer to press the case for reform. There was 
in sum a clear need to move beyond the existing impasse toward a 
national policy that recognized fully the fundamental interests at stake. 

Given the central role of science and technology in the national security 
export control problem and the need for an independent assessment, the 
National Academy complex* represented an appropriate institution to 
undertake a comprehensive and objective assessment, especially in view 
of several major studies it had completed on related topics. For example, 
in 1982 the Academy complex’s Committee on Science, Engineering, and 
Public Policy (COSEPUP) convened a special panel to determine whether 
U.S. security interests were being compromised by the open communi¬ 
cation of the results of basic research. The report of the resulting study, 
Scientific Communication and National Security 2 (known as the Corson 
report after its chairman, Dale R. Corson), which appeared in September 
1982, laid the basis for the development and release in 1985 of National 
Security Decision Directive (NSDD) 189. This directive restated the 
importance to the national interest of maintaining the open communica¬ 
tion of “fundamental” research within the constraints imposed by clas¬ 
sification or other existing law. At the time of its report, however, the 


*The National Academy complex includes the National Academy of Sciences, the 
National Academy of Engineering, and the Institute of Medicine. 
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orson panel indicated that there was another major dimension to the 
roblem that it did not have the opportunity to examine in depth: namely, 
lat of technology transferred as part of or in association with commercial 
ctivities. 

In other related activities, the Academy complex released a report in 1983 
ntitled International Competition in Advanced Technology: Decisions for 
..merica , 3 and in 1985 the National Academy of Sciences published the 
roceedings of a special 2-day symposium, sponsored jointly with the 
Council on Foreign Relations, entitled Technological Frontiers and Foreign 
delations. 4 The leadership of the Academy complex decided to maintain its 
ommitment to the issue by considering the national security implications 
f technology transfer beyond the stage of basic research. 

There have of course been other studies of various aspects of the 
ational security export control problem undertaken outside the Acad- 
my complex. Among the earliest and most influential of these was the 
976 report of the Defense Science Board Task Force on Export of U.S. 
echnology, An Analysis of Export Control of U.S. Technology—A DoD 
Perspective, 5 known as the Bucy report after its chairman J. Fred Bucy 
the major recommendations of that study are considered in Chapter 5). 
/lore recently the Center for Strategic and International Studies (CSIS) 
>sued a report in 1985 entitled Securing Technological Advantage: 
balancing Export Controls and Innovation ; 6 and the Business-Higher 
iducation Forum published Export Controls: The Need to Balance 
National Objectives 7 in 1986. The current study builds on the intellectual 
oundations of these past efforts, but it departs from or goes beyond them 
n several respects. 

To undertake the study, COSEPUP established the Panel on the Impact 
»f National Security Controls on International Technology Transfer. The 
pecific mix of individuals invited to serve on the panel was the result of 
. search process by the presidents of the National Academy of Sciences 
md the National Academy of Engineering with the object of ensuring 
>alance, depth of expertise, and objectivity. The panel includes many 
ndividuals who have had substantial experience in government at the 
nost senior levels pertaining to national security affairs; a number of 
)thers who have held senior posts in or contributed advice to the 
ntelligence Community; and still others who possess substantial legal 
expertise from relevant work both within and outside the government, 
vlany hold (or have held) leadership positions in high-technology indus- 
ries. Four members of the current panel also served on the Corson panel 
nentioned above. 

COSEPUP charged the panel to “seek strategies to regulate the 
nternational transfer of technology through industrial channels in such a 
nanner as to balance the national objectives of national security, eco- 
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noraic vitality, scientific and technological advance, and commercial, 
educational, and personal freedom.”* The charge also stipulated the 
following panel tasks: (1) examination of the global technological envi¬ 
ronment, including the problem of controlling dual use technologies; (2) 
assessment of the control problem for the CoCom countries in terms of 
what was being lost through commercial channels, how it was being lost, 
and to whom; (3) evaluation of the effectiveness of CoCom; (4) consid¬ 
eration of the impacts on U.S. industry of current export control policies; 
and (5) examination of the current export control policies and procedures 
maintained by the U.S. government and by other CoCom and non- 
CoCom countries. The panel responded to the COSEPUP charge by 
mapping out and then pursuing an ambitious scope of work to fulfill its 
mandate. 

SCOPE OF THE PANEL’S WORK 

To carry out its specified tasks the panel and its professional staff 
undertook a broad agenda of research and briefings. The staff collected 
and analyzed available public literature and a large volume of restricted 
documents made available by the General Accounting Office and other 
government agencies (see the annotated bibliography in Appendix H). 
The panel invited representatives of all the federal agencies involved 
directly in the formulation or implementation of national security export 
control policy—namely, the Departments of Defense, Commerce, State, 
Treasury (U.S. Customs Service), and Justice—to appear before it. In 
addition the panel heard three classified briefings from the Intelligence 
Community, including one requiring high levels of clearance, and a 
briefing from the National Aeronautics and Space Administration 
(NASA) on technology transfer issues associated with the proposed 
space station. The panel’s agenda also included a day of hearings 
devoted to the views of industry, with testimony offered by officials 
of both large and small companies representing a range of manufac¬ 
turing sectors, and a series of discussions with individuals who have 
had substantial experience with various aspects of national security 
export controls. (Appendix G includes a list of briefers and contributors 
and their affiliations.) 

Two panel foreign fact-finding missions constituted a second element of 
the study. In January 1986 delegations of the panel traveled to six 
European countries: Austria, Belgium, France, Great Britain, Sweden, 
and West Germany. In March 1986 other delegations visited five Asian 


* Appendix A is the complete text of the COSEPUP charge. 
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cc ntries: Japan, Hong Kong, Malaysia, Singapore, and South Korea. 
In iach country, panel members held frank and confidential meetings 
w i government officials, industry leaders, academics, and other in¬ 
fo ned observers on export control matters. (Summary reports describ- 
in the panel’s foreign fact-finding missions are Appendix B of this 
V( Lime.) 

l. third element of the study involved the commissioning of a series of 
re ;arch reports prepared both by outside consultants and by the panel’s 
pi fessional staff. Some of these reports developed and analyzed new 
pi nary data; others reexamined existing problems from new perspec- 
ti' ;s. These reports are included here (see Appendixes C and D) and in a 
cc mpanion volume. 


OCUS OF THE STUDY 

’his study examines the current system of laws, policies, procedures, 
re ulations, international agreements, and organizations—referred to 
cc iectively as the national security export control regime—that control 
tl international transfer of technology through industrial channels. 
Vi ere appropriate, it also recommends new approaches to balancing the 
n; ional policy objectives of national security, scientific and technological 
a< r ance, and economic vitality. In the course of its deliberations, the 
p; iel found it both useful and appropriate to limit the focus of its effort in 
tl following respects: 

1 Concentration on impacts of controls on the Free World There is 
w lespread agreement in the West that the sale of sophisticated Western 
te hnology to the Soviet bloc should be controlled. There is also 
w lespread agreement that trade among the Free World countries should 
b restricted as little as possible. Consequently, it is generally accepted 
tl t the decision to impose national security restrictions on trade within 
tl West should depend on whether such sales are likely to result, directly 
o indirectly, in a transfer of militarily significant goods or technology to 
tl Soviet bloc. Thus, the focus of this report is on the effects of national 
s< urity export controls on the technological development and economic 
v ility of the Free World countries. 

> Focus on dual use goods and technology Soviet military capability 
c, i be enhanced by the export of certain dual use goods and technology, 
a well as directly by military hardware (i.e., munitions). The Export 
A ministration Act, as amended, establishes a system of national security 
e Dort controls that is intended to regulate the flow of dual use items. 
E ports of military hardware are controlled under the terms of the Arms 
E port Control Act; this part of the system appears to function well. The 
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current study focuses primarily on the problems associated with the 
control of dual use items rather than of munitions. 

• Diversion and espionage Items subject to U.S. national security 
export controls are sometimes diverted from their approved destination 
or end user, either directly or through intermediaries, to the Soviet bloc. 
Preventing such diversions is a major objective of U.S. export (and 
reexport) controls, and this problem is discussed extensively in this report. 
Espionage is another extremely serious channel for the loss of militarily 
critical technology and information; it is not, however, addressed in detail 
here because national security export controls are unlikely to affect directly 
the outcome of covert operations. The panel is deeply concerned, as are 
most citizens, about the evidence of serious loss due to espionage; it is clear 
that Soviet success in espionage can circumvent controls for commercial 
dual use technology. This report, however, focuses on national security 
export controls, which are only one element of the broader measures 
required by the West to protect militarily critical technology. 

• Other limitations At least three other important subjects were 
determined to lie outside the panel’s frame of reference. First, although 
obviously an important determinant of technology lead in military sys¬ 
tems, the panel did not examine in detail the problem of deficiencies in the 
U.S. military procurement process. This matter has received substantial 
recent attention, 8 and, although the results were considered by the panel, 
no additional analysis was deemed necessary or feasible. Second, the 
panel was not charged to consider other applications of export controls, 
including foreign policy and short supply constraints. Foreign policy 
export controls in particular may occasionally become intertwined or 
confused with national security export controls. One example is the case 
of controls imposed on the export of pipeline technology to the Soviet 
Union following the imposition of martial law in Poland. Foreign policy 
controls were not examined by the panel, however, except to the extent 
that they affect the effective functioning of the national security export 
control regime. Finally, this report does not address the problems 
associated with exports to particular nations outside the Soviet bloc such 
as Libya or Syria. 

Despite these necessary limitations in focus, the panel examined the 
details of the national security export control system, considered a wide 
spectrum of issues, and heard arguments for both expanded and reduced 
national security export controls. It has examined these positions care¬ 
fully with one goal in mind: to discern what types of national security 
export controls are reasonable and practicable in light of the new 
economic and technological realities that confront the United States in the 
final years of the twentieth century. 
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' RGANIZATION OF THE REPORT 

tie panel’s report comprises eight chapters and eight appendixes. 
Ct pter 2 provides evidence on the technology transfer problem at the 
un assified level, while Chapter 3 analyzes the changing global techno- 
lo| :al and economic environment in which national security export 
co Tols must operate. Chapter 4 describes U.S. national security export 
co trols and lays out the dimensions of the multilateral control system. 
Cl pters 5 and 6 in turn assess the effectiveness of the U.S. and 
mi tilateral national security export processes. The report concludes by 
pr senting the panel’s findings and key judgments in Chapter 7 and its 
re' >mmendations in Chapter 8, followed by eight appendixes of supple- 
m< itary materials. 

OTES 
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Evidence on the Technology 
Transfer Problem 


INTRODUCTION 

The Intelligence Community* plays a particularly significant role in 
decision making on national security export controls. This chapter ad¬ 
dresses what is known about technology acquisition efforts in the West by 
the Soviet Union, contributions to Soviet technological advancement 
(including military systems), the state of Soviet science and technology, 
and implications for national security export control policy. 

No less than in other areas of intelligence, data on these matters are 
incomplete and fragmentary. For example, evidence provided by the few 
cases uncovered to date of espionage and diversion of militarily signifi¬ 
cant technology in all likelihood offers only a limited—and perhaps not 
fully representative—indication of the overall volume of such activities. 
Moreover, because intelligence often becomes available relatively late in 
the development of national security export control policy, it is not yet 
possible to assess the impact of the changes in national security export 
controls that have been undertaken during the past few years. Nonethe¬ 
less, despite the need for judgment and intuition to bridge information 
gaps, the data do provide a backdrop for assessing the need for and 
effectiveness of national security export controls. 


*The Intelligence Community is a collective term denoting the director of central 
intelligence and the U.S. intelligence agencies. 


40 
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INTELLIGENCE EVIDENCE ON SOVIET TECHNOLOGY 
ACQUISITION 

Intelligence information reviewed by the panel confirms previous 
r ports 1 that the Soviet technology acquisition effort is massive, well 
f anced, and frequently effective. Western technology has flowed to 
> arsaw Pact countries in recent years through three primary channels: 

• espionage —theft of classified information and/or items of direct 
r Levance to military systems; 

• diversion —shipment of militarily significant dual use products and 
t :hnology to unapproved end users, either directly through the export of 
c ntrolled products without a license (i.e., smuggling), or indirectly 
t rough transshipment using a complex chain of increasingly untraceable 
i exports; and 

• legal sales —direct trade with the Soviet bloc, usually after receipt of 
i icense, that also includes some reexports (i.e., the legal transshipment 

< products or components by firms operating in countries that do not 
i ipose controls). 

The need for vigilance against unwanted transfer of Western technol- 

< ;y was underscored by the so-called “Farewell affair,” which occurred 
i France in 1981. 2 Farewell was the codename for an officer of the Soviet 
1 nion’s Committee for State Security (KGB) stationed in Paris during the 

'60s. In 1981 this officer gave the West detailed information on the plans, 

( ganization, and financing of Soviet efforts to target and acquire Western 
1 gh-technology equipment, blueprints, research and development data, 

; id so on. Farewell provided an extraordinary opportunity to assess the 
i fectiveness of the Soviet acquisition of Western technology as it is 
] nceived by the Soviets themselves—extraordinary because information 
i i Soviet intentions usually has been episodic and of insufficient quality 
' • quantity to allow accurate assessments of the Soviet acquisition 
ogram. Although the panel recognizes that internal Soviet documents 
ich as the Farewell papers must be viewed with caution (because of the 
jssibility that the authors had an interest in inflating the successes of the 
;quisition program in their reports to superiors), the Farewell papers do 
:t out a remarkable record of the scope and success of the Soviet 
jquisition effort. (The information contained in the Farewell papers, 
hich contributes significantly to our current state of knowledge, was 
Dcumented in the unclassified white paper Soviet Acquisition ofMilitar- 
^ Significant Western Technology: An Update , made public by the 
epartment of Defense in 1985.) 

The Farewell papers indicate that, during the Tenth Five-Year Plan 
976-1980), the Soviet acquisition program satisfied more than 3,500 
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specific collection requirements for hardware and documents for the 12 
Soviet industrial ministries. Of the items acquired in the West, the Soviets 
estimated that approximately 70 percent were subject to national security 
export controls. This proportion was apparently much the same during 
the most recent 5-year plan (1981-1985) as it was during the previous 5 
years (1976-1980), a period of relatively less restrictive Western controls. 

Moreover, the Soviet Union has established an elaborate administra¬ 
tive structure, involving tens of thousands of people, to satisfy its 
collection objectives. An outline of the Soviet institutional framework 
was published in 1983 by Henri Regnard, a pseudonym used by a senior 
French counterintelligence official. 3 Regnard describes a bureaucracy 
composed of the Military-Industrial Commission (VPK), Chief Director¬ 
ate of Military Intelligence (GRU), State Committee for Science and 
Technology (GKNT), the KGB, and the Ministry of Defense. 4 This 
structure administers the three main arms of the Soviet technology 
acquisition effort: espionage, diversions, and legal sales. 

ESPIONAGE 

In the discussion of illegal channels of transfer, it is important to make 
a sharp distinction between espionage and diversions. Espionage is covert 
activity to obtain classified information about products and technologies 
pertinent to military systems. Diversions, on the other hand, are illegal 
shipments of unclassified dual use items or unclassified military goods to 
unapproved end users. Diversion activity may occur at any stage of the 
export process: It includes fraud in prelicense or postlicense documenta¬ 
tion, theft during transshipment, and unauthorized postshipment reex¬ 
port. 

There is little doubt that Soviet attempts to obtain equipment and 
technology in the West by means of espionage are extensive, particularly 
in light of the quite damaging instances of Soviet success revealed by 
recent Western counterintelligence efforts (e.g., the Walker espionage 
case). Indeed, it appears that many of the most significant losses to the 
Soviet bloc (e.g., look-down/shoot-down radar) were achieved through 
espionage, which is not effectively countered by export controls and thus 
was not a subject examined in detail by the panel. Espionage does, 
however, place limits on the effectiveness of any export control system. 

DIVERSIONS 

As noted above, diversions are illegal shipments of unclassified com¬ 
modities and technical data to unapproved end users. Diversion activities 
are often difficult to detect, in part because they may occur at many stages 
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c the export process and in part because the Soviets have devised 
s phisticated, multinational diversion mechanisms that frequently escape 
t e attention of counterintelligence services of the countries in which the 
( version is taking place. The Export Administration Amendments Act of 
] 85 gives the U.S. Customs Service primary responsibility for foreign 
i vestigation of all commercial export control violations including illegal 
( versions. In the diversion investigation process, the U.S. Customs 
i ;rvice receives information from all relevant government agencies, and 
t e Intelligence Community assists in verifying charges. The U.S. gov- 
i nment also seeks the cooperation of the governments of countries in 
i hich it suspects diversions are occurring. It is worth emphasizing that 
i any—perhaps most—diversions occur outside the United States and 
< ten involve goods and technology originating in other technologically 
i Ivanced countries. 

The Intelligence Community has developed significant information on 
i tempts by the Soviet Union and its allies to divert exports of Western 
] gh-technology equipment. Two recent examples of diversion activity 
] dp to illustrate the potential for the illegal flow of militarily useful 
l chnology to the Soviet Union. 

• In July 1986 the U.S. government uncovered a diversion of a large 
: lipment of computers and related sensitive equipment. (The shipment’s 
( itimated value was in the tens of millions of dollars.) The equipment, 

' hich is believed to have been destined ultimately for the Soviet Union, 

] id been routed first to Belgium and then to a Turkish buyer in Austria 

here it was seized. (At the time of seizure, investigators report that 
; >me components already had been delivered to the Soviet Union.) Some 
■ the products came from a U.S. company specializing in oscilloscopes, 
>ectrum analyzers, and other scientific measuring instruments. Report- 
lly, acquisition by the Soviets of the U.S. equipment could enhance 
leir electronic intelligence capabilities. As of January 1987 the investi- 
ltion was still proceeding. 

• Richard Mueller, a West German citizen, is still wanted today in that 
mntry and in the United States for a number of cases involving illegal 
cports to the Soviet Union of CoCom-controlled computers, microelec- 
onics, and other products. Mueller’s involvement with illegal technol- 
%y acquisition on behalf of the Soviet bloc dates back to the early 1970s. 
or his network, he established numerous “dummy” and “front” firms to 
Lirchase products and technology; at one point, he reportedly had more 
lan 75 firms operating in Western Europe and the United States, 
etween 1978 and 1983, Mueller used these firms to deliver to the Soviets 
ivanced computers, peripherals, and microelectronics manufacturing 
quipment worth many millions of dollars. 
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Perhaps Mueller’s best-known operation was his attempt to divert to 
the Soviet Union in late 1983 seven large VAX computers (and related 
hardware and software) manufactured by the Digital Equipment Corpo¬ 
ration. The VAX series of super minicomputers is valuable to the Soviets 
because of their computer-aided design applications for microelectronics 
fabrication. Mueller’s front firms in South Africa and West Germany had 
purchased this equipment in the United States for eventual transshipment 
to the Soviets. Although much of it was seized by Swedish and West 
German authorities when the diversion was uncovered in 1983, some of 
the equipment is known to have been received in the Soviet Union. 

There is no doubt that many diversions evade detection. Moreover, the 
level and effectiveness of customs enforcement efforts to prevent diver¬ 
sions differ, both within CoCom and among other technologically ad¬ 
vanced Free World countries. There often is little likelihood that customs 
inspectors will identify violations once goods have left the original shipper 
and have been manipulated by experienced diverters because the volume 
of trade is great, the number of inspectors is comparatively small, and the 
detection of mislabeled equipment requires sophisticated technical skills. 
Identifying diversions is especially problematic while goods are in transit 
through the bonded or customs-free zones maintained in most countries. 
Although there is informal international cooperation among customs 
officials to detect and prevent the diversion of goods in transit, these 
officials are reluctant to enter such zones and open bonded shipments 
without strong evidence of wrongdoing. 

In light of these facts, perhaps the most important means for reducing 
diversions arises from government cooperation with the private sector. 
U.S. businessmen—and businessmen in firms abroad—are in a position to 
see inconsistencies in an individual’s or company’s behavior or the 
appearance of a suspicious new company that does not fit with their 
knowledge of the specific commercial context. Government officials for 
their part can promote a stronger sense of responsibility for reporting 
such circumstances by requesting information from the private sector. 
These requests, when presented appropriately, often produce useful 
cooperation including leads on possible diversionary activities. In gen¬ 
eral, however, government agencies have failed to alert private industry 
to the importance of this information and have not encouraged feedback. 


LEGAL SALES 

Some significant technology may be acquired by the Soviet bloc 
through legal purchases when foreign availability of the given technology 
exists. (The issue of foreign availability is discussed further in Chapter 5.) 
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Fo example, in light of the dispersion of sophisticated technology 
thr ughout the world, the Soviet Union and other Warsaw Pact countries 
ha’ ; been (or may be) able to obtain controlled technology in Free World 
coi itries that do not participate in the national security export control 
re£ ne established by CoCom. These countries could include both the 
inc strialized neutral countries of Europe and many newly industrializing 
coi itries such as India, Singapore, and Brazil. Many of these non- 
Co om countries either do not acknowledge or do not enforce restric- 
tio s on the reexport of goods and technology obtained originally in 
Cc !om countries. Moreover, many are striving to or have already 
be< >me sources of indigenous high technology. Thus, there is an increas¬ 
ing likelihood that the Soviet bloc may be able to purchase certain 
cai gories of dual use technology (particularly at the lower end of the 
Cc !om-designated threshold*) in some of the more advanced non- 
Cc !om countries without ever having to resort to the use of covert 
mt nods. 


HE SIGNIFICANCE OF VARIOUS CHANNELS OF LOSS 

ased on the evidence reviewed by the panel, it appears that espionage 
is le most significant of the channels for technology loss. But as noted 
ea ier, export controls do not represent an effective means to deter— 
mi h less prevent—espionage. Therefore, although the success of the 
Sc iet espionage effort serves to reveal Soviet intent, it cannot be used to 
juf fy the change in export controls on dual use products. Indeed, an 
as issment of the policy significance of the Soviet bloc’s collection 
ac vities, which requires examining the various channels for loss, would 
be mproved by greater discrimination on the part of the Intelligence 
Cc imunity in categorizing different types of Soviet collection activities 
as spionage, diversion, or open acquisition. 

OVIET UTILIZATION OF ACQUIRED WESTERN TECHNOLOGY 

is only on rare occasions that the Intelligence Community can declare 
wi 1 relative certainty that the application of Western dual use technology 
ha contributed substantially to Soviet military developments.! The 


This includes the least-sensitive CoCom-controlled products and technologies (e.g., 
ad inistrative exception note [AEN] 9/national discretion note items and AEN 12/favorable 
co ideration note items). See Chapter 4 for an explanation of these provisions. 

This discussion deals with recent Soviet utilization of acquired Western technology. It 
is ill known that the Soviets acquired European weapons technology as well as scientific 
kn vledge and technical personnel at the end of World War II. 
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necessarily fragmentary data used for these assessments most often seem 
to deal with the introduction of process equipment into manufacturing 
plants. There are also isolated examples of specific Western components, 
or copies of them, appearing in Soviet military equipment. 

One of the few recent instances in which solid evidence on Soviet 
technology acquisition was uncovered involved data from the Soviet 
Military-Industrial Commission (VPK). The VPK produces an annual 
report based on an evaluation of individual Soviet defense manufacturing 
ministries whose strategic technology needs have been satisfied through 
technology acquisition efforts in the West. It includes aggregate statistics 
on the number of technical documents and samples (hardware) obtained, 
gross ruble savings, and the number and priority of satisfied require¬ 
ments. Data from one of these reports (as noted earlier in this chapter) 
indicate that, during the Tenth Five-Year Plan (1976-1980), more than 
3,500 requirements or 50 percent of the total were reported as fully 
satisfied worldwide. Roughly 60 to 70 percent of these were fulfilled by 
the Soviet intelligence services (KGB and GRU) and their surrogates 
among the Eastern European intelligence services. Furthermore, the 
VPK projected that, during the Eleventh Five-Year Plan, the number of 
fully satisfied requirements will exceed 5,000. 5 

The report also states that from 1976 to 1980 the Ministry of Defense 
Industry (armor and electro-optics) and the Ministry of Aviation Industry 
realized the greatest savings in research project costs. By the Soviets’ 
own calculations, these savings equalled $800 million (in 1980 purchasing 
power equivalents) worth of comparable research activity. The equivalent 
Soviet manpower cost of these savings alone translates roughly into over 
100,000 man-years of scientific research. These data on savings, however, 
may be conservative: The ruble figures probably reflect operating costs 
(e.g., salaries, elimination of test range activity) and exclude capital 
costs. 6 

Given such uncertainties about available data on Soviet costs and 
savings, the United States has had no persuasive analysis of either the 
value of Western technology acquisitions to the Soviet R&D process or 
the ruble expenditures avoided through such efforts. To supply such an 
analysis, the Department of Defense commissioned a study to estimate 
both the ruble savings to the Soviets for R&D expenditures foregone and 
the additional cost to the West to counter new Soviet military capabilities 
(discussed further in Chapter 5); the report of this study, Assessing the 
Effect of Technology Transfer on U.S./Western Security—A Defense 
Perspective, was published in 1985. Although the Defense Department 
report has been regarded generally as a useful first step, the panel and 
other experts it consulted have found the methodology employed and the 
conclusions reached to be unconvincing. 
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I rt of the difficulty in assessment arises from the inevitable problems 
in itting a product or technology into effective use. The Soviets may 
att< npt to reverse-engineer a product—that is, use an item obtained in the 
We t as a basis for producing the technology themselves for military 
sys mis. The panel believes that this strategy is generally unproductive 
for nany types of items (such as high-density semiconductor devices) 
be< .use often the ability to copy a technology depends more on techno¬ 
log :al infrastructure and the capability of the manufacturing process than 
on le observable features of a particular device. Indeed, the experience 
of .S. firms in setting up manufacturing facilities in foreign subsidiaries 
inc ;ates that great care and considerable time are required to duplicate a 
pr< luct successfully—at least in terms of quantity—even with full access 
to 11 manufacturing process details and equipment. This fact suggests 
thf a loss through the diversion of a few units of most products is unlikely 
to ave much military significance. Of course, in some cases the Soviets 
ca gain insight into the function of a particular component through 
re 1 ;rse engineering, which may aid them in the development of counter- 
m< sures or give them confidence that a specific design approach has 
be i successful in the West. But this situation is likely to have signifi- 
ca :e only with regard to uniquely military items rather than with the dual 
us products that are the focus of this report. 

evertheless, there are certain key items of process control or manu- 
fa< uring hardware (so-called keystone equipment) that can provide the 
Sc iets with substantial leverage even if only a few are obtained because 
th / facilitate the production of quantities of other hardware. (Precision 
ba bearing grinders, which the Soviets acquired legally in the past, have 
be n cited as an example of such equipment.) By the standards of Western 
pr ductivity the Soviets are generally weak in automated manufacturing 
te iniques. Consequently, a prevalent judgment in the United States, at 
le it since the 1976 Bucy report, has been that the emphasis of national 
se urity export control policy should be on constraining the flow of essential 
te mologies and manufacturing equipment—incorporated in some turnkey 
pi its—rather than on the end products of the manufacturing process. 

"able 2-1 is one of a number of estimates published by the Department 
ol defense (DoD) that compare the state of the art of Soviet technology 
w h that of the United States. Although in some cases different conclu- 
si ns may be drawn, the panel has determined that for most types of dual 
u: ; technology the Soviet Union is on average approximately 5 to 10 
y irs behind the West and does not appear to be closing the gap. 

Despite an extensive acquisition effort, then, the Soviets in general 
h se not succeeded in reducing the West’s technology lead. Some of the 
n sons for this state of affairs are discussed in the next section of this 
c ipter. It should be noted, however, that the situation is different for 
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table 2-1 Relative U.S. Versus USSR Standing in 20 Militarily 
Related Technology Areas 


USSR U.S./USSR U.S. 


Basic Technologies Superior Equal Superior 


Aerodynamics/fluid dynamics 

X 


Computers and software 


X-> 

Conventional warheads (including all 

X 


chemical explosives) 

Directed energy (laser) 

X 


Electro-optical sensor (including infrared) 

X 


Guidance and navigation 


X 

Life sciences (human factors/biotechnology) 


X 

Materials (lightweight, high strength, and 


^-X 

high temperature) 

Micro-electronic materials and 


X 

integrated-circuit manufacturing 

Nuclear warheads 

X 


Optics 

X 


Power sources (mobile—includes energy 

X 


storage) 

Production/manufacturing (includes 


X 

automated control) 

Propulsion (aerospace and ground vehicles) 


^-X 

Radar sensor 


<-X 

Robotics and machine intelligence 


X 

Signal processing 


X 

Signature reduction 


X 

Submarine detection 


<-X 

Telecommunications (including fiber optics) 


X 


NOTE: This list is in alphabetical order. Relative comparisons of technology levels depict 
overall average standing only; countries may be superior, equal, or inferior in subcategories 
of a given technology. Arrows indicate that relative technology levels are changing 
significantly in the direction shown. 

SOURCE: The FY1987 DoD Program for Research and Development (Statement by the 
Under Secretary of Defense, Research, and Engineering to the 99th Congress, Second 
Session, 1986). 


fielded military systems. Although the West generally remains ahead in 
the most advanced weapon systems, the strong Soviet emphasis on the 
development and production of military hardware has resulted in many 
items or equipment in the field that in many weapon system categories 
often are as modern as those deployed in the West. Assessing the 
significance of this fact for export controls is difficult, however; often, the 
technology in Western military hardware lags behind what is widely 
available in the commercial sector. 7 
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n sum the Soviets generally continue to lag behind the West techno- 
lc ically although they have worked for years to close this gap, in part by 
o :aining new technology from the West. Instead of advancing the overall 
s' te of Soviet technological development, however, this practice, in 
t< idem with problems inherent in the structure of Soviet science and 
t< hnology, may have resulted in maintaining or perhaps even widening 
tl :ir lag due to dependence on generally outdated Western equipment and 
t< :hnology (particularly in the field of computer science). Although it 
v >uld be foolhardy for the United States and the other technologically 
a vanced countries of the West to facilitate Soviet access to militarily 
c tical technology, the panel considers it unlikely that an influx of 
\ estern technology will enable the Soviet Union to reduce the current 
g p substantially—as long as the West continues its own rapid pace of 
i lovation. 

THE STATE OF SOVIET SCIENCE AND TECHNOLOGY 8 

It has long been known that the organizational structure and rigidities of 
£ >viet science have a strong impact on both the effectiveness and 
e iciency with which the results of scientific research are transferred into 
t ^hnical application in the Soviet Union and on the assimilation of 
t chnical innovations acquired from the West. Soviet science and indus- 
1 / are characterized by: 

• an incentive system that does not strongly support technical innova- 
1 >n and implementation; 

• research activity that is highly concentrated, both organizationally 
; id geographically; 

• rigidly hierarchical lines of authority and communication; 

• subjugation to political factors (i.e., party bureaucracy and military 
iorities); and 

• difficulty in incorporating new scientific ideas into a development and 
■oduction phase. 

The restricted communications that derive from the Soviet penchant for 
jcrecy have resulted in the isolation of scientific entities within the 
/stem. This in turn has caused reduced cooperation among scientists, 
uplication of effort despite central planning, slow diffusion of new ideas 
id technologies, and errors due to inadequate peer review. The severe 
olation of Soviet scientific institutes and laboratories—from one an¬ 
ther, from the design bureaus that actually use the data they produce, 
nd from the West—and the separation of civilian and military research 
fforts severely hinder the process of cross-fertilization that has acceler- 
ted progress in science and technology in the West. 
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It is especially difficult for the Soviets to incorporate new scientific 
ideas into development and production in the civilian sector. Formal 
review and approval must take place through several levels of manage¬ 
ment. Moreover, line managers often ignore ministry directives calling for 
innovation because they fear the consequences of not meeting short-term 
quotas as specified in the current plan. Recently, additional changes 
reportedly have been made to encourage risk-taking through the imple¬ 
mentation of technical innovations; these changes allow production 
quotas in the current plan to be reduced for a period of time following the 
introduction of a new instrument or new process. 9 

Soviet defense projects consistently receive top priority in the alloca¬ 
tion of resources to research and development. The military has priority 
access to the best indigenous technology. It also has the power to 
encourage innovation and accelerate production. The military’s formida¬ 
ble ability to obtain Western technical goods and information further 
facilitates projects under its sponsorship. When Soviet military equip¬ 
ment designers levy requirements for Western documents, blueprints, 
and test equipment and other hardware, the VPK reportedly utilizes a 
national fund of about half a billion rubles* to satisfy them. 10 

The acquisition of particular documents can command funding as 
considerable as that for hardware items. The Soviets reportedly spent 
over 50,000 rubles for documents on the U.S. shuttle orbiter control 
system; the same sum was committed to acquiring information on 
high-energy laser developments. More than 200,000 rubles was approved 
for acquiring selected research documents on U.S. antimissile defense 
concepts. 11 

Besides substantial funding support, Soviet defense projects also 
appear to command substantial human resources, including those avail¬ 
able in the civilian sector. Although the Western Intelligence Community 
can only estimate the percentage of Soviet civilian scientists involved in 
military projects, some place the figure above 50 percent. Often, Soviet 
scientists are recruited temporarily and agree to work for the military 
simply to acquire access to choice equipment, which they then put to use 
on their own nondefense-related projects. 

A principal uncertainty with regard to the Soviet military’s investment 
in science is whether it could one day present the West with an 
unexpected “Sputnik-like” surprise. The views expressed by U.S. sci¬ 
entists, Soviet emigre scientists, Western scientists who have worked in 
the Soviet Union, and Sovietologists, as well as those contained in 


*The U.S. government calculated that for 1980 the approximate conversion ratio was 1 
ruble = $1.47. 
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unc .ssified U.S. intelligence assessments, do not yield a consensus on 
this juestion. 

C neral-Secretary Mikhail Gorbachev has stressed the role of scientific 
and echnical progress in Soviet economic development. 12 He has spoken 
of i ms to focus Soviet scientific efforts more on applications and less on 
pur research—aiming at the twin objectives of more rapid economic 
gro th and a stronger military—and he has given priority to computer 
sci< ice and education. Although the defects noted in Soviet science 
cor nue to be fundamental to their system and will not be altered easily 
or < lickly, U.S. policy must be formulated in recognition of the possibil¬ 
ity f significant change. 


I [PLICATIONS OF INTELLIGENCE EVIDENCE 

le preceding discussion of the evidence on technology transfer to the 
So ets yields a number of important implications for the formulation of 
an ppropriately designed national security export control regime. Among 
the nost significant are the following: 

In the judgment of senior Western intelligence officials, espionage is 
the ;echnology acquisition channel that is most valuable to the Soviets in 
en incing their military capability, followed (to a lesser extent) by 
do rsion of unclassified but controlled technology. Third in importance is 
the acquisition of uncontrolled Western technology. The U.S. national 
se< irity export control regime does not provide solutions to the problem 
of spionage. 

Based on its review of Intelligence Community evidence, the panel 
ag :es that a legitimate need for appropriately designed export controls 
co tinues to exist. However, the significance of export controls alone in 
st< nming losses should not be overestimated. 

. Because sources of products and technology increasingly exist 
el: where in the world, and because most diversions involve activities in 
ot sr Western nations, the U.S. export control effort must be multina- 
tic ial. (See Chapter 6.) Attempting to develop an extensive system of 
cc trols centered in the United States appears futile in light of the fact 
th t significant losses continue to occur elsewhere. Reduction of “high¬ 
er diversion (i.e., diversion of the most sensitive CoCom-controlled 
pi ducts and technologies) requires the cooperation of CoCom and other 
n< 1 -CoCom Free World countries—cooperation that currently may not 
e; st and that may require substantial diplomatic and private sector 
el rrts to achieve. Nevertheless, improving the effectiveness of export 
ei orcement in the current regime can make a substantial difference with 
rt pect to the control of unclassified dual use items. 
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4. Part of the U.S. concern about the Soviet technology acquisition 
effort relates to the current status of alternative technology sources 
around the world. Intelligence evidence indicates that U.S. dominance in 
various technology areas generally is decreasing (see Chapter 3). The 
diffusion of technology, the availability of controlled technology from 
outside the CoCom countries, the impossibility of an absolute embargo on 
any technology other than that contained in very high-cost items existing 
in small quantities (e.g., supercomputers) are all factors that contribute to 
U.S. policy formulation and that require reliable corroborating data. 

The Intelligence Community and the Department of Defense have 
endeavored to make intelligence information on Soviet technology acqui¬ 
sition activity available to the public. For example, various “white 
papers” have been issued by the Intelligence Community, an effort that is 
especially valuable because public awareness may be a key to stemming 
losses through espionage or diversion. There is a similar need for 
improved dialogue between the U.S. R&D community (industry, acade¬ 
mia, and government labs) and government officials charged with staying 
abreast of important developments in science and technology—particu¬ 
larly those who must make export control decisions on the basis of their 
understanding of the technologies involved and their knowledge of the 
state of foreign science and technology capability. The utilization of 
information derived from such a dialogue can be invaluable in determining 
specific products or technologies that should be controlled or decon¬ 
trolled and in promoting a better general understanding of the worldwide 
state of the art in key technologies. 


NOTES 

1. U.S. Department of Defense, Soviet Acquisition of Militarily Significant Technology: 
An Update (Intelligence Community white paper) (Washington, D.C., September 1985). 

2. Thierry Wolton, Le KGB en France (Paris: Editions Grasset & Fasquelle, 1986). 

3. Henri Regnard (pseudonym), “The U.S.S.R. and Scientific, Technological, and Tech¬ 
nical Intelligence (English translation),” Defense Nationale (December 1983), pp. 
107-121. 

4. Regnard’s statements are consistent with descriptions in the “Penkovsky papers’* of 
1965, which identified KGB participation in the foreign activities of GKNT. (Oleg 
Penkovsky, The Penkovsky Papers [London: Collins, 1965]. This book is based on the 
testimony of a Soviet double agent.) The white paper Soviet Acquisition of Militarily 
Significant Western Technology: An Update provides extensive discussion of the key 
Soviet organizations involved in the acquisition of Western technology. 

5. U.S. Department of Defense, Soviet Acquisition, p. 60. 

6. Ibid., p. 6. 

7. This topic was thoroughly addressed in the recent Packard commission report, A Quest 
for Excellence: Final Report to the President by the President’s Blue Ribbon Commis¬ 
sion on Defense Management (Washington, D.C., June 1986). 
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the Foreign Applied Sciences Assessment Center (FASAC) entitled Selected Aspects of 
Soviet Applied Science. Coordinated by Science Applications International Corpora¬ 
tion, FASAC has produced a number of studies at the request of the U.S. government 
assessing the state of science and technology in the Soviet Union. The center has drawn 
on the expertise of more than 100 U.S. scientists and engineers to evaluate available 
Soviet literature in their fields and summarize the military, economic, and political 
implications of recent developments in the Soviet Union. The principal focus of the 
FASAC reports is on Soviet exploratory research, which seeks to translate develop¬ 
ments in fundamental research into new forms of technology with important application 
potential. 

! A Study of Soviet Science (Intelligence Community white paper) (Washington, D.C., 
December 1985), p. 10. 

b U.S. Department of Defense, Soviet Acquisition, p. 3. 

1 Ibid., p. 4. 

1 From a speech to the 27th Congress of the Communist Party of the Soviet Union, March 
1986, reported by Gary Taubes and Glenn Garelik in “Soviet Science: How Good Is 
It?” Discover (August 1986), p. 57. 
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The Changing Global Economic 
and Technological Environment 


For more than 35 years the United States and its CoCom allies have 
sought to deny militarily critical technology to the nations of the Warsaw 
Pact. Although the objective of denial still underlies U.S. policy, U.S. 
national security export controls (which are discussed in detail in the 
following chapter) are, in some respects, out of step with the rapidly 
changing environment in which they operate. In this regard, three major 
developments may be noted. 1 First, the character of the international 
marketplace is evolving in such a way that global diffusion of commercial 
technology takes place at a rapid rate; with growing frequency the technol¬ 
ogy being diffused has military applications. Second, the growing importance 
of trade as a part of U.S. economic activity causes the overall U.S. economy 
to be increasingly sensitive to policies that affect trade. Third, U.S. domi¬ 
nance over advanced technology is declining; stiff competition from foreign 
companies has appeared in almost every high-technology sector. In any 
reconsideration of U.S. national security export control policy, the implica¬ 
tions of these developments warrant discussion and review. 

CHANGES IN THE INTERNATIONAL MARKETPLACE 

The volume of world trade has grown dramatically since World War II; 
in addition, the value of goods traded has increased manyfold since the 
1950s. More and more, Western nations are exporting large proportions of 
their domestic output and consuming sizable quantities of imported 
goods. This increased volume of trade has been accompanied by the 


54 



THE CHANGING GLOBAL ENVIRONMENT 55 


a Dearance of new products and by changing business strategies, all of 
v ich markedly affect the environment in which national security export 
c ntrols operate. 

integral to these developments is the phenomenon of information 
d fusion, which is occurring more and more rapidly, in ever-greater 
v lumes, and to more destinations than ever before. This development is 
F rtially due to the improved capabilities offered by new communications 
t ;hnologies such as satellites, fiber optics, and digital switching systems. 
I is also due to the widespread use of many other technologies—for 
e ample, computers—which make expanded global interaction more 
€ icient and less expensive as well. 

The current competitive environment promotes information diffusion 
1 cause it creates incentives for companies to pursue such global pro- 
c iction strategies as locating research, development, and manufacturing 
1 cilities around the world and entering into joint ventures. As these 
< mpanies work to coordinate their international efforts, they transfer 
i assive amounts of information. Attempting to control these rapidly 
j owing volumes of data transfers would be an enormous endeavor; 

] oreover, significant interference with this vital flow would disrupt the 
i >mmunications essential for competitive business operations. 

The shift to global production has resulted in the emergence of a new 
pe of product, such as the “world car,” whose components may cross 
itional borders a number of times during production. It has also greatly 
tpanded the roster of countries capable of mass-producing high-tech- 
flogy products. Even U.S. defense industries now rely on foreign- 
anufactured components and expertise for such sensitive items as 
issile guidance systems, radars, communications gear, satellites, and air 
avigation instruments. Some top-of-the-line U.S. supercomputers, of 
articular importance to the Intelligence Community, now incorporate 
igh-performance chips made only in Japan. As can well be imagined, this 
tuation has become a source of rising concern among defense planners. 2 
Some of these global products (for example, certain personal comput- 
rs and memory chips) are produced in large quantities in an ever-greater 
umber of countries; as a result, they have become, essentially, “tech- 
ological commodities.” The increased availability of such products and 
le rapid diffusion of the means to produce them make the effort to 
ontrol high technology much more complicated—an effect further inten¬ 
ded by the fact that many of the countries involved are not members of 
’oCom and therefore are not subject to self-imposed controls. 

Another important development in international trade is the expanding 
ommercial market for dual use products, most of which embody ad- 
anced technology. To compete successfully in this market and maintain 
heir market share in the face of growing competition from Japan, 
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Western Europe, and the newly industrializing countries, U.S. firms are 
experiencing added pressure to export their most technologically sophis¬ 
ticated commercial products. 

An important related development in this period has been a growing 
disparity between the pace of technological progress from privately 
sponsored (commercial) R&D and that sponsored by the Department of 
Defense. Early in the postwar era, DoD recognized that technology would 
be more and more vital to the defense of the NATO alliance and 
consequently supported research and development in a number of impor¬ 
tant fields. Defense-funded programs in aeronautics, propulsion, and 
electronics were particularly successful and ultimately had major impacts 
on the civilian economy as these new technologies were commercialized. 
As long as DoD-funded programs remained at the leading edge of 
technology development, subsequent commercial exploitation presented 
little threat to U.S. security. New weapon systems could be fully 
operational in the U.S. military well before commercialization began, 
thus ensuring a continuing Western lead. 

Although overall technological progress in the United States continued 
throughout the postwar era, a number of factors combined to undermine 
DoD’s early leadership role in the development of militarily significant 
technologies. For a variety of reasons, the cost of developing new weapon 
systems incorporating state-of-the-art technology rose dramatically after 
the late 1960s. Military R&D and procurement expenditures subsequently 
declined, but the civilian market for high-technology products such as 
aircraft and consumer electronics experienced explosive growth. Thus, 
by the late 1970s there were a number of dual use high technologies, such 
as advanced microelectronics, that were introduced into the commercial 
sector well before they found application in military systems. As a result 
the U.S. government was in some cases left in the difficult position of 
trying to restrict the dissemination of technologies already available in the 
world marketplace. This dilemma is central to the debate over national 
security export controls. 

As discussed in Chapter 1, control of advanced dual use technology and 
products is vital to the maintenance of the West’s qualitative military 
advantage. Effective control is growing more difficult, however, because 
of the increasing rate of information diffusion and the rise of global 
production capabilities. A further complication is the United States’ 
increasing participation in and reliance on the global economy. 

GROWING U.S. INTERACTION IN THE GLOBAL ECONOMY 

The United States is the single largest international trader, reporting 
exports of $360 billion in 1985. Exports thus have assumed growing 
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YEAR 


*1976,1978, and 1980 imports are custom value. 

F 3URE 3-1 Manufacturing trade as a percent of gross domestic product per manufac- 
ti ,ng (domestic and foreign exports, f.a.s.; general imports, f.a.s.*). 

i portance to the U.S. economy and in particular to U.S. producers of 
r mufactured goods. Manufactured exports as a percentage of gross 
c mestic product for manufacturing were 9 percent in 1960 and grew to 25 
I rcent in 1980 before declining to 18 percent in 1985.* 

Imports of manufactured products as a percentage of gross domestic 
I oduct for manufacturing exhibit an even more dramatic trend, rising 
1 )m 5 percent in 1960 to 30 percent in 1985 as shown in Figure 3-1. The 
i le and importance of the manufactured goods component of U.S. 

< .ports have also grown steadily; manufactured goods constituted 76 
] ;rcent of total U.S. merchandise exports in 1985. Because export 

< rntrols bear most heavily on manufactured goods, such controls can 
! ive a serious impact on the overall economic well-being of the United 

ates. 

It is also important to keep in mind the character and global distribution 


*Most European and Asian countries trade a much higher proportion of their total 
onomic output than does the United States. With such high levels of interaction in world 
arkets, it is not surprising that European and Asian countries are sensitive to the negative 
fects on trade caused by export controls. 
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YEAR 


*U.S. Department of Commerce DOC-3 definition. 

^1986 figure is estimated. 

SOURCE: U.S. Department of Commerce, Bureau of the Census. 

FIGURE 3-2 U.S. high-tech* trade balance, 1965-1986e t (domestic and foreign exports, 
f.a.s.; general imports, c.i.f.). Note: 1978-1980 data exclude trade between U.S. Virgin 
Islands and foreign countries. 


of U.S. exports. 3 For instance, exports to CoCom countries are substan¬ 
tial, representing over 60 percent of total U.S. exports in 1985. By 
contrast, exports to the Soviet bloc in 1985 represented only 1 percent of 
U.S. exports. Therefore, trade policies that might diminish West-West 
trade have greater potential to damage the U.S. economy than do those 
that might reduce exports-to the Eastern bloc. 

The high-technology sector 4 is an important component of U.S. ex¬ 
ports. It accounted for 30 percent of all U.S. goods exported and 42 
percent of manufactured exports in 1985, and contributed to a steadily 
growing trade surplus from 1965 through 1981 as shown in Figure 3-2. 
This surplus helped to offset the trade deficit produced by other sectors. 
But for the past 5 years, the high-technology trade balance has worsened 
in parallel with the overall U.S. trade balance. Based on trends estab¬ 
lished in the first three quarters of 1986, the United States will register its 
first full-year trade deficit in high-technology goods since this category 
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w s established. Export controls are not a leading cause of this recent 
d dine in high-technology export performance, but they may tend to 
e icerbate the U.S. trade deficit by contributing to an environment that 
d courages export activities by U.S. firms. 

THE CHALLENGE TO U.S HIGH-TECHNOLOGY LEADERSHIP 

The promotion of high-technology industries is an attractive policy 
o tion for many countries because these industries promise high growth, 
li lited degradation of the environment, low natural resource require- 
n :nts, and international prestige. The promotion of high-technology 
i] lustries also encourages modernization of a nation’s economy and 
s :iety. Consequently, a number of countries are devoting a great deal of 
a ention to developing and improving their indigenous technical capabilities. 


CoCom Countries 

Many of the CoCom countries have a long history of advanced 
t :hnological development. In the post-World War II period, these 
r tions did not offer significant competition to the United States as they 
> Drked to rebuild their economies. But several of these countries— 
i itably West Germany, France, and Japan—are now providing signifi- 
( nt competition to the United States. The ability to compete is in part the 
] suit of long-term efforts to enhance their indigenous technical capabil- 
i /. Rising R&D expenditures in West Germany, France, and Japan are 
< le indication of this effort. In the early 1960s, the proportion of GNP the 
nited States spent on R&D was more than twice that spent by West 

• ermany, France, or Japan; by 1983, however, the expenditures of these 
i mntries had reached approximately the same level (2.5 percent) as that 

* 'the United States (see Figure 3-3). 

It is important to note that, although Japan, West Germany, and the 
nited States all devote an equivalent proportion of GNP to R&D, Japan 
id West Germany may derive a commercial advantage from these 
cpenditures because they devote a much smaller proportion of their 
&D to military development (see Figure 3-4). In 1981 the United States 
ivoted more than half its total government R&D funding to defense- 
dated research; West Germany and Japan, on the other hand, devoted 9 
ercent and 2 percent, respectively. In 1986 the United States allocated 
ver 70 percent of government R&D funding to defense projects. Al- 
lough defense-related research can have commercial benefits, some 
ave questioned its efficiency in generating commercially viable prod- 
cts—in comparison to resources targeted specifically for commercial 
^search purposes. 
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*Gross expenditures for performance of research and develop¬ 
ment including associated capital expenditures (except for the 
United States, where total capital expenditure data are not 
available). Estimates for the period 1972-80 show that the 
inclusion of capital expenditures for the United States would 
have an impact of less than one-tenth of one percent for each 
year. 

^Gross domestic product. 

SOURCE: Science Indicators—1985 . 

FIGURE 3-3 National expenditures for performance of R&D* as a percent of GNP by 
country. 


Another indication of the long-term commitment by these countries to 
enhance their technical capability is their increasing employment of 
scientists and engineers. Although the United States still employs the 
highest proportion of technical professionals in the Western labor force, 
Japan, West Germany, France, and the United Kingdom have all moved 
to close this gap as shown in Figure 3-5. 
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*Gross expenditures for performance of research and develop¬ 
ment including associated capital expenditures (except for the 
United States, where total capital expenditure data are not 
available). Estimates for the period 1972-80 show that the 
inclusion of capital expenditures for the United States would 
have an impact of less than one-tenth of one percent for each 
year. 

^National expenditure excluding government funds for defense 
R&D. 

^Gross domestic product. 

SOURCE: Science Indicators—1985 . 

F }URE 3-4 Estimated ratios of nondefense R&D* expenditures! to GNP for selected 
c intries. 


One indirect measure of the growing technical competence of the 
I iropeans and the Japanese can be found in patent applications. 
( lthough patent applications are not an exact proxy for a nation’s 
t :hnical capability and inventiveness, they do provide a measure of 
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*lncludes all scientists and engineers on a full-time equivalent 
basis (except for Japan whose data include persons primarily 
employed in R&D). 

SOURCE: Science Indicators—1985 . 

FIGURE 3-5 Scientists and engineers* engaged in research and development per lO/v 
labor force population by country. 


relative change.) Between 1965 and 1984 the number of U.S. patenh 
granted to U.S. inventors remained relatively constant while the 
number of U.S. patents granted to foreign inventors nearly tripled. A> 
shown in Figure 3-6 there has also been a sharp decline in the number 
of U.S. citizens applying for patent protection from foreign govern¬ 
ments. 

A more concrete assessment of the growing competition faced by the 
United States is gained from a review of specific technologies. The 
following case examples help illustrate the tenuous nature of U.S 
dominance in several high-technology fields. 
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YEAR 


SOURCE: Science Indicators—1985 . 

FIGURE 3-6 External patent applications by residents of selected countries. 


Semiconductors: The United States no longer has the lead in several 
in >ortant areas of semiconductor technology. Japan has an emerging 
le dership role in metal-oxide semiconductor (MOS) high-density com- 
pi er memories with well over 50 percent of the world market. Japanese 
fii is are reputed to be leading most U.S. merchant* semiconductor 
c< npanies in developing reliable, low-cost, 1-megabyte dynamic random 
a< :ess memory (D-RAM) chips and in the early development of 4- 
ir gabyte designs. And Japanese companies now are the only source of 
tl highest-quality fused quartz glass required for mass-producing state- 


Merchant refers to companies that sell their products on the open market—as opposed 
tc troducing only for internal consumption (e.g., IBM). 
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of-the-art chips of all types. Japan also rivals U.S. capability in semicon¬ 
ductor production equipment technology. The erosion of traditional U.S. 
dominance of semiconductor technology has occurred almost entirely 
within the last 5 to 10 years. 5 

• Fiber optics: Japan is acknowledged to have gained a clear lead in 
light source technology, one of the main components of fiber optic 
systems. In addition, Japan is credited with a lead in fiber optic applica¬ 
tions and is competitive with the United States in other component 
technologies. 6 

• Space: The U.S. lead in space relative to the European countries is 
decreasing. The European Space Agency (ESA) has developed civilian 
unmanned space launch capability, ending NASA’s near monopoly. And 
even before the U.S. space shuttle disaster in January 1986, French 
economic policies and subsidies had allowed its space agency to take 
business from NASA. U.S. dominance of satellite production, an area 
that has enjoyed a long-term advantage due to the tie-in with U.S. 
launches, is also expected to decline. 7 

• Aircraft: U.S. industry traditionally has dominated the world mar¬ 
ket for civilian aircraft, holding 95 percent of the world’s orders for 
airliners through the mid-1970s. In 1975 related U.S. R&D expenditures 
began to decline; European expenditures, however, were growing 
through Airbus Industries, a European consortium designed to challenge 
U.S. producers. Between 1980 and 1985 Airbus captured 17 percent of 
the world market. 8 

• Computer hardware and software: Although the United States re¬ 
tains broad leadership in computer hardware and software production, 
the Japanese now match or exceed the capabilities of U.S. producers in 
important subsectors such as large-scale processors and magnetic disk 
storage. In addition the Japanese joint government-industry R&D pro¬ 
gram is attempting to leapfrog U.S. industry with the development of the 
so-called “fifth generation” computer system. 9 

• Other areas: U.S. foreign competitors also have demonstrated 
success in biotechnology, robotics, and machine tools and in the 
development of important new materials such as high-performance 
ceramics. 10 

In reviewing these examples, it is important to keep in mind two 
important points: (1) the relative decline in U.S. dominance is an 
expected result of the economic recovery of countries whose industrial 
capability was destroyed or severely damaged in World War II; and (2) 
the countries making the most progress in developing or improving their 
capability are U.S. allies. Although their progress serves to enhance the 
overall strength of the Western military alliance, it also underscores the 
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vi 1 need to increase the degree to which export controls are imple- 
m ited through a multilateral system. 

he growing challenges to U.S. industrial dominance must be consid¬ 
er i carefully by those responsible for U.S. export control policy. If 
gc ds comparable to controlled U.S. products are available with little or 
nc control from foreign sources, then a clear incentive exists for buyers to 
se k those sources. The trend toward non-U.S. sourcing or “de-Ameri¬ 
ca ization” is already evident in Europe. During its European study 
m sion, the panel heard repeatedly from representatives in every country 
it isited 11 that some of their companies were in the process of switching 
to lon-U.S. sources for items controlled by the United States; in areas in 
w ch no non-U.S. source exists, many of these companies are making 
ef >rts to develop them. These actions stem not only from concerns about 
th additional costs and delays imposed by U.S. export controls but even 
m re importantly from a view that the United States is not a reliable 
si »plier—a fear that was given credence by U.S. efforts to control gas 
ai l oil equipment in recent years in the face of strenuous opposition by 
01 • allies. 

n assessing the scope and gravity of the problem of non-U.S. sourcing, 
ai important additional consideration is the long-term consequences of 
si :h changes in suppliers. Customers that buy equipment incompatible 
w h U.S. systems may be locked into buying add-on items and spare 
p ts from non-U.S. sources for years after their original purchase. 
A hough this pattern has worked to the advantage of the United States in 
tl ; past, once non-U.S. sources have been identified, it will be difficult for 
tl ; United States to regain lost customers in the future. 

\ny benefits (in terms of enhanced protection of an item from acqui- 
s on by the Soviet bloc) that might be derived from more stringent 
u ilateral controls on U.S. products and technology are attainable only in 
tl ; shrinking number of cases in which the United States is the sole source. 
I technology areas in which there are non-U.S. sources with less stringent 
c ntrols, no additional protection is provided and the disadvantages 
ii posed on U.S. goods and technology have no countervailing benefits. 


Non-CoCom Countries 

Indigenous technical expertise challenging that of the United States 
a ;o comes from non-CoCom industrialized countries such as Switzer- 
1 id, Austria, and Sweden (see also Appendix B). U.S. and CoCom 
e port control policies that do not require assurances from such countries 
t at comparable indigenously produced products or technical data also 
a s denied to our adversaries will weaken the CoCom countries and 
t sreby the NATO alliance. 
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Newly Industrializing Countries 

Newly industrializing countries (NICs) such as South Korea, Taittt 
and Brazil have become important world suppliers of manufactured got: 
in the last 20 years. (For example, the value of manufactured goo: 
exported from South Korea rose by a factor of 200 between 1965 1 . 
1983.) Currently, a large share of these exports are traditional manufi, 
tures (e.g., footwear and textiles); but the share of high-technology iter 
such as computer and communications equipment, is growing. In 1985,i 
percent of the high-technology products imported by the United St£: 
came from the East Asian NICs (Hong Kong, Singapore, South Kore. 
and Taiwan) as shown in Figure 3-7. Due to the presence of forein 
owned multinational corporations, some of the NICs are now produci:. 
in large volumes, items with technical specifications similar to those; 



*U.S. Department of Commerce DOC-3 definition. 

SOURCES: U.S. Department of Commerce, Bureau of the Census. 

FIGURE 3-7 Suppliers of U.S. high-tech* imports, 1985 (domestic and foreign evr 
f.a.s.; general imports, c.i.f.). 
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Co om-controlled items (such as high-density memory chips and 16-bit 
mi ©processors). They also are committed to developing more advanced 
inc venous capabilities. 

le ability to produce high-technology goods does not necessarily 
im y that a country possesses the indigenous capability to develop them. 
M< iy of the NICs are aware of this fact and are aggressively pursuing 
gn ter indigenous technological sophistication. A variety of policies are 
US' 1 to encourage development of indigenous capability: 

1 requiring multinational companies located in the country to train 
lo< 1 employees; 

sending large numbers of students to foreign countries for technical 
ed cation; 

hiring foreign scientists and engineers; 

licensing production technology with the condition that the company 
su Dlying the technology buy back a portion of the output; 

sponsoring domestic research centers to encourage indigenous tal- 
en and 

protecting infant industries. 

idustrializing countries vary in their willingness to comply with 
cc trols on militarily critical technology. Countries like South Korea and 
Ti van—with their close political and economic relationships with 
G "om countries—are more likely to cooperate with CoCom’s export 
cc trol policies than are countries less dependent on CoCom such as 
B) zil and India. 

he U.S. government currently is negotiating bilateral export control 
a£ cements with several non-CoCom countries. Although the need for 
si h agreements is evident, there is a clear danger associated with an 
e? lusively bilateral approach. An agreement with a non-CoCom country 
th t puts controls on U.S.-origin goods and technical data without 
c< trolling them from indigenous or other non-U.S. sources puts U.S. 
fii is at a serious competitive disadvantage. Stich a situation is likely to 
le 1 to the loss of U.S. sales without enhancing the protection of the 
te hnology in question. Agreements with non-CoCom countries would 
re alt in more effective control—with less risk to U.S. business—if they 
w :*e pursued in cooperation with other CoCom countries. Moreover, to 
bi truly effective, any such agreements should also encompass indige- 
n lsly produced goods and technology. 

"he changing character of the global economic and technological 
ei uronment discussed in this chapter has at least one clear implication: 
E ective control of technology must be pursued in a consistent, multilat- 
e: 1 fashion. To the extent that the U.S. control system, discussed in the 
n it chapter, fails to adjust to these changes in the global environment 
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and to consider their implications, it will continue to work to the 
disadvantage of U.S. exporters and multinational subsidiaries with only 
modest offsetting national security advantages. 


NOTES 

1. The various statistics in this chapter are drawn almost entirely from the following 
sources: 

Richard N. Cooper, “Growing American Interdependence: An Overview” (Paper 
prepared for a conference at the Federal Reserve Bank of St. Louis, October 1985). 
Charles H. Ferguson, “High Technology Product Life Cycles, Export Controls, and 
International Markets” (Paper prepared for the National Academy of Sciences Pawl 
on the Impact of National Security Controls on International Technology Transfer, 
June 1986). 

Lionel H. Olmer, U.S. Manufacturing at a Crossroads — Surviving and Prospering in q 
More Competitive Global Economy (Washington, D.C.: U.S. Department of Coni' 
merce, International Trade Administration, 1985). 

U.S. Department of Commerce, Bureau of the Census, Highlights of U.S. Export- 
Import Trade , FT-990 series (Washington, D.C.). 

U.S. Department of Commerce, Bureau of Economic Analysis, Survey of Current 
Business (Washington, D.C., April 1986). 

U.S. Department of Commerce, International Trade Administration, An Assessment oj 
U.S. Competitiveness in High Technology Industries (Washington, D.C., February 
1983). 

U.S. Department of Commerce, International Trade Administration, Office of Trade and 
Investment Analysis, The Rising Trading Power of the East Asian NICs (Washington. 
D.C., October 1985). 

U.S. Department of Commerce, International Trade Administration, U.S. High Tech¬ 
nology Trade and Competitiveness (Washington, D.C., February 1985). 

U.S. Department of Commerce, International Trade Administration, United Stater 
Trade—Performance in 1984 and Outlook (Washington, D.C., June 1985). 

U.S. Department of Commerce, International Trade Administration, United Stuia 
Trade—Performance in 1985 and Outlook (forthcoming). 

2. See, for example, the Committee on Electronic Components, Board on Army Science 
and Technology, National Research Council, Foreign Production of Electronic Com¬ 
ponents and Army Systems Vulnerabilities (Washington, D.C.: National Academy 
Press, 1986), which was prepared for the Department of Defense, 

3. William F. Finan, Perry D. Quick, and Karen M. Sandberg (Quick, Finan & Associate' 
Inc.), “The U.S. Trade Position in High Technology: 1980-1986” (Report prepared L 
the Joint Economic Committee of the U.S. Congress, October 1986). 

4. High-technology trade in this report is defined by U.S. Department of Commerc; 
definition DOC-3, which is based on R&D expenditures as a percentage of shipment* 
Standard industrial classification (SIC) categories included in this definition m 
industrial inorganic chemicals (281); plastic materials and synthetic resins, synlkt. 
rubber, and synthetic and other manmade fibers except glass (282); drugs (2*’ 
ordnance and accessories except vehicles and guided missiles (348); engines as; 
turbines (351); office, computing, and accounting machines (357); radio and televhU 
receiving equipment except communication types (365); communication equipmr 
(366); electronic components and accessories (367); aircraft and parts (372); guiit: 
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issiles and space vehicles and parts (376); measuring, analyzing, and controlling 
struments; photographic, medical, and optical goods; watches; and clocks (38)— 
:cept instruments for measuring and testing of electricity and electrical signals (3825). 
le trade figures shown in this chapter were calculated using the DOC-3 definition. 

5. ational Materials Advisory Board, National Research Council, Advanced Processing 
'Electronic Materials in the United States and Japan (Washington, D.C.: National 
cademy Press, 1986); Ferguson, “High Technology Product Life Cycles”; U.S. 
epartment of Commerce, International Trade Administration, An Assessment of U.S. 
ompetitiveness-. Committee on Electronic Components, Board on Army Science and 
echnology, National Research Council, Foreign Production of Electronic Compo- 
mts. 

6. .S. Department of Commerce, International Trade Administration, An Assessment of 
.S. Competitiveness ; personal conversation with staff of the Department of Com- 
erce, International Trade Administration, Office of Telecommunications. 

7. .S. Department of Commerce, International Trade Administration, An Assessment of 
'.S. Competitiveness. 

8. .S. Department of Commerce, International Trade Administration, An Assessment of 
'.S. Competitiveness ; personal communication with staff of the Department of Com- 
lerce, International Trade Administration, Office of Trade Development, Office of 
erospace. 

9. erguson, “High Technology Product Life Cycles”; U.S. Department of Commerce, 
itemational Trade Administration, An Assessment of U.S. Competitiveness; Commit- 
:e on Electronic Components, Board on Army Science and Technology, National 
esearch Council, Foreign Production of Electronic Components. 

10. erguson, “High Technology Product Life Cycles”; U.S. Department of Commerce, 
itemational Trade Administration, An Assessment of U.S. Competitiveness; Commit- 
je on Electronic Components, Board on Army Science and Technology, National 
.esearch Council, Foreign Production of Electronic Components. 

11. )eIegations of panel and staff members visited Austria, Belgium, the Federal Republic 
f Germany, France, Sweden, and the United Kingdom. 


4 


The Dimensions of 

National Security Export Controls 


Two laws provide the primary mandate for U.S. national security 
export controls. The Arms Export Control Act of 1976 1 requires govern¬ 
ment approval for the import and export of military weaponry and 
services. The Export Administration Act (EAA) of 1979, as amended, 2 
controls the export of commercial goods and technologies that would 
make a significant contribution to the military capabilities of a potential 
adversary. EAA also authorizes controls to serve U.S. foreign policy 
goals and to ensure the domestic availability of resources in short 
supply. 

The regulations implementing these laws are extensive and complex. 
The United States asserts jurisdiction over goods and technology even 
outside the territorial United States when: (1) the product or technology 
in question originated in or is to be or has been exported from the United 
States; (2) the product or technology incorporates or uses products or 
technology of U.S. origin; and (3) the exporter is a U.S. national oris 
owned or controlled by U.S. interests. Responsibility for administering 
the export control system is divided among many federal departments 
and agencies as is representation in the export control policymaking 
process. 

To some degree, U.S. export controls parallel multilateral or bilateral 
agreements or understandings with other countries. The United States is 
a founding member of the Coordinating Committee on Multilateral Export 
Controls (CoCom), an informal, nontreaty organization comprising all the 
NATO countries (except Iceland) and Japan. 3 Created in 1949 in the early 
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da ; of the Cold War, CoCom administers a uniform system of multilat- 
en controls over three categories of products: munitions, nuclear 
en gy, and dual use. All products subject to CoCom control are also 
sul ect to U.S. controls. In addition the United States has bilateral 
ag: ements or arrangements with a number of non-CoCom nations that 
pr< dde for varying degrees of cooperation on national security export 
co :rols. These countries include Australia, New Zealand, Austria, 
Sv tzerland, and Sweden. 

his chapter presents an overview of the dimensions of the current 
na onal security export control system. It first summarizes the evolution 
of xport controls in the United States to provide a historical context. 
N< ;t, it examines the mechanisms used by the United States for 
pc cymaking and administration. Finally, it reviews the multilateral 
C< "om framework for controlling strategic goods and technologies and 
ke attributes of the controls maintained by several other nations. 

ISTORICAL BACKGROUND 

urrent controls on the export of commercial dual use products and 
te mologies have their roots in the period leading up to World War II. To 
ur erstand more fully the current efforts of the United States to impede 
th flow of these products and technologies to potential adversaries, it is 
us ful to review the evolution of export controls and the historical 
ci umstances that have shaped them. 

yorld War II Origins and the Early Postwar Years 

lefore 1940 the United States had no legal mechanism for controlling 
p< .cetime exports of militarily significant products or information to 
p< ential enemies. 4 Consequently, despite the growing military threat 
p< ,ed by fascism and militarism in the late 1930s, there were no legal 
c< istraints on exports, and U.S. firms were free to sell almost anything to 
G rmany, Italy, or Japan virtually until the outbreak of hostilities. 
J i an’s military industry in particular seems to have benefited to a 
c( isiderable degree from free access to technology, strategic materials, 
ai 1 capital from the United States. 5 

iy 1940, however, the war had begun in Europe, and Congress moved 
tc give the President authority to control the export of militarily signifi- 
c. it goods and technology. Section 6 of Public Law 703 (July 2, 1940 [54 
S it. 714]) gave the President authority to prohibit or curtail the export of 
“ lilitary equipment or munitions or component parts thereof, or machin- 
e r , tools, or material, or supplies necessary for the manufacture, 
S' vicing, or operation thereof. ...” The President was required only to 
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determine that his actions were necessary in the interest of national 
defense and to issue a proclamation describing the articles or materials 
included in the prohibition or curtailment. 

The export control authority provided by the 1940 law originally was 
intended to expire in only 2 years. But by 1942 the United States was at 
war, and Congress extended the authority. It was extended again in 1945, 
in 1946, and in 1947 with only minor revisions. A reading of the hearings 
accompanying these extensions, together with the fact that each exten¬ 
sion was of such limited duration, suggests that Congress regarded export 
controls as merely a temporary restriction on U.S. trade made necessary 
by the war. But by 1949, when export controls again came up for renewal, 
Congress was weighing a somewhat different set of factors in its export 
control policy equation. 


The Export Control Act of 1949 and the Establishment of CoCom 

In considering the export control issue in the increasingly tense 
West-East atmosphere of the late 1940s, Congress sought to avoid the 
mistakes of the period leading up to World War II; primary among these 
was providing potential enemies with the wherewithal to make war. By 
1949 it was apparent that the Soviet Union and its allies, including the 
People’s Republic of China (PRC), were potential military adversaries. 
Thus, the lesson of prewar U.S. trade with Japan—trade that had 
increased that country’s military effectiveness—entered into the debate 
on export controls. Although shortages still played an important role in 
justifying the continuation of export controls, the 1949 debates included 
for the first time explicit references to the behavior of the Soviet Union 
in Eastern Europe and reminders that uncontrolled exports to Japan 
before the war were “subsequently used against our own people.” 6 

When the export control question came to a vote, Congress elected to 
perpetuate the extraordinary wartime powers extended to the executive 
branch and to maintain the strict export control regime that had evolved 
during the war. The new authority, the Export Control Act of 1949, 
codified the export control procedures that were then being practiced by 
the executive branch under the terms of the 1940 act (and its subsequent 
extensions). Two important principles embodied in this legislation have 
survived the three major, subsequent revisions of the law (1969, 1979, 
and 1985): (1) the executive branch has broad authority to determine 
what products or technical data should be subject to export licensing, to 
administer the licensing system, and to impose penalties for violations; 
and (2) the rule-making process, including those procedures that apply 
to the composition of the Control List (of items subject to licensing), is 
exempt from the usual provisions for public participation and is less 
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lik [y to be the subject of judicial review. 7 Thus, the export control 
au lority exercised by the executive branch today is substantially 
ur hanged in its basic legal structure from that originally granted by 
C< igress in 1940 as an extraordinary war power. 

he renewed international tensions that contributed to Congress’ 
de ision to maintain what were essentially wartime export controls also 
lei in 1949, to the founding of NATO and the other regional treaty 
or anizations. To ensure the effectiveness of NATO and the other 
re onal alliances, the United States transferred military technology 
(n >stly in the form of hardware) directly to its allies. In addition, as 
W stern Europe and Japan recovered from the war, they began to 
re italize their industrial capabilities and to challenge what had been 
vi ually a U.S. monopoly on advanced technology (see Chapter 3). 

o prevent such technology from reaching the hands of potential 
a( ersaries, it became necessary to establish a mechanism to coordinate 
al zd export control policies. That mechanism, which was created in 
E 9, was the Coordinating Committee on Multilateral Export Controls, 
oi CoCom. From the start, however, the items on which the United 
S tes imposed controls differed from those controlled by CoCom: In 
a< lition to those items that all CoCom members agreed to control, the 
U ited States controlled many items unilaterally. The vast majority of 
tl se pertained to areas in which the United States held a virtual 
rr nopoly. 

To prevent the flow of controlled U.S. technology and information 
fr m third (non-CoCom) countries to the Communist world, the United 
S ites also imposed controls on the reexport of U.S.-origin goods, 
c< itrols that were accepted because the United States at that time was 
tl : only source of many advanced technology-based products. Further- 
n ire, countries that were the beneficiaries of the Marshall Plan and 
o ter U.S. government programs and that were dependent on the United 
S ites for their security were not inclined to challenge U.S. export 
c .itrols. 

\s with the previous export control acts, the Export Control Act of 
1 19 was originally scheduled to expire in just a few years, this time in 
1 53. That it was necessary to extend and strengthen the act repeatedly 
t: oughout the next two decades was due not only to continued tense 
r ations with the Soviet Union but also to a fundamental change in the 
l S. military posture and strategy in the decade following World War II. 
1 e United States and its allies chose to abandon the successful wartime 
s ategy of being prepared to outproduce the adversary and began under 
t j NATO doctrine to rely on superior military technology to offset the 
r merical advantages achieved by the Soviet military in the postwar 
c cades. 
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The New Role of Science and Technology in 

Postwar U.S. Defense Strategy 

From the start of the postwar era, U.S. military planners understood 
that they could not achieve the goal of maintaining military superiority 
solely with narrowly defined engineering research aimed at meeting a 
specific military requirement. Before them was the example of the 
development of atomic weapons—a graphic demonstration that highly 
speculative ideas at the frontiers of basic research could become militarily 
decisive in a very short period of time. The lesson inherent in the 
Manhattan Project was that the U.S. government, in a departure from 
prewar policy, should continue to promote the early development of 
technologies with possible military application. Thus, the United States 
perpetuated parts of the research system that had been created during the 
war and expanded the role of federal laboratories in the early postwar 
years. The government also expanded the role of the military services in 
supporting science and engineering research at both government and 
private laboratories. 

In the 1950s Congress broadened federal research support still further. 
At the beginning of the decade, it established the National Science 
Foundation as a source of federal funding for scientific research that was 
not directed at a specific military or other previously defined national 
objective. In the late 1950s the coming of the space race resulted in the 
founding of NASA*; it also provided the impetus for the creation of 
federal programs to enhance scientific and technical education, which was 
considered to be a vital part of the infrastructure necessary to support 
military programs. In the 1960s and 1970s federal support of research and 
development continued; programs included funding directed toward solv¬ 
ing key national environmental, energy, health, and economic problem^ 
Thus, federal support of research and development—a governmental role 
that originated during the postwar era as a military necessity—ultimate!;, 
evolved into a permanent recognition of the importance of science and 
technology to broader national interests. 


Detente and the Export Administration Act of 1969 

When export control legislation again came up for renewal in 1969, the 
mood of Congress and of the nation was far different from what it had 
been at the time of the previous reauthorizations. Detente was the 


*NASA incorporated the National Advisory Committee for Aeronautics, an aeronaut. 
research agency established in 1914. 
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op ative principle, and there were calls in Congress for a relaxation of 
Wf t-East trade restrictions. According to Henry Kissinger, even as the 
del tte over the renewal of export controls went on in Congress, the 
Ne onal Security Council issued a directive: The list of items controlled 
by he United States should be brought in line with the less extensive 
Cc !om list, except for those items over which the United States held a 
m( opoly. 8 

i the legislation Congress finally adopted, the substitution of “admin- 
ist ition” for “control” in the title of the 1969 Export Administration Act 
rel ;cted the political mood of the time and implied a far more liberal 
ex :>rt control policy than was embodied in the previous acts. The act 
inc jded language advocating expanded trade with the Soviet Union and 
Ee tern Europe, recognized the economic cost of excessive controls, and 
rei lired the executive branch to provide Congress with explicit justifica- 
tic for the continued control of products and technical data available to 
pc mtial enemies from suppliers outside the United States. Believing, 
he 'ever, that improved Soviet attitudes on other issues should be a quid 
pr quo for improved trade relations, President Nixon blocked a number 
of fforts made by the Department of Commerce to reduce the number of 
ite is controlled for export to the Soviet bloc. Nevertheless, the atmo- 
sp ere of detente ultimately did bring some relaxation, albeit only briefly, 
in he U.S. export control regime. The United States and its allies 
ap roved the export of major automotive and semiconductor manufac- 
tu ng facilities to the Soviet Union, and U.S. companies sold to the 
Sc iets some highly advanced machine tools, computers, and communi- 
ce ons equipment. 

>uring this same period there were shifts in the economies of the 
W stern nations that significantly changed the dynamics of export con- 
tr s. Most important was that for many areas of advanced technology the 
ci 1 sector began to lead the military, and sophisticated dual use items 
in -eased in relative importance in international trade. As a result, export 
cc itrols reached an ever-growing share of U.S. commercial exports. 

J.S. NATIONAL SECURITY EXPORT CONTROLS 

figures 4-1 and 4-2 illustrate the structure of current U.S. national 
sc urity export controls. The complexity illustrated by these figures is 
p; tly a function of the multifaceted task of controlling the exports of 
rr itarily significant products and technology and partly a result of the 
lc g evolution of U.S. controls as described above. Although the enabling 
le islation has been amended many times, there has never been a 
o nplete overhaul of the controls or of the list of controlled items since 
tl system was initiated in the days preceding World War II. 
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Controls on Munitions 

Under the 1976 revision of the Arms Export Control Act, the U.S. 
government strictly controls the import and export of defense articles 
(arms, ammunition, and implements of war), defense services, and 
directly related technical data. The International Traffic in Arms Regula¬ 
tions (ITAR) 9 implement the law; the Office of Munitions Control (OMC) 
in the Department of State administers the regulations. Through its role as 
adviser to OMC, the Department of Defense is largely responsible for 
determining the defense items to be controlled. 

ITAR defines a defense article as any item specifically designated on 
the U.S. Munitions List, which is part of ITAR. Defense service means 
“the furnishing of assistance, including training, to foreign persons in the 
design, engineering, development, production, processing, manufacture, 
use, operation, overhaul, repair, maintenance, modification, or recon¬ 
struction of defense articles.” 10 If an article or service is on the Munitions 
List, ITAR regulates its export and reexport exclusively. To supplement 
the published Munitions List, OMC determines on written request 
whether particular articles or services are controlled by ITAR or whether 
they are subject to the Commerce Department’s controls on dual use 
items. 

Before an article or a service subject to ITAR can be exported, OMC, 
with DoD advice, must formally approve the transaction. No approvals 
are granted for exports or reexports to actual or potential adversaries. 
And unlike the Commerce Department’s Export Administration Regula¬ 
tions (see below), there are no general licenses or “bulk” validated 
licenses covering multiple transactions. The written approval of the State 
Department also must be obtained before an end user abroad may resell 
or dispose of an ITAR-controlled item to another party in his country or 
in any other nation. 

Most other Western nations maintain similar controls on the import and 
export of munitions. And, as noted earlier, CoCom also maintains a 
munitions list specifying the items that all its member countries control. 
For most nations, including the United States, munitions controls are 
relatively straightforward. The control system for dual use products and 
technologies is more complex. 


Controls on Dual Use Products and Technologies 

The Export Administration Act (EAA) of 1979, as amended, authorizes 
the control of exports of commercial goods and technologies that would 
make a significant contribution to the military capabilities of a potential 
adversary. It also authorizes controls to achieve U.S. foreign policy goals 
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ar to ensure the domestic availability of resources in short supply. Most 
e> ort controls imposed under EAA for national security reasons have 
be n agreed to multilaterally within CoCom. Although these national 
se urity controls are directed primarily at the Soviet Union and its 
W rsaw Pact allies, the control scheme regulates exports to many other 
m ions because of concern about possible diversions or uses that might 
be detrimental to U.S. security or to the security of U.S. allies or other 
fr ndly nations. 

ixport Administration, which is an element of the International Trade 
A ministration of the Department of Commerce, administers these con- 
tr is over U.S. exports and over reexports of U.S.-origin commodities 
fr m foreign countries. The extensive, complex instrument that provides 
tl framework for this control is the Export Administration Regulations 
(I VR), 11 which Export Administration publishes and updates frequently. 
P >ducts and technical data are addressed separately in the regulations, a 
d ision paralleled in this report. 

Dual Use Products 

major EAR component is a list (i.e., the U.S. Control List) specifying 
tl ; characteristics of each commodity subject to control. The current list 
o 128 pages contains 240 entries divided into 10 categories: 

» Metal-working machinery 

» Chemical and petroleum equipment 

• Electrical and power-generating equipment 

• General industrial equipment 

• Transportation equipment 

• Electronics and precision equipment 

s Metals, minerals, and their manufactures 

• Chemicals, metalloids, petroleum products, and related materials 

• Rubber and rubber products 

• Miscellaneous 

The entries or commodity classification descriptions range from the 
■\ ry specific (e.g., “pulse modulators capable of providing electric 
i pulses of peak power exceeding 20 MW or of a duration of less than 0.1 
r crosecond, or with a duty cycle in excess of 0.005. . . .”) to the very 
£ neral* (e.g., “other electronic and precision instruments, including 

*These very general or “basket” categories serve to “catch” new products with 
i portant characteristics not yet reflected on the U.S. Control List. They also ensure that 
r exports are made to certain countries such as Cuba, North Korea, Kampuchea, and 
1 etnam without specific U.S. government approval. 
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photographic equipment and film, n.e.s. [not elsewhere specified], and 
parts and accessories, n.e.s.”). 

The commodity classifications have different broad levels of restric¬ 
tions, which depend on the military importance of items in that category, 
the ultimate country of destination, and in some cases the dollar value of 
the proposed shipment. For control purposes, Export Administration 
separates the nations of the world, except Canada, into country groups 
(see Figure 4-3, pp. 84-85). Of particular importance with regard to 
national security export controls are country groups W (Hungary and 
Poland), Y (other Eastern European nations and the USSR), and Z (North 
Korea, Vietnam, Cambodia, and Cuba). 

Canada does not fall into any country group and is the only destination 
for which licenses for most U.S. exports are not required. The Hyde Park 
Declaration of 1941, negotiated by President Franklin D. Roosevelt and 
Prime Minister Mackenzie King along with an Exchange of Notes in 1945, 
began a course of collaboration between the two countries relating to 
hemispheric defense. As a result, Canada and the United States have 
eliminated licensing in either direction for all exports except a few 
nuclear-related, communications countermeasures, and short-supply 
items. This unique relationship does not apply to any other U.S. ally. 

To export products, U.S. firms must use a general license or obtain a 
validated license (see Figure 4-4). Moreover, if reexport approvals are not 
authorized by EAR or the terms of a validated export license, U.S. 
exporters must obtain them if, prior to the time of shipment, they know or 
have reason to believe that the person or firm receiving the item will 
reexport it to another destination. The complexity of the system becomes 
apparent in considering the types of licenses that may be required for an 
export. 

General Licenses 

A general license authorizes the export of certain products on the EAR 
control list that have been approved in advance by Export Administration 
for shipment. (An exporter must determine that certain conditions are met 
but need not apply to the government for permission.) These products 
have been so identified because of their low sensitivity, minimal value, 
country of destination, or other elements of control. G-DEST, a general 
license available for shipments of products to destinations not requiring a 
validated license, is the most commonly used general license; but there 
are also 17 other general licenses available for such circumstances as 
shipments of limited value, temporary exports, the return of products to 
countries from which they were imported, and the replacement of 
defective parts. 
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o reduce the volume of formal license applications and the need for 
sp ;ific approvals, the Export Administration Amendments Act (EAAA) 
of 985 12 created a special type of general license available to CoCom 
mi nber nations for goods that would ordinarily require a validated 
lie nse to non-CoCom destinations. General license G-COM covers 
sh >ments of less-sensitive controlled items to CoCom member nations. 
“1 jss-sensitive items” are items on the CoCom control list that a 
m nber country, at its discretion, may approve for shipment to pro¬ 
se bed destinations. 

i 1986 Export Administration proposed to establish general license 
G )EU (certified end user), 13 which would authorize exports of most 
pi ducts that ordinarily require validated licenses to precertified foreign 
er users located in CoCom member nations. Upon application to the 
D Dartment of Commerce, certification would be provided to foreign 
fii is that consistently demonstrate and maintain compliance with U.S. 
ej >ort and reexport control regulations. A certified end user would be 
re uired to use and retain the commodities obtained under G-CEU at its 
o’ n facilities or dispose of them only to other certified end users. Any 
oi er disposition would require prior individual authorization. 

/alidated Licenses 

\ validated license grants limited permission to make exports, either on 
a ingle- or a multiple-transaction basis. Validated licenses are also used 
t< authorize the reexport of U.S.-origin commodities under certain 
c cumstances to new destinations abroad. U.S. exporters of products 
tl it do not qualify for shipment under a general license must apply to 
E port Administration for a validated license. 

Exporters most often use two types of validated licenses—individual 
a d distribution. A typical individual validated license authorizes the 
e port of a specified quantity of products during a 2-year period to a single 
r upient. A distribution license, which is also a 2-year authorization, 
p rmits an approved U.S. exporter to ship unlimited quantities of 
s ecified commodities to approved distributors or customers in Free 
\ orld countries. With a distribution license a U.S. firm can ship its 
c ntrolled products to foreign distributors; the distributors are then 
p rmitted to resell the products to responsible parties within their 
2 proved sales territories without obtaining individual approvals for each 
s le. Other types of multiple or bulk approvals include project licenses, 
\ lich authorize the export of products for up to 1 year for use in specific 
I ojects (such as building, equipping, and/or supplying a manufacturing 
f cility); and service supply licenses, which authorize the export of spare 
£ d replacement parts for servicing equipment abroad. 
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EXPORT CONTROL FLOW CHART—This is intended as a general guideline for exports of commodities under 
Department of Commerce jurisdiction. However, it is not comprehensive. You should review other parts of the 
Regulations, for example, for special commoditv restrictions and special country restrictions. Also, you should consult 
the "Table of Denial Orders Currently in Effect" (see Supps. Nos. 1 & 2 to Part 388) to be sure y 0Ur proposed 
axport does not involve a party currently denied export privileges. 


FIGURE 4-4 Export control flowchart. 






















77 : DIMENSIONS OF NATIONAL SECURITY EXPORT CONTROLS 87 


o speed up the export licensing process, EAAA made a number of 
ch nges in the control regulations in addition to instituting the G-COM 
lie nse. The amendments now require that individual validated license 
ap lications for most exports to CoCom nations either be rejected or 
ap roved automatically within 15 working days after filing—unless the 
ap licant is notified that more time (not to exceed 15 additional working 
dz s) is required. At the end of the 15- (or 30-) working-day period, the 
e> ort request must be rejected or it is deemed to be licensed even if no 
dc ument or communication to that effect has been sent or received. In 
ac ition, EAAA amended Section 5(k) of the 1979 act to extend this 
ai Dmatic licensing procedure and the provisions of general license 
G "OM to exports to those non-CoCom nations that enter into agree- 
m its imposing export restrictions comparable to those agreed to within 
C Horn. 

applications for distribution licenses and other special licenses must be 
ac ompanied by extensive documentation and may require months to 
pi cess for first-time applicants. Applications for exports to proscribed 
d< tinations including the Soviet bloc are subject to interagency review 
ai i may also require lengthy processing. 

Controls on Technical Data 

"he regulations that govern exports of technical data are similar but not 
ic ntical to those for exports of products. Separate EAR control proce- 
d es govern the export of technical data. 

5AR defines technical data as “information of any kind that can be used, 
o adapted for use, in the design, production, manufacture, utilization, or 
rc onstruction of articles or materials.” The data can be tangible (a proto- 

e, blueprint, or operating manual) or intangible (technical advice). Figure 

4 is a flowchart of the procedures for controlling technical data. 

Vn “export” of technical data is defined broadly to include not only the 
a ual shipment or transmission of data out of the United States but also 
v ual inspection by foreign nationals of U.S.-origin equipment and 
f; ilities, oral exchanges of information with foreigners in the United 

5 ites or abroad, and the application to situations abroad of personal 
k owledge or technical experience acquired in the United States. Most 
t< :hnical data can be exported under one of two general licenses: GTDA 
(i chnical data available) or GTDR (technical data restricted). 

aeneral license GTDA principally covers technical data that have 
b sn made generally available to the public (i.e., released in readily 
a ailable publications and at open conferences, lectures, trade shows, 
e ;.). It also covers scientific and educational data “not directly and 
s ;nificantly related to design, production, or utilization in industrial pro- 
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cesses. . . .” 14 The license permits U.S. firms and individuals to dissem¬ 
inate these kinds of data to all destinations without requesting U.S. 
government approval. 

U.S. companies export most proprietary technical data under general 
license GTDR. Like GTDA data, exports covered by this license do not 
require specific U.S. government approval; but for the most part they can 
only be sent to Free World destinations. Specific permission is required in 
the form of a validated license to export most nonpublic data to country 
groups S, Q, W, Y, and Z 15 and to the People’s Republic of China. Before 
using the GTDR license for data related to products subject to CoCom 
control and certain other sensitive data categories, the exporter must 
receive written assurance from the foreign recipient of the data that the 
recipient will not reexport the data—and in many cases the direct 
products of the data—to proscribed destinations without the approval of 
the U.S. government. This requirement applies to the exchange of 
technical data between U.S. and foreign nationals,* whether that national 
resides overseas, is living in the United States, or is a visitor (e.g., at a 
U.S. university). 

Certain more-sensitive technical data do not qualify for the GTDR 
license at all; these data relate to such areas as civil aircraft, airborne 
electronic direction-finding equipment, hydrofoil and hovercraft water¬ 
craft, and infrared-imaging equipment. To export such data to any 
destination (except Canada), an exporter must obtain a validated license. 
The export of some technical data, particularly nuclear-related, requires 
a validated license even to Canada. 

Congress anticipated that certain products and technologies (both 
tangible and intangible) would be identified during the development of the 
Militarily Critical Technologies List (MCTL) as particularly “critical” 
and thus subject to more stringent licensing requirements. (Mandated 
originally by Congress, the MCTL is a document listing technologies that 
the Department of Defense considers to have present or future utility in 
military systems.) Accordingly, EAAA authorized the creation of a 
comprehensive operations license (COL) for such products and technical 
data. Although it has not yet been implemented and U.S. firms continue 
to use general license GTDR, this license is intended to be a technology 
counterpart to the distribution license available for commercial products. 
It would allow for multiple exchanges of technical data within a multina¬ 
tional company or network over a given period of time without the 
requirement for validated licenses for each transfer. The multinational 


* A foreign national is any person who is not a citizen of the United States and who has 
not been lawfully admitted for permanent residence in the United States. 
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co pany or network would have to demonstrate an internal capability, 
wl ;h would be audited periodically by the Department of Commerce, to 
pr< ect such exchanges. The license would be available only to demon- 
sti bly reliable U.S. exporters for use with eligible consignees in Free 
W Id countries with which they have ownership affiliations or long-term 
co factual relationships. 

he export of technical data in patent applications is controlled by the 
Pa mt and Trademark Office (PTO) within the Department of Commerce 
an may be restricted through secrecy orders. Patent applications that 
mi t by definition contain sufficient detail to allow skilled readers to 
pr ;tice the invention may contain useful technical data that would 
ot srwise be subject to validated licensing requirements under ITAR or 
Ej R.. In the United States, an application is published when the patent is 
iss ed; in most of the rest of the world, an application is published a year 
or wo after filing, whether or not a patent ultimately will be issued. A 
se *ecy order can be used to delay issuance of a U.S. patent and restrict 
th dissemination of technical data contained in the application. Secrecy 
or srs are issued by the commissioner of patents at the request of a 
de mse agency. 

Tnder current law, 16 an inventor or his designee may file for patent 
pr tection on any invention in a foreign country—thus transferring or 
“< porting” technical data to that country in the application process— 
w lout requesting U.S. governmental approval if two conditions are met: 
(1 the U.S. application has been on file 6 months or longer, and (2) no 
pc jnt secrecy order has been imposed. If the patent application has not 
be n on file in the United States for at least 6 months, or if a secrecy order 
is i place, the inventor must obtain a license or permit from the Patent 
O ce prior to the foreign filing. Thus, compliance with these rules 
pe mits an inventor to foreign-file a patent application without applying to 
th appropriate U.S. licensing agency (the State Department, for an 
e> ort license under ITAR, or the Commerce Department, for a license 
ui ler EAR). 

’here are now three types of secrecy orders. One of these is specifically 
aT liable to PTO when the Department of Defense determines that 
ui lassified technical data in a patent application should be subject to 
e) >ort controls. 17 This order permits disclosure of the data for business 
pi poses to U.S. nationals within the United States and authorizes the 
fil ig of foreign applications in Canada, Australia, and most of Europe— 
bi not in Japan or in any newly industrializing or developing nation 
w ere there are no applicable patent secrecy provisions. The order 
ft ther authorizes both selling or producing products for the commercial 
d< nestic marketplace based on the innovation contained in the application 
ai l sales abroad—provided an appropriate export license is obtained. 



92 BALANCING THE NATIONAL INTEREST 


Reexport Controls 

In addition to export controls, EAR specifies a comprehensive control 
system for reexports of U.S.-origin products and technical data from 
foreign countries. These reexport controls encompass finished end prod¬ 
ucts and, under certain circumstances, U.S.-origin parts and components 
incorporated into end products that are manufactured abroad. They are 
similar to controls for direct exports: An exporter in another country must 
obtain specific approval from the Department of Commerce for a reexport 
if the product or technical data involved would have required a validated 
license for shipment directly from the United States to the country of final 
destination (see Figure 4-6). Under a 1986 Commerce Department pro¬ 
posal published in the Federal Register, no reexport approval would be 
required for foreign-manufactured products that are exported to most 
Free World nations if the U.S.-origin controlled parts and components 
constitute 20 percent or less of a product’s value. 18 

In certain instances, exports of foreign end products that are manufac¬ 
tured with U.S.-origin technical data are controlled by EAR even if these 
products are entirely of foreign content. Controls on foreign-made “direct 
products” of U.S.-origin technology apply primarily to exports to Soviet 
bloc or other embargoed countries of products in categories that are 
subject to CoCom export regulation. These controls have their principal 
impact on exports from industrialized countries outside CoCom such as 
Switzerland, Sweden, Austria, South Korea, Taiwan, and Singapore, 
countries that do not themselves have comparable export control sys¬ 
tems. 


Penalties for Violations 

The U.S. government is authorized to impose several types of admin¬ 
istrative sanctions for EAR violations. First, the Commerce Department 
has discretionary authority to impose fines of up to $100,000 per violation 
in cases involving national security controls and up to $10,000 per 
violation in other cases. Second, the department may suspend or revoke 
a company’s privilege to participate in all types of export transactions— 
those carried out under general licenses as well as those covered by 
validated licenses. In invoking this type of sanction, the department may 
suspend or revoke a company’s or an individual’s existing export li¬ 
censes, it may deny future license applications, and it may prohibit export 
transactions that would be covered by a general license. Third, the U.S. 
Customs Service may require the forfeiture of goods that have been 
seized during the course of an unauthorized export. 

Companies and individuals whose export privileges have been sus- 
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pe led or otherwise impaired are listed by the Department of Commerce 
in le Table of Denial Orders, which is published in the Federal Register. 
Ai ' company that engages in an export transaction with these companies 
or ndividuals in violation of the denial order is itself subject to all the 
pe alties available under the act. These civil sanctions apply even to 
ur itentional violations. 

he Justice Department enforces criminal provisions of the Export 
A< ninistration Act in the federal courts. Under these provisions, indi- 
vi lals may be imprisoned for up to 10 years and/or fined up to $250,000 
fo each willful violation. Companies may be fined up to five times the 
ve le of the exports involved or $1 million, whichever is greater. 
U ntentional violations generally are not subject to criminal prosecution. 

ADMINISTRATION OF U.S. CONTROLS 

'he spectrum of administrative, investigatory, and enforcement activ- 
iti s related to export controls involves a broad array of departments and 
a£ ncies within the executive branch. Various instruments—legislation, 
re illations, and executive orders—define the roles of these departments 
ai 1 agencies. In general, the Commerce Department regulates exports of 
c( nmercial equipment and technology, and the State Department over¬ 
st s exports of military equipment and technology. The Defense Depart- 
m nt plays a key advisory role for both commercial and military exports. 
Ir iddition to these departments, a number of other governmental entities 
rr intain a special interest in controlling the transfer of militarily impor¬ 
ts t technology; these include the Departments of Treasury (U.S. Cus- 
tc is Service), Energy, and Justice, as well as NASA, the Nuclear 
R gulatory Commission, and the intelligence agencies. The Department 
o Commerce and the U.S. Customs Service share responsibility for the 
e: orcement of export controls and are now directly linked by computer 
f( more efficient case processing. The latter agency is empowered to 
s< ze unauthorized shipments or suspected diversions, which are subject 
t( forfeiture. It also has an extensive enforcement program known as 
C eration Exodus that includes random checks of outgoing shipments for 
li jnse authority. The existence of such a program indicates the increased 
e brcement emphasis within the U.S. government and has helped to 
f< ;us public attention on the need to uncover and prevent illegal ship- 
n ;nts. 

By law the interagency process for deciding export control issues for 
d al use commodities and technologies centers in the Department of 
C immerce; recently, however, the Department of Defense has dominated 
t. } national security aspects of the procedure. The Reagan administration 
c me into office convinced that Soviet acquisition of U.S. military and 
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THIS CHART IS FOR ILLUSTRATIVE PURPOSES ONLY 

Not to be used as a substitute for careful reading of Export Administration Regulations (EAR) 

FIGURE 4-6 U.S. reexport licensing decision chart. Basic steps required of foreign 
reexporters to comply with unilateral U.S. reexport regulations. 













Tti DIMENSIONS OF NATIONAL SECURITY EXPORT CONTROLS 95 




Is the commodity a part of a component 
which is incorporated into a foreign 
product? 


/ill any of the following conditions be met? 

) Reexports of any commodity that at the time 
of reexport— 

(A) May be exportod directly from the United 
States to the new country of destination 
under General License G-DEST, GTE, G-COM, 
G-NNR, or G-FT2; 

(B) Are valued at an amount that does not exceed 
the GLV value on the Commodity Control List 
for the new country of destination; 

(C) Could be exported under General License SHIP 
STORES or PLANE STORES if the same vessel 
or aircraft were departing from a U.S. port 
(except equipment and spare parts described 
in 371.9(a)(3) and 371.10(a)(3)); or 

(D) May be exported directly from the United 
States to the country of destination under 
subsection (f) of General License GLR 
(371.17(f)). 

2) Reexports to a destination to which direct 
shipment from the United States is 
authorized under an unused outstanding 
validated export license. 

3) Reexports of any commodity from Canada 
that, at the time of reexport, may be 
exported directly from the United States 

to the new country of destination under 
any general license; 


4) Reexports between Switzerland and 
Liechtenstein; 

5) Reexports between ultimate consignees as 
provided by the terms of: the Project 
License procedure (see 373.2(g)), or the 
Distribution License procedure (see 
373.31 (i)). 

6) Reexports to a destination in Country 
Group T or V of a U.S.-origin commodity 
(or servicing, and subsequent return of 
the serviced commodity to the original 
consignee, provided that the return of 
the serviced commodity complies with the 
conditions of 371.17(a); 

7) Reexports (return) to the United States 
of any commodity. 

8) Reexports from a foreign destination to 
Canada of any commodity if the commodity 
could be exported to Canada from the 
United States without a validated 

license. 

9) Reexports from COCOM countries to 
Country Group Q, W, or Y or to the 
People's Republic of China that meet the 
conditions set forth In 374.3(e). 

10) Reexports from a COCOM country to the 
People's Republic of China that meet the 
requirements set forth In Advisory Notes 
for the People's Republic of China in the 
Commodity Control List (Supplement No. 1 
to 399.1) and are licensed for shipment 
by that country. 




-1 YES | 

_ I _ 

No U.S. reexport authorization required. 
374.2 


A/ill ajj of the following conditions be met? 

1) The commodities being exported: 

(A) Are identified by an "A" on the CCL; 

(B) Are not included In the "Advisory Notes" for those commodities in the CCL; 

(C) Are valued at more than $4,000 (except that commodities in CCL entries 1548, 1555,1559, and 
1781, and entries beginning with the digits 2 and 3, are eligible regardless of value); and 

(D) If included in entry 1565A, have at least one parameter falling in the extreme right hand, i.e, (d), 
column of boxes on Form ITA-6031P, Computer Systems Parameters. 

2) The reexport Is made in accordance with the conditions of the licensing authorization Issued by the 
applicable COCOM participating country; and 

3) The reexport has received unanimous approval from COCOM. 


I 

i 


FIGURE 4-6 Continued. 
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dual use products and technology was a serious problem. The Department 
of Defense took the lead and acted with vigor in a number of areas, either 
directly or by pushing Commerce, State, or other organizations to take 
action. At the behest of DoD, the U.S. Customs Service has intensified its 
enforcement efforts and the Departments of Commerce and State have 
encouraged the CoCom member countries to improve their enforcement 
programs. The Department of Defense has had a statutory obligation for 
many years to review license applications for selling controlled items to 
proscribed destinations; this obligation is now being fulfilled by the 
Defense Technology Security Administration (DTSA), created under 
DoD Directive 5105.51. DTSA has assumed primary responsibility for 
license reviews, which was formerly held by the Office of the Under 
Secretary for Research and Engineering. Now, as a result of a presidential 
directive issued in January 1985, DoD also reviews license applications 
for certain commodities to 15 Free World destinations from which the risk 
of diversion to the Soviet bloc is considered particularly high. 

During both the first and second Reagan administrations, the National 
Security Council (NSC) evolved and modified a structure for export 
control policy and decision making. From 1981 to mid-1982, the Senior 
Interagency Group on Foreign Policy (SIG-FP) coordinated the imple¬ 
mentation of policy decisions on unilateral and multilateral control of dual 
use high-technology exports. This group also dealt with other interna¬ 
tional foreign policy and economic issues such as the export of oil and gas 
equipment and U.S. policy toward construction of the Siberian natural 
gas pipeline. The State Department chaired the SIG-FP and its lower- 
level working groups. Staffing within the SIG-FP on high-technology 
exports was thin, however, and policymaking reportedly was slow and 
indecisive, primarily because of three factors: (1) the State Department’s 
desire to focus on other foreign policy issues that it considered to be of 
higher priority; (2) State’s reluctance to antagonize other Western allied 
nations; and (3) disagreement within the SIG-FP over the issues. 

In June 1982 following the imposition of U.S. sanctions against its 
European allies over the Siberian pipeline, 19 NSC created a new Senior 
Interagency Group on International Economic Policy (SIG-IEP). The 
main objective of this new group was to improve NSC attention to issues 
such as high-technology exports, issues that have overlapping diplomatic, 
economic, and military implications. During the second half of 1982, 
when attention remained focused on the Siberian pipeline and the 
resistance to U.S. controls by the allies, the secretaries of treasury and 
state cochaired the SIG-IEP. The United States and its allies finally 
resolved the pipeline issues in December 1982 through an agreement 
within NATO: The United States agreed to lift the sanctions in exchange 
for a thorough review of West-East trade questions. 
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Ir early 1983 under National Security Decision Directive 83-1, NSC 
rele ited export control policy to a lower “working-level” SIG, which 
was stablished officially as the Senior Interagency Group on Transfer of 
Stra jgic Technology (SIG-TST). This group continues to function and 
has ecome known more commonly as the SIG-TT (Technology Trans¬ 
fer) A. primary purpose of the SIG-TT is to expedite decision making in 
con action with the CoCom list review process. The under secretary of 
stat for security assistance, science, and technology chairs the SIG-TT; 
the ssistant secretary of defense for international security policy or the 
dep ;y under secretary of defense for policy represents DoD; and the 
assi ant secretary of commerce for trade administration or the deputy 
assi :ant secretary for export administration represents the Department 
of ( >mmerce. 20 

S ice 1983 some of SIG-TT’s major activities have focused on export 
poli y vis-a-vis the People’s Republic of China, the development of an 
adn nistration position on the renewal of the expiring Export Adminis- 
trat m Act of 1979, and the allocation of enforcement responsibility 
bet een the Treasury and Commerce Departments. SIG-TT also has 
dev ted attention to U.S. proposals for strengthening multilateral na- 
tior 1 security controls through CoCom. 

IS JLTILATERAL NATIONAL SECURITY EXPORT CONTROLS 

I sed in Paris, the Coordinating Committee on Multilateral Export 
Coi rols (CoCom) administers uniform multilateral national security 
exf rt controls on munitions, products and technologies related to 
nuc ?ar energy, and dual use products and technologies. Items in each of 
the j categories are placed on control lists maintained by CoCom if there 
is u animous consent among the member nations for control. Many of the 
itei s on the U.S. Control List parallel items found on the CoCom dual 
use ist, which is known as the International List. The International List 
co> rs three types of goods: 

« items designed specially or used principally for development, pro- 
du< ion, or utilization of arms, ammunition, or military systems; 

« items incorporating unique technological know-how, the acquisition 
of hich might give significant direct assistance to the development and 
prc uction of arms, ammunition, or military systems; and 

i items in which proscribed nations have a deficiency that hinders 
de 1 dopment and production of arms, ammunition, or military systems, 
a d ficiency they are not likely to overcome within a reasonable period. 

< 3 Com groups the items on the International List into various catego- 
rie Some categories, such as those covering measuring instruments 
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(category no. 1529) and computers (category no. 1565), include products 
whose technical characteristics range across several levels of sophistica¬ 
tion. The degrees of control, which are outlined in Table 4-1, depend on 
various technical parameters specified in the list or in notes appended to 
the list. There must be unanimous approval by CoCom members for the 
export to proscribed destinations of items representing the highest level of 
technological sophistication; at the lowest level any CoCom government 
can approve an export based solely on national discretion. 

This method of operation reflects the fact that, although there is strong 
support among CoCom members for a system of common national 
security export controls, there is considerable disagreement about the 
scope of items subject to control and the degree to which control is 
necessary and practical. For example, Canada, the United Kingdom, 
France, West Germany, and Japan have for years actively advocated 
major reductions in the scope of coverage. They subscribe to the view 
that the current multilateral CoCom control list is too extensive and that 
it would be more credible—and more enforceable—if widely available 
items were removed. 

Prior to 1985, CoCom conducted reviews of the dual use and other 
control lists every 3 years. In 1985 it initiated a process of annual reviews 
covering one-fourth of the list every year. (This spreads out the review 
process and alleviates administrative requirements at the CoCom secre- 


TABLE 4-1 CoCom Procedures 


• General embargo— covering items that must be submitted to CoCom for a general 
exception to the embargo with approval to export requiring unanimity among the 
members. 

• Favorable consideration —covering items falling below the general embargo line that 
will be considered favorably for export on a case-by-case basis if they meet certain 
conditions specified in the accompanying notes. 

• One-time review and listing or the “45-day” procedure —covering items for which a 
decision to approve their export as a category of product will be made within 45 
days; in this case, the question period lasts only 30 days (as compared to 8 weeks for 
general exception cases). If a product is listed (by make and model number), 
subsequent exports are controlled under administrative exception note procedures or 
are free from controls depending on the procedure specified. 

• Notification —covering items that have been nationally approved for export for which 
notice must be given to CoCom 30 days in advance of shipment but that do not 
require CoCom approval. 

• Administrative exception notes (AEN) —covering items that may be exported at 
national discretion with only the requirement to report statistics to CoCom monthly 
(after the fact unless stipulated otherwise). 
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taria ) Although CoCom now reviews list items on the average only once 
ever 4 years, it publishes the results of the review (i.e., additions and 
dele Dns to the list) at the end of each year—instead of waiting until all 
item have been reviewed. In practice, this puts changes into effect more 
quic ly than under the old procedures. Moreover, the practice of review¬ 
ing < lly a portion of the list each year does not preclude any CoCom 
men >er government from proposing essential changes—additions, mod- 
ifica ons, etc.—to portions of the list not under review. 

N : all proscribed destinations are treated by CoCom in the same way. 
At tl ; end of 1985, CoCom agreed to treat the People’s Republic of China 
mor liberally than the other CoCom-proscribed destinations. As a result, 
it ad ed certain equipment (i.e., equipment that falls within agreed-upon 
tech ical parameters in each of 27 International List categories) to the 
nati< lal discretion level of control for the PRC. This equipment now can 
be s ipped to that country without prior multilateral CoCom review. 

C Tently, CoCom follows a policy of not permitting exceptions to the 
gent al embargo for proposed exports to the Soviet Union. This policy, 
whi< i was adopted after the Soviet invasion of Afghanistan, does not 
appl to other CoCom-proscribed destinations—that is, nations in East¬ 
ern urope. 

T E CONTROL SYSTEMS OF OTHER WESTERN NATIONS 

T 3 panel reviewed in detail the export control systems of five CoCom 
cou ries that maintain control lists substantially parallel to the CoCom 
list: Hanada, France, Japan, the United Kingdom, and West Germany. 
All 1 /e nations have objected to the U.S. assertion of jurisdiction over the 
folk ving: (1) the reexport of U.S.-origin items; (2) the export of foreign- 
mac products that contain U.S. parts and components or that are based 
on 1 .S. technology; and (3) the export of non-U.S.-origin items by U.S. 
sub diaries located in their countries. None of the five administers the 
typ< of reexport controls listed above on their own dual use items. 
Moi over, Canada, France, and the United Kingdom have adopted 
legi ation that is specifically designed to protect their sovereignty from 
the ^ach of extraterritorial U.S. controls. 

A five nations support the international import certificate/delivery 
veri cation (IC/DV) system. Under this system the government of the 
nati n importing controlled items from a CoCom country assumes the 
resj msibility for preventing diversionary reexports to proscribed desti- 
nati ns. 

V th limited exceptions, none of the countries imposes controls that 
ext< id beyond the CoCom lists. Certain chemicals make up the only 
cat< ;ory of items controlled unilaterally by Canada for other than 





100 BALANCING THE NATIONAL INTEREST 


short-supply reasons. West Germany controls a few munitions and 
nuclear energy items unilaterally. 

There is little similarity among countries with respect to technical data 
controls. Some restrict the export of intangible data; others limit controls 
to tangible forms of information. 

Generally speaking, each CoCom country requires export licenses for 
CoCom-controlled commodities shipped to non-CoCom, nonproscribed 
destinations or “third countries.” These third countries, however, are not 
dealt with uniformly. Several of the nations require consignee assurances 
from Third World countries, a practice that does not mirror U.S. policy. 
Even within the United States there is no uniformity. For example, the 
Commerce Department requires import certificates from some non-CoCom 
nations (e.g., India and Hong Kong); in the case of other countries, it 
requires consignees merely to sign and submit supporting end use state¬ 
ments. From still other consignees—in some nations in Central and South 
America—the United States does not require any such assurances. 

As part of the special relationship with Canada discussed earlier, 
Canada abides (albeit somewhat reluctantly) by U.S. national security 
reexport regulations requiring authorization for U.S.-origin items that are 
originally shipped to Canada but are being supplied finally to third 
countries. Canadian cooperation also includes restricting reexports of 
U.S.-origin items pursuant to U.S. foreign policies not shared by Canada. 
However, Canadian and U.S. views differ on whether or not an item is of 
U.S. origin. Although the United States essentially contends that U.S. 
identity is never lost, Canada maintains that a U.S. item loses its identity 
if it is materially changed in Canada and the proportion of U.S.-origin 
parts and components in the resulting new product is less than 80 percent. 

The panel also reviewed in detail the export controls of one non- 
CoCom nation in Europe and one non-CoCom nation in the Far East— 
Austria and South Korea, respectively. As a neutral nation, Austria 
approaches export controls from a different perspective than the CoCom 
countries. Because it desires to maintain good commercial relations with the 
West without violating its neutrality, Austria maintains controls on reexports 
as specified by the original country of origin. Austrian-origin goods, how¬ 
ever, are restricted only to prevent shortages or price fluctuations. 

Austria requires licenses for exports of items that are imported with 
import certificates, a system based on voluntary agreements between 
Austrian firms and the Austrian government. Under this system, firms 
certify that they will abide by the conditions in the export license or 
reexport license governing items they import from other nations. 

Because of its hostility toward North Korea, the Republic of Korea 
engages in no direct trade with CoCom-proscribed destinations—on the 
presumption they are conduits to North Korea. Otherwise, Korea does 
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not c ntrol the export of any dual use items for security purposes. Except 
for n initions, Korean export control lists include no items on the CoCom 
list, he lack of Korean controls on exports of dual use strategic items to 
othe Western destinations concerns many CoCom countries; they fear 
Kon l will become a source of diversion as it proceeds with its rapid 
tech illogical development. 

B< h nations—Austria and Korea—also object to U.S. assertions of 
extr; erritorial jurisdiction and support the use of import certificate/ 
delb ry verification systems. 

T) : U.S. national security export control system, the multilateral 
agre merits administered by CoCom, and the control systems of other 
nati< is are all essential components of the effort to restrain the flow of 
milii ry and dual use products and technologies to potential adversaries. 
The ext two chapters assess in turn the administration of controls by the 
Uni d States and the larger multilateral control regime. 
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Ai Assessment of U.S. National 
Se ;urity Export Controls 


D PRODUCTION 

U >. policy on national security export controls should result from a 
pro< ss that weighs the benefits of controls to the United States in its 
rela ons with adversaries against the costs of controls in relations with 
allie and trading partners. The purpose of controls is to prevent or delay 
imp >vements in Warsaw Pact military capabilities that can be accom¬ 
plish id through the acquisition and use of Western technology and goods. 
Mili try capabilities can be enhanced directly, through better weapons 
peri rmance, or indirectly, through improved capability to manufacture 
mili try equipment. In peacetime the United States and its allies can 
cou Ler such advances by the Soviet bloc, albeit by incurring higher 
mili iry expenditures that impose additional costs on Western economies. 
The ?enefits of controls, therefore, are measured by the degree to which 
So\ >t military advances are prevented or delayed and the extent to which 
sav gs to the West are realized. 

T e adverse effects of controls are harder to measure because they 
der e primarily from a complex web of competitive and cooperative 
relc onships among Western countries. Of principal concern are the sales 
and narket share that U.S. producers of goods and technologies may lose 
or rego as a result of how the U.S. control system is designed and 
adr nistered and how it compares with the control systems of other 
coi tries with competitive suppliers. Reduced revenue may translate into 
less nvestment, a lower growth rate, and reduced innovation, the effects 
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of which could be important to the military as well as the commercial 
sector. To the extent that private firms anticipate that controls will have 
an adverse effect on their ability to exploit new technologies, innovation 
may be directly discouraged. Export controls can also cause friction 
between the United States and its allies and may interfere with their 
collaboration on technology security; on weapons development, produc¬ 
tion, and standardization; or on other matters bearing directly on West- 
East relations. 

The advantages to the West of controlling technology transfers to the 
East are not simply strategic; controls may yield savings in Western defense 
expenditures that could be devoted to nonmilitary uses including private 
investment. Similarly, the costs of controls are not strictly commercial; they 
too have implications for the military balance of power as well as for 
West-East competition in political spheres. Thus, assessing U.S. export 
controls solely in terms of military security gains versus commercial costs is 
inappropriate because the basis of comparison is incomplete. 

It follows that a strictly quantitative benefit-cost assessment of export 
controls is not feasible. Not all, perhaps not even the most important, 
advantages and disadvantages of controls can be precisely quantified or 
compared. They derive from a rapidly changing context and rest on 
qualitative judgments. The panel affirms that there is a compelling 
justification for national security export controls. Nevertheless, certain 
features of the control system impose excessive costs or have little 
effectiveness. In these cases, it is the panel’s judgment that changes in the 
control system are warranted. 

This chapter addresses three basic questions. First, how effective are 
U.S. national security export controls in denying or delaying Soviet 
acquisitions of Western dual use technology? Second, how efficiently are 
they administered? And third, what costs to the economy and the 
research enterprise are associated with current controls and their admin¬ 
istration? Because knowledge about the effects of controls on commercial 
markets as well as on national security will never be complete, and 
because judgments will be affected by changes in West-East relations, 
economic conditions, and technology, this chapter also addresses a 
fourth, procedural issue: Is the current U.S. policy process capable of 
generating adequate information, weighing the competing considerations, 
and balancing U.S. interests over the long term, during which it will be 
necessary to maintain some type of export control system? 

Detailed answers to these questions have eluded previous assessments 
of the export control system. Not only are the effectiveness and costs of 
controls uncertain, but there is a dearth of reliable data even on such basic 
points of reference as the value, composition, and share of U.S. export 
trade affected by national security export controls. 
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Th Department of Commerce, for example, publishes aggregate fig¬ 
ures 1 r individual validated license (IVL) applications—the total number 
of ap lications and their total value. It compiles but does not publish 
breal owns of the number and value of IVL applications by Control List 
categ ry (ECCN). But the department’s published or prepared data do 
not d tinguish between items controlled for national security reasons and 
those controlled for foreign policy, nuclear nonproliferation, or other 
reasc s; nor do they distinguish between applications for exports and 
those or reexports. The department does not examine individual licenses 
that; e returned after use to determine what proportion of the value of 
good authorized for export was actually shipped. Nor does the depart¬ 
ment routinely obtain from qualified exporters or other government 
sour< s (e.g., the Bureau of the Census) reports on the volume and value 
of tn isactions made under bulk licenses. 

Fu :hermore, the Commerce Department data base does not provide 
the ] :rcentages of reexport applications that are submitted by U.S.- 
head uartered and independent foreign-based companies even though 
reex >rt approval requirements, especially as they affect independent 
forei 1 manufacturers and distributors, are a highly controversial feature 
of th U.S. export control system both in the United States and abroad. 
Perh ?s most importantly, there is no correspondence between Control 
List ategories and the product statistical classifications under which 
expc ts are reported to and by the government—a linkage essential to any 
quar tative analysis of the effects of controls on U.S. export perform¬ 
ance 

A: a result of congressional and business community pressures to 
incr< se the speed of individual licensing decisions, data are available on 
the ] ocessing of IVLs. Although this information is useful, Commerce 
Dep tment officials have otherwise received little encouragement and 
few ^sources to analyze the scope and consequences of their activities. 
This information deficit impedes informed policymaking and efficient 
adm listration as much as it does independent evaluation. The panel 
atta< les high priority to correcting these deficiencies. 

In naking its own assessment of the operation and effects of export 
coni dIs, the panel took a variety of steps to fill the information void. In 
addi on to the briefings presented by government officials and business 
repr sentatives and its study missions to Western Europe and Asia, the 
pam commissioned two types of studies, each with several components. 

F st, the panel requested and was granted a “national interest” 
exc< >tion under Section 12(c) of the Export Administration Act, permit¬ 
ting its consultants unprecedented access to Commerce Department 
lice ;e files and data bases subject to strict observance of the confiden- 
tiali ' of business information. The consultants’ study included analyses 
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of a randomly selected sample of recently approved individual license 
applications; a random sample of license applications returned without 
action; a sample of reexport authorization applications submitted during 
a recent period; and more than half of the license applications, catego¬ 
rized by administrative criteria corresponding to levels of military critical¬ 
ity, for which processing was completed in a recent 1-week period. 

Second, the panel commissioned two surveys of U.S.-based companies 
affected by national security export controls. The first survey focused 
primarily on experience in applying for and using individual validated 
licenses. The second survey was designed to ascertain how the distribu¬ 
tion license is used and what have been the effects of recent changes in the 
Export Administration Regulations governing such licenses. 

The conclusions and judgments reached by the panel following these 
fact-finding efforts are discussed below. 


EFFECTIVENESS OF NATIONAL SECURITY EXPORT 

CONTROLS 

Intelligence and Enforcement Evidence 

Direct evidence of the effectiveness of national security export controls 
is confined to the results of enforcement activities and fragmentary 
intelligence data (see Chapter 2). The former presents a mixed but narrow 
picture from which only tentative conclusions can be drawn. Some 
investigations, as in the VAX case, have documented the elaborate, 
unpredictable, and presumably costly lengths to which the Soviets have 
gone in the pursuit of certain embargoed items; but other cases suggest 
that the scale and complexity of international marketing and distribution 
activities afford ample opportunities to evade controls. 

Intelligence sources estimate that the Soviets are paying twice the 
market price or more to obtain dual use technology illegally, which 
suggests that controls are raising the cost to the Soviets of their reliance 
on Western sources. By the Soviets’ own estimate, however, contained in 
the Farewell documents obtained by French intelligence, 70 percent of 
the Western items that they target and succeed in acquiring are subject to 
some form of national security export control. The proportion was the 
same during the most recent Soviet 5-year economic plan (1981-1985) as 
it was in the previous 5 years (1976-1980), a period of relatively looser 
Western controls. 1 On the other hand, according to the same sources the 
Soviets fulfill only about one-third of their requirements annually, sug¬ 
gesting that they encounter some delays in obtaining what they want 
when they want it. 2 The extent to which such delays have in turn delayed 
Soviet deployments of advanced military equipment is not known. 
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It i reasonable to surmise on the basis of this limited evidence that the 
contr . system, relative to a free market, inhibits and raises the cost but 
rareh foils completely technology acquisition efforts as sophisticated and 
well-] lanced as those mounted by the Soviet Union. Nevertheless, the 
quest >n of which controls are relatively more or less effective remains 
unan vered. 

Co tpliance 

Ar indirect indicator of the effectiveness of controls is the level of 
corp< ate compliance. Although this level cannot be determined precisely, 
there s substantial evidence that compliance has increased in recent years as 
the g vemment has committed more resources to enforcement. Between 
FYF 1 and FY1985 the number of IVL applications increased more than 70 
perc< it (from 71,369 to 122,606), exceeding the rate of increase in U.S. 
high- :chnology exports. Interviews conducted for the panel confirm what 
has t en widely suspected. For years, many small exporters had been doing 
busii ss unaware that their products required validated licenses. Directly 
and ; . a result of the publicity surrounding it, the U.S. Customs Service’s 
Opei tion Exodus, which resulted in the seizure or detainment of numerous 
shipi snts lacking proper authorization, brought about a greater awareness 
of th Export Administration Regulations and thus a significant improvement 
in fo nal compliance. It is not known whether the enforcement campaign 
has i duced the number of intentional diversions. 

M mwhile, reexport license applications received by the Department 
of C mmerce increased at an even faster rate, nearly doubling between 
FY1 33 and FY1985. In this case, however, the increase in compliance 
has een one-sided. The overwhelming majority (about 90 percent by 
valu i of reexport applications are from U.S.-headquartered companies 
and leir foreign affiliates, a rate double or triple the estimated share (30 
to 4l percent) of U.S. exports represented by intrafirm trade. Unrelated 
fore n firms initiate only 10 percent of reexport authorizations. 

T1 ; disparity in the shares of reexport authorization applications of 
U.S affiliates and foreign-owned firms is greatest in the case of CoCom 
men >er countries, which are the source of more than 80 percent (more 
thar >0 percent by value) of all reexport applications. In a representative 
sam le of recent applications from three major CoCom trading partners, 
bet\ ;en 87 percent and 98 percent of the submissions were traced to U.S. 
affili tes. The data strongly suggest that independent foreign companies 
are ither ignorant of or casual in their compliance with U.S. reexport 
con ols—except in the few countries, such as Switzerland, that require 
thei firms to follow the rules of the country of origin when exporting 
imp ted products. 
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These findings are not surprising in view of the fact that most CoCom 
countries, for reasons of national sovereignty, refuse to cooperate in the 
enforcement of U.S. reexport controls and are prepared to resist any 
systematic effort by the United States to penalize noncomplying foreign 
companies. Of course the export of all but unilaterally controlled U.S.- 
origin items to proscribed destinations from CoCom countries is subject 
to licensing by other governments. In these cases, U.S. reexport require¬ 
ments are not only problematic but also redundant. 


Discrimination in Licensing and Enforcement 

In addition to the level of formal compliance, the effectiveness of 
export controls depends on the government’s allocation of resources and 
effort in licensing and enforcement. Controlled products and technologies 
are of varying military significance, and countries and customers are of 
varying reliability in preventing their diversion to the Soviet bloc. It 
follows that exports of the most critical technologies and exports to 
countries with no or ineffective controls should receive the most scrutiny. 

Discrimination, or the lack of it, is a function both of how much is 
swept into the control system and how it is treated. In the first instance 
the panel estimates that a very large percentage of U.S. exports—as much 
as one-half of all nonmilitary manufactured goods shipped in 1985—is 
covered by one or another type of validated license.* Because exports 
that the Department of Commerce considers “high technology” consti¬ 
tute about two-fifths of U.S. manufactured exports, it is apparent that 
controls extend to products embodying relatively low technology. 

The panel analyzed a sample of licenses! for goods classified by level of 
military sensitivity, using administrative criteria developed by the U.S. 
government and/or in the course of CoCom negotiations. The analysis 
showed that the broad control net is heavily weighted with transactions in 
less-sensitive items with allied and other friendly Western countries. Ninety 
percent of license applications are for exports to Free World countries. 
One-third of these applications are for items that may be exported to CoCom 
countries under a general license and even to Soviet bloc destinations 


*See pp. 116-117 for a detailed explanation of this estimate. 

tThe analysis was of a sample of 1,618 processed license applications categorized by 
Department of Commerce license officers. In each case, the officer identified, independent 
of the intended destination, the item being exported as either within the administrative 
exception note (AEN) 9 level, within the level of goods that can be exported to the PRC 
without CoCom approval, eligible for shipment under a distribution license, or ineligible for 
shipment under a distribution license. The first three of these categories are stepwise 
inclusive rather than mutually exclusive. The four categories represent progressively higher 
levels of military criticality. 
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without prior CoCom approval. According to the sample, the United States 
rarely refuses a license to export these so-called “national discretion” items 
to any destination including the Eastern bloc. Two-thirds of the individual 
license applications were for items sufficiently lacking in military importance 
that they can be shipped from any CoCom country to the People’s Republic 
of China without prior CoCom approval. 

The large volume of cases involving exports of less-critical items to 
friendly countries severely limits the degree to which licensing officials are 
able to focus their efforts on the most-critical items. Nevertheless, in 1985 
there were two major attempts to sharpen that focus, primarily with respect 
to country destinations. First, as discussed in Chapter 4, the Export 
Administration Amendments Act authorized the export of AEN 9-level 
items to CoCom countries under a general license (G-COM). Although this 
afforded some relief, the anticipated 15 percent reduction in IVL applications 
has yet to be realized, evidently because of ignorance or caution on the part 
of some exporters.* Second, President Reagan directed the Department of 
Defense, concurrently with the Commerce Department, to review license 
applications for selected products to 15 Western countries that are not 
parties to multilateral control agreements and that are regarded as potential 
points of diversion. This greater attention to so-called “third countries” is 
reflected in longer processing times and slightly higher denial rates than for 
exports to CoCom destinations—although it entails an additional layer of 
review whose independent contribution to the quality of the review process 
has been questioned by the General Accounting Office. 3 

Although more-sensitive technology items are excluded from distribu¬ 
tion license coverage, the panel found little evidence that in the individual 
licensing process more attention is devoted to products of greater 
strategic importance than to those of lesser importance. License process¬ 
ing times for applications to Free World destinations do not vary 
significantly among categories that the Export Administration Regula¬ 
tions treat as more or less militarily critical. Similarly, on the panel’s 
study missions to Europe and Asia, panel members heard frequent 
complaints from U.S. and foreign enforcement officials that on direction 
from Washington they devote much of their effort to seeking out 
diversions of low-technology, widely available products—instead of 
concentrating on goods of more strategic importance. One foreign-based 
U.S. Customs officer commented, “We spend most of our time chasing 
after PCs [personal computers].” The evidence strongly suggests that a 
greater focusing of efforts could enhance the effectiveness of the control 
system. 


*See pp. 112-113. 
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Benefits of Controls 

A 1985 study sponsored by the Department of Defense 4 is the only 
major attempt to date to quantify the benefits of export controls. Using a 
sample consisting mainly of rejected 1983-1984 license applications for 
exports directly to the Soviet bloc, the study estimated that the Soviets 
could have saved $0.5 billion to $1 billion a year over a 13-year period if 
the applications in the sample had been approved and the acquired 
technology exploited. Under the same assumptions, the study projected 
additional U.S. and NATO defense expenditures of roughly the same 
magnitude to counter the improved Soviet capabilities. 

These conclusions are based on 79 cases (from a universe of 2,000 
applications) that were judged by a panel of military and technical experts 
to involve militarily “important” state-of-the-art technology with high 
reverse engineering potential. In other words, these 79 rejected applica¬ 
tions represent the type of control on exports directly to Warsaw Pact 
countries of highly sensitive dual use items whose effectiveness and cost 
are least likely to be questioned. These cases further suggest that most of 
the benefits of controls, if they can be realized, are probably concentrated 
in a relatively narrow range of products and technologies. 

Otherwise, the study’s conclusions provide little policy guidance. The 
claimed benefits of controls are hypothetical in several respects. No 
attempt was made to determine whether the Soviets did or could acquire 
the technologies by other means nor to determine if the Soviets did or 
were capable of exploiting what they might have acquired. The study also 
assumed that disapproval implied denial, an assumption that is unrealistic 
for many technologies and, for any particular technology or product, less 
and less realistic as time goes by. 

The study’s estimates that the Soviet Union could have saved $6.6 to 
$13.3 billion over a 13-year period by acquiring the items specified in the 
sample of license applications, and that additional allied expenditures of 
$7.3 to $14.6 billion would be required over the same period to 
compensate for such gains, are the judgments of a group of military 
experts, but their criteria and assumptions are only partially stated. The 
more widely quoted assertion that “the cumulative costs of the Soviet 
long-term acquisition program are much higher—perhaps $20-50 billion 
per year” 5 is not supported in the text of the report. In view of these 
uncertainties and lacking access to information that might resolve 
them,* the panel must question how much weight these estimates should 
be accorded. 


*The panel requested from DoD but did not receive back-up data for both sets of estimates. 
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THE EFFICIENCY OF EXPORT CONTROL ADMINISTRATION 

The Export Administration Regulations have evolved over a long 
period and currently fill more than 570 pages of the Code of Federal 
Regulations. Understanding and applying the rules are difficult tasks even 
for full-time, experienced, technically trained, English-speaking export 
licensing specialists. The system’s complexity alone imposes consider¬ 
able costs on and often undermines compliance by exporting firms. The 
burden is heaviest on small- and medium-sized companies that are unable 
to spread the costs over a large volume of export business. 

For the exporter, obtaining, using, and (in the case of distribution 
licenses) keeping export licenses entail an elaborate series of procedures, 
some of them requiring sophisticated technical judgments. The scope and 
mechanics of a compliance program will vary with the commodities being 
exported, the size of the company, and the type of validated license 
employed. Nevertheless, certain activities are required of all companies 
that export controlled goods: 

• The exporter must properly classify each export product within a 
category on the U.S. Control List, normally with assistance from in- 
house technical experts and sometimes from outside consultants. 

• If prior government approval is needed for exports of its products, 
the exporter must prepare and submit license applications, each of which 
may require at least several hours of effort. Individuals must be trained in 
how to prepare applications and must be prepared to monitor their 
progress to ensure that the applications are not lost or delayed by the U.S. 
government. Assistance from outside consultants is sometimes required. 

• The exporter must keep careful records of each individual shipment 
under an export license; submit to U.S. Customs a shipper’s export 
declaration listing the license authority for each shipment; and ensure that 
all shipping documents contain the required destination control state¬ 
ments. 

• The exporter must monitor additions to the Table of Denial Orders 
(the list of parties denied the privilege of purchasing U.S.-origin goods or 
technology) as well as changes in the Export Administration Regulations. 
Commerce Department notices of amendments to the regulations— 
ranging from major changes in the rules governing particular types of 
licenses to revisions of Control List entries to minor technical correc¬ 
tions—appear in the Federal Register on an average of about once a 
week. 

• The exporter must review all of its “exports” of technical data 
including international telephone conversations, servicing and installation 
activities abroad, and employment of foreign nationals to ensure that any 
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necessary license authority has been obtained. In many cases the ex¬ 
porter must obtain prior U.S. government approval for a technology 
transfer or obtain a written assurance of compliance with U.S. law from 
the recipient of the technical data. 

• The exporter must maintain tight controls over servicing activities 
including exports of spare and replacement parts to ensure that proper 
license authority has been obtained. 

• The exporter ,may need to advise or assist its foreign affiliates and 
customers in obtaining license authority for reexports of U.S.-origin 
products from one foreign country to another or for exports from a foreign 
country of a foreign-made end product containing U.S.-origin parts and 
components. 

Distribution license holders and their approved foreign consignees are 
required in addition to implement a series of internal control measures 
that are unique to that type of license. These measures include designat¬ 
ing and training employees with export control responsibilities; screening 
customers against the denial list, nuclear end use restrictions, and a 
profile of potential diverters; screening transactions against product and 
country restrictions on the use of the license; and maintaining extensive 
records to enable the Commerce Department to conduct periodic audits. 
In addition, distribution license holders are required to inform, train, and 
audit their approved foreign consignees and to correct and report in¬ 
stances of noncompliance. 

In addition to incurring administrative costs, exporters have difficulty 
interpreting the regulations and obtaining authoritative advice and clari¬ 
fication. For example, proper classification of a product is obviously 
crucial to compliance; but even engineers often find the U.S. Control List 
performance specifications, exceptions, and qualifications highly confus¬ 
ing because the terms and measurements often differ from those conven¬ 
tionally used in industry . The Commerce Department will issue a classi¬ 
fication decision in response to a written request. Such determinations 
have been given low priority, however, and commonly have taken several 
weeks or even months to process. Personnel assigned by the Commerce 
Department to respond to telephone inquiries are typically of little help on 
technical matters. Abroad, U.S. embassy officials are frequently ill- 
informed about even general EAR requirements. Neither in any case can 
render advice that binds the government. 

In circumstances of confusion, uncertainty, or ignorance, many export¬ 
ers err on the side of caution, submitting unnecessary applications for 
validated licenses. Seventeen percent of all processed applications in the 
sample of licenses taken 6 months after the introduction of the G-COM 
license were found to be eligible for this general license for low-level 
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technology to CoCom-member countries—and therefore need not have been 
filed and reviewed at all. Instead of returning such filings with a notation that 
they are eligible for a general license, the Commerce Department finds it 
easier simply to process license applications that are submitted in error. 
Even so, exporters who take elaborate precautions frequently find that their 
submissions are not in strict compliance with the regulations. 

There is a pressing need to rewrite, simplify, and condense the Export 
Administration Regulations and to upgrade the competence of Exporter 
Services and diplomatic personnel to provide timely, accurate assistance. 


Processing Times 

A perennial concern of Congress, the business community, and the 
responsible agencies has been the time it takes to process licenses, 
especially IVLs. Some improvements have been made in response to 
statutory deadlines and other congressional pressures and as a result of 
partial automation and decontrol actions. Nevertheless, licensing delays 
and uncertainties remain a problem for a significant percentage of export 
transactions. 

Shipping delays impose immediate financial costs on the exporter as 
well as a longer-term cost in customer confidence. When a product is 
available but cannot be shipped on receipt of an order, warehousing and 
other carrying costs are incurred. More expensive means of transporta¬ 
tion may need to be used to make up for the delay in obtaining a license, 
and the exporter may have to pay contract penalties to the purchaser and 
to subcontractors who supply components and assemblies. In some 
cases, sales are lost altogether. 

The objective of efforts to improve licensing efficiency has been to 
reduce average processing times. In contrast to the 27-day average 
reported by the Commerce Department, respondents to the survey 
commissioned by the panel reported a 54-day average processing time. 
This discrepancy is explained in part by a difference in definition. For the 
department, the clock starts when the application is recorded and stops 
with final issuance of the license or other action. For the exporter, the 
time extends from the mailing of an application to the receipt of a license 
or adverse decision, not counting the time spent in license preparation, 
obtaining end use statements, and other steps preparatory to submission. 
As far as the exporter’s ability to ship is concerned, the latter or total 
processing time is of course determinative. 

In contrast, license application turnaround times by the governments of 
other CoCom countries are generally much shorter. In Japan, for exam¬ 
ple, the Ministry of International Trade and Industry (MITI) usually 
responds within 2 or 3 days to applications for exports to Free World 
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destinations. But the important difference is not the number of days. 
Rather, it is the pattern, in Japan and elsewhere, of consultation between 
companies and government officials prior to the submission of applica¬ 
tions and coincident with negotiations between exporters and their 
customers. The licensing agency signals its likely approval or disapproval 
early on in these discussions, removing or at least minimizing uncertain¬ 
ties as to timing and outcome—uncertainties that U.S. exporters fre¬ 
quently experience and that complicate their business dealings. 

U.S. averages obscure, moreover, the highly skewed distribution of 
processing times. In the first quarter of 1986, the average processing time 
(according to the Commerce Department’s definition) was 27 days, with 
roughly three-quarters of the cases completed in less than that time. But 
the distribution has an extended “tail” stretching as long as several 
months and in a few instances even years.* It is the cases in this tail that 
absorb a large proportion of the corporate resources devoted to working 
the system and that create uncertainty in the market. The number of such 
cases is not insignificant; for approximately 5 percent of cases the 
processing time extends beyond 100 days. Several U.S. companies report 
that their customers are now insisting that sales contracts contain 
contingency clauses permitting abrogation of agreements that do not 
receive approval within a reasonable period of time. 

The panel concludes that more effort should be devoted to minimizing 
or eliminating the uncertainties of the licensing process. Reducing further 
the average time a license application is under Commerce Department or 
interagency review is a worthy objective, but it would not necessarily 
have a significant effect on total processing times, the predictability of the 
process, or the skewed distribution of processing times. 

For many types of transactions, primarily those involving sales of most 
types of products to allied countries, the licensing system does operate 


*One U.S. company prepared for the panel a detailed chronology of a license application 
that was ultimately approved after 910 days extending from March 1983 to November 1985. 
The application was for the sale of a $450,000 nuclear magnetic resonance (NMR) 
spectrometer to a medical research institute in Eastern Europe. Although U.S. firms 
pioneered the development of NMR technology, German and Japanese companies now hold 
two-thirds of the world market for instruments incorporating it. In fact, during the review 
period a German competitor sold several similar systems to bloc customers. NMR 
instruments do not appear on the U.S. Control List, but the equipment in question was 
subject to validated licensing requirements because it incorporated 32-bit array micropro¬ 
cessors and 30-megabyte Winchester disk drives, components produced in the millions in 
several countries. Throughout the lengthy process of review the applicant intervened 
repeatedly to keep the license under active consideration. But at no point was the company 
advised of any rationale for the concern that the product might be diverted and could 
contribute significantly to Soviet military efforts. 
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with reasonable predictability—that is, an exporter can count on obtain¬ 
ing approvals within a fairly consistent period of time. For other trans¬ 
actions, both West-West and West-East, the probabilities of a delayed 
response, of having an application returned without action, of receiving 
approval with conditions on the configuration of the product, and of 
apparent inconsistencies in the treatment of similar applications are much 
higher. In these circumstances the burden is on the exporter to take steps 
to prevent the process from becoming bogged down and to avert 
outcomes that effectively negate the sale or alienate foreign customers. 
Although there have been some successful efforts to computerize the 
license status process, many exporters continue to find it difficult to 
obtain sufficient information on the status, whereabouts, and prospects of 
license applications to coordinate production and shipment and to keep 
customers informed. 


Firm Size Differences 

The complexity, inefficiencies, and uncertainties of the licensing proc¬ 
ess suggest that the system creates its own scale economies and barriers 
to entry. Export controls are not designed to discriminate against small 
firms, but their operation adds to other difficulties small companies 
commonly experience in marketing internationally—difficulties in identi¬ 
fying markets, obtaining financing, and negotiating other hurdles to 
foreign trade. 

There is no estimate of the amount of exports foregone because the 
perceived costs of export controls discourage firms from doing interna¬ 
tional business in controlled products. Nevertheless, the panel’s survey 
data indicate that with regard to processing delays, inaction, conditional 
approvals—and other factors contributing to uncertainty—there are pro¬ 
nounced firm-size differences in the administration of national security 
controls. 

Small-firm applications to Free World destinations take 25 percent 
longer on average than those of large-volume exporters. The processing 
time variance (longest processing times relative to average time) is 21 
percent for large firms, 70 percent for medium-sized firms, and 150 
percent for small firms. The likelihood of receiving a denial is two-and- 
one-half times greater for small exporters than for large ones; the 
probability of having an application returned without action is nearly 
three times greater; and the chances of having to modify the product or 
attach conditions to its use are also nearly three times greater. * The fact 


*The comparisons are based on survey data summarized in Appendix C, Table C-8. 
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that large companies make much more extensive use of bulk export 
authorizations (such as distribution licenses) that obviate the need for 
prior approval of individual shipments simply compounds the differential. 
Complex regulatory schemes often have the unintended effect of discrim¬ 
inating against small enterprises. Export control administrators should 
take steps to minimize these disadvantages. 

COMPETITIVE EFFECTS OF CONTROLS 

The panel’s survey respondents,* reflecting on their experience over 
the 12 months prior to May 1986, perceived the control system as 
frequently having significant adverse effects on their business: 

• 52 percent reported lost sales primarily as a consequence of export 
controls; 

• 26 percent had business deals turned down by Free World customers 
(in more than 212 separate instances) because of controls; 

• 38 percent had existing customers actually express a preference to 
shift to non-U.S. sources of supply to avoid entanglement in U.S. 
controls; and 

• more than half expected the number of such occurrences to increase 
over the next 2 years. 

Before considering whether there is evidence of the magnitude of these 
effects, we need to review briefly the scope of coverage of the control 
system, a few of the analytical and practical difficulties of determining the 
magnitude of the trade impact, and the possible sources of adverse effects 
on U.S. competitiveness. 


Scope of Coverage 

Determining the value, size, and composition of the share of U.S. 
export trade affected by national security export controls is itself an 
elaborate and uncertain exercise. Nevertheless, a reasonable estimate is 
that in 1985 the United States exported $62 billion of dual use manufac¬ 
tured goods under the two most frequently used types of validated 
licenses—IVLs and distribution licenses.t Excluding military equipment, 


*The sample of companies surveyed was oriented toward firms in the electronics 
(equipment and components), aircraft (airframes, engines, and parts), instrumentation, and 
machine tool sectors. The 170 respondents accounted for roughly $36 billion of foreign sales 
in 1985, or approximately 28 percent of estimated total U.S. high-technology sales. 

tThis estimate was derived from Commerce Department and survey data and is explained 
in detail in Appendix C. 
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controlled exports therefore constituted about 40 percent of total U.S. 
exports of manufactures in 1985 (more than one-half of manufactured 
exports to all destinations except Canada, for which no validated licenses 
are required) and were almost equivalent to the value of all high- 
technology exports (including exports to Canada, which are 12 percent of 
the total) as defined by the Department of Commerce (see Figure 5-1). 
Very likely, these shares have increased in recent years, but the data 
unfortunately do not permit historical comparisons. 

As expected, the types of commodities that bear the brunt of 
controls—computers, aircraft and parts, instruments, electronic compo¬ 
nents, and communications equipment—are also the leading U.S. high- 
technology exports. But there are some curious anomalies. In the largest 
Control List category, electronic computing equipment (ECCN 1565), 
the Commerce Department approved roughly $26.1 billion in exports 
under IVLs alone; but the United States exported only $15 billion 
worth of computers in calendar year 1985. This discrepancy is attribut¬ 
able to several factors; 6 but most importantly it indicates that the 
Control List classification is at variance with the classification of trade 
data and even with common understandings. ECCN 1565 in particular 
encompasses a wide range of products that are licensed as computers 
because they contain a microprocessor but that are shipped under other 
product designations specified by the government for statistical pur¬ 
poses. 

From a corporate perspective the control system’s coverage also is 
very broad. Survey data in combination with Commerce Department 
information indicate that between 2,000 and 3,000 organizations apply for 
licenses each year. 

But even these numbers greatly understate the amount of business 
activity reached by U.S. controls. The national security export control 
regime covers not only products and technology as they flow across U.S. 
borders but also a range of transactions by U.S. subsidiaries and foreign 
firms abroad. The latter include, for example, sales of products produced, 
manufactured, and distributed offshore by U.S. affiliates and sales of 
products manufactured by foreign companies incorporating U.S. compo¬ 
nents or produced with U.S. technology. The $6.4 billion worth of 
reexport approvals that were issued in 1985 are only the tip of the iceberg 
because many reexports are authorized at the time original IVLs are 
obtained and because the reexport authority of the distribution license is 
used much more extensively than are individual reexport authorizations. 
The value of data transfers under general license GTDR cannot be 
determined. Initially, the adverse competitive effects of the control 
system may show up only outside the United States, although eventually 
they will affect U.S. export trade. 
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Composition of U.S. 
Merchandise Exports, 1985 
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FIGURE 5-1 Export coverage of U.S. national security export controls. 
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Composition of U.S. Exports of 
High Technology Goods, 1985 
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FIGURE 5-1 Continued. 
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Lack of Economic Analysis 

The complexity of international business operations is only one of the 
reasons that there has been no credible estimate of the economic cost of 
national security export controls. 

To date the Department of Commerce, despite its trade promotion 
mandate, has undertaken no economic analysis of national security 
export controls. Affected exporters presumably are in the best position to 
know the extent of the administrative burden and lost sales resulting from 
controls, but they have great difficulty even estimating these costs. Sales 
personnel are not usually engaged exclusively in administering controls, 
and statistics on lost sales are not kept. Furthermore, customers rarely 
articulate the reasons for choosing one supplier over another, let alone 
assign relative weights to all of their considerations—price, specifica¬ 
tions, quality, delivery time, and so forth. In the unusual circumstance in 
which controls are known with certainty to have been the sole or principal 
obstacle to a sale, disclosure of the circumstances poses some risk of 
harm to the company’s future sales by raising questions about its 
reliability as a supplier. Finally, because of industry reluctance for 
commercial and legal reasons to disclose proprietary information to other 
firms, there is no mechanism to aggregate and analyze individual 
exporters’ experience. For a variety of practical reasons, therefore, the 
business community’s assertions regarding the costs of export controls 
are supported only by anecdotal evidence. 

Like efforts to quantify the benefits side of the equation, any analysis of 
costs is hampered by certain inherent analytical problems. First, the 
continuity of national security export controls precludes examination in 
most instances of before-and-after effects on trade performance. In 
contrast, analysts have been able to estimate with some degree of 
confidence the economic effects of foreign policy trade sanctions that 
have a clearly delineated beginning and sometimes an end. 7 Second, the 
effects of export controls overlay and hence are difficult to isolate from a 
variety of other competitive factors such as exchange rates, general 
economic conditions, and specific sectoral conditions. Third, the licens¬ 
ing system cuts across a broad range of industries. Not only do the effects 
vary by sector, but they also vary over time and in how they are 
manifested—loss of sales, erosion of distribution networks, delays in 
shipments, and so forth. To capture all of these diffuse effects and distill 
them into a single number is a practical impossibility. 

Notwithstanding these difficulties the panel commissioned an indepen¬ 
dent study to attempt a first-order approximation of those costs to the 
U.S. economy that are associated mainly with current features peculiar to 
the U.S. national security export control system. Using the assumptions 
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table 5-1 Components of Economic Impact on the United States of 
National Security Export Controls, 1985 (in billions of dollars) 0 


Component 

Loss ($ billion) 

Lost West-West export sales 

5.9 

Lost West-East export sales 

1.4 

Administrative cost to firms 

0.5 

Reduced research and development spending 

0.5 

Value of licenses denied 

0.5 

Lost profits on foreign affiliate sales 

0.5 

TOTAL 

9.3 


a The methodology used to derive these estimates calculates the difference in lost sales 
(West-West and West-East), reduced R&D spending, the actual value of licenses denied, 
and the lost profits on foreign affiliate sales between the current control regime and a 
situation in which all CoCom countries administered the same control system. 

SOURCE: Quick, Finan & Associates, Suite 340, 1020 19th Street, Washington, DC 20036. 


described in Appendix D* and examining only the cost elements for which 
some data are available, this analysis estimated that the short-run direct 
costs of controls could be on the order of $9 billion annually. The study 
further estimated that this could in turn translate into an associated annual 
reduction in domestic employment of nearly 200,000 jobs (out of more 
than 2.6 million export-generated jobs in manufacturing). In addition, the 
application of a standard economic multiplier for the total reduction in the 
1985 U.S. GNP associated with lost export sales (both West-East and 
West-West) and reduced investment in research and development would 
raise the associated annual loss in U.S. GNP to approximately $17 billion. 

The panel notes that the estimated costs of U.S. national security 
export controls of approximately $9 billion would appear to be substantial 
in relation to total licensed U.S. trade (estimated in this study to be 
approximately $62 billion). Moreover, as can be seen in Table 5-1, these 
costs are estimated to be much greater for trade between the United 
States and other Free World countries than they are for trade between the 
United States and the Soviet bloc. Therefore, it is reasonable that a 
harmonized multilateral export control system could be more effective in 
the future in controlling technology flow to the East while simultaneously 
reducing impediments to West-West trade and yielding substantial eco¬ 
nomic benefits to the United States by reducing the costs of controls. 


*The panel recognizes that the assumptions underlying such an exercise may be subject 
to debate. It has chosen nevertheless to present the results of the consultant’s analysis as a 
frame of reference for appreciating the magnitude of the direct economic costs that may be 
associated with national security export controls. 
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It is important to emphasize that the panel did not base its findings or 
recommendations on these estimates of the direct economic costs of 
national security export controls. Rather, the panel’s conclusions stand 
on their own. They are based on a broader range of noneconometric 
factors and on the outcome of the panel’s own deliberations. Yet another 
reason why the panel did not base its judgments on these estimates is that 
they do not take account of such crucial considerations as the actual 
effectiveness of controls or their effects on cooperative relationships 
among the allies. 

The methodology used to derive these estimates was based on a 
calculation of the difference between the current control regime and a 
situation in which all CoCom countries administered the same control 
system. The components of the direct cost estimate as derived in the 
analysis are presented in Table 5-1. The entire methodology, including an 
enumeration of certain known costs excluded from the calculation, is 
described in detail in Appendix D. 

The remainder of this section examines more fully several aspects of 
the economic cost issue. 


Sources and Extent of Disadvantage to U.S. Exporters 

The control system poses major barriers to U.S. high-technology trade 
directly with the Soviet Union and Eastern Europe. For some U.S. 
industries (e.g., machine tools) and for some individual companies, Soviet 
bloc countries theoretically could represent significant markets, as they 
do for certain Western European sectors and firms with respect to 
West-East trade. Nevertheless, as the leader of the Western alliance the 
United States has been and for the foreseeable future is likely to be 
somewhat more restrictive than its allies. Moreover, structural features of 
the nonmarket economies, primarily their enforced self-sufficiency and 
limited ability to produce competitive goods for world markets, severely 
restrict their foreign exchange earnings and hence their imports. For what 
manufactured goods the Soviet bloc does import, the proximity of 
Western Europe and Japan and their greater use of Soviet energy and raw 
material exports make them more likely suppliers than the United States. 
In the unlikely event that the United States could capture the same share 
of Soviet bloc imports that it holds in total world manufactures trade 
(approximately 20 percent), U.S. exports would increase on the order of 
$3 billion to $4 billion. As described in Appendix D, a realistic estimate of 
U.S.-Soviet bloc trade loss attributable to export controls is not insignif¬ 
icant, but it is smaller than the range noted above. 

Of much greater concern are the potential costs of export controls on 
U.S.-headquartered industrial firms engaged in West-West trade. These 



ASSESSING U.S. NATIONAL SECURITY EXPORT CONTROLS 123 


costs are a function of the significant differences in national treatment of 
internationally competitive suppliers of technology. 

Among the disadvantages to U.S. exporters vis-a-vis CoCom country 
competitors are the following: 

• In contrast to the time delays and high level of uncertainty charac¬ 
terizing U.S. individual (IVL) licensing, which conceivably discourage 
some producers from exporting altogether or from exporting certain 
products, other CoCom country licensing systems are characterized by 
rapid processing, prior consultation between exporters and licensing 
officials, and a high degree of predictability. 

• For national security reasons the United States unilaterally controls 
some 27 categories of dual use products and technologies that are not 
included on the CoCom International List. 8 Among other CoCom mem¬ 
bers, only Canada and Germany maintain unilateral national security 
export controls, but these are limited to certain kinds of chemical 
products and nuclear items, respectively. 

• The United States often requires foreign resellers to obtain a U.S. 
reexport authorization for U.S.-origin end products, U.S.-origin parts and 
components incorporated in foreign equipment, and even foreign prod¬ 
ucts manufactured with U.S.-origin technology. No other CoCom mem¬ 
ber imposes reexport controls, and many do not use the other devices 
employed by the United States (e.g., denial lists and end-user and 
postshipment checks) to prevent the diversion of controlled goods from 
non-CoCom Western countries. (See Table 6-1.) 

• In the past, U.S. bulk licenses, especially distribution licenses, have 
been less restrictive than some foreign licensing systems that rely even 
more heavily than does the United States on prior review and approval of 
individual transactions. Nevertheless, the U.S. distribution license pro¬ 
cedure has recently become relatively more restrictive as these license 
holders and their foreign consignees have been required to establish 
internal control systems subject to U.S. government audit and as other 
CoCom members (Japan, France, and the United Kingdom) have adopted 
bulk export authorizations with less stringent conditions. 

Among the disadvantages to U.S. exporters vis-a-vis non-CoCom 
country competitors are the following: 

• In contrast to the elaborate system of U.S. controls, few non-CoCom 
countries (exceptions are Switzerland, Sweden, Austria, India, and 
Yugoslavia) maintain any national security controls on dual use exports. 

• U.S. bilateral efforts to conclude control agreements with third coun¬ 
tries disadvantage U.S. firms in relation to their competitors: in the short run 
by the use of license denials or delays as an instrument of negotiating 
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leverage and in the long run in cases in which a country agrees to control only 
exports of U.S.-origin technology. 

As the relative restrictiveness of U.S. controls becomes more apparent 
abroad, foreign customers are exploring alternative sources and some 
already have turned to non-U.S. suppliers. At the same time, U.S. firms 
are losing their relative competitive edge, not only in technological 
sophistication but also in price competitiveness, product quality, market¬ 
ing, and service—factors that previously compensated for the negative 
competitive effect of export controls. 

U.S. producers of medium- and lower-level technology products are 
most vulnerable because increasing numbers of non-U.S. sources, many 
of them with cost or other competitive advantages, exist for these items 
or for their essential components. Not only does the U.S. national 
security export control system weigh more heavily than the controls of 
other countries with increasingly competitive suppliers, but it also cap¬ 
tures a great many lower-level items and treats them on a par with more 
advanced technology having greater military significance. Although the 
benefits of controls appear to be concentrated in a few technology areas, 
the costs are spread across a wide range of products of varying sophisti¬ 
cation and strategic importance. 

The panel developed two analyses that support the extensive anecdotal 
evidence acquired on its foreign visits and presented in briefings by export¬ 
ers. The first analysis deals directly with the question of lost sales—in this 
case those resulting from the imposition of controls that have been in part 
unilateral. The second indicates that extraterritorial controls are having an 
adverse effect on the structure of business operations by which U.S. firms 
establish and maintain a competitive position in world markets. 


The Case of Analytic Instruments 

The category of analytic instruments provides a unique opportunity to 
isolate and measure the effects of U.S. unilateral export controls because 
of discrete regulatory changes in 1984 that affected products containing 
embedded microprocessors. In April 1984, following an extended public 
and internal government debate, the Department of Commerce an¬ 
nounced decontrol of roughly one-half of the categories of instruments 
previously requiring a validated license. Eight months later, however, the 
department issued interpretations of new CoCom agreements redefining 
incorporated microprocessors and reimposing controls on many of the 
same instrumentation categories. 

After adjusting for changes in exchange rates, price levels, and level of 
foreign industrial production, an analysis commissioned by the panel (see 
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Appendix C) indicates that when controls were relaxed early in 1984, 
U.S. analytic instrument exports increased (by the third quarter of 1984) 
roughly 7 percent over what they would have been without the change. 
Using the same assumptions and adjustments the analysis shows that 
when the relaxation was reversed late in 1984, exports (by the third 
quarter of 1985) were 12 percent below what they would have been if 
licensing requirements had not been reimposed. These fluctuations in 
trade reflect only the short-run observable effects probably attributable to 
unilateral export control. In the long term the on-off-on-again controls 
may erode the desire of foreign customers to purchase U.S. products. 
Also not reflected in the analysis are the effects these restrictions may 
have had on foreign transactions in similar instrumentation produced 
abroad with U.S. technology or containing U.S. components. 


The Case of Foreign Consignees Under Distribution Licenses 

In May 1985 the Commerce Department issued new regulations requir¬ 
ing distribution license holders and their foreign consignees to protect 
controlled items from diversion to the Soviet bloc by establishing internal 
control and recordkeeping systems subject to on-site inspection by agents 
of the license holder and the U.S. government. 9 For the vast majority of U.S. 
exporters and their affiliates holding distribution licenses, the flexibility of the 
license unquestionably outweighs the administrative and other perceived 
costs of the new restrictions. But the combination of increased administra¬ 
tive costs, foreign sensitivities to the extraterritorial application of U.S. law, 
and in the case of firms located in other CoCom countries the duplication of 
effort entailed in complying with domestic as well as U.S. export control 
regulations raises a concern that the rules discourage independent foreign 
companies from doing business with U.S. suppliers. 

Surveyed in May 1986, only 1 month after the regulations became fully 
effective, distribution license holders responding (accounting for approx¬ 
imately 18 percent of the total number of licenses) reported the loss or 
removal of 32 percent of all the foreign consignees approved on their 
licenses—1,175 out of 3,686—in the previous 12 months since the 
regulations were issued. Business changes unrelated to the regulations, 
sales inactivity, and product decontrol actions were reported to account 
for one-half of these drop-outs; but the expense of compliance and 
consignees’ refusal to comply accounted for 40 percent of the cases. More 
often than not, business is continuing with former foreign consignees 
under different licensing arrangements. Nevertheless, 28 licensees (25 
percent of the sample) reported an immediate loss, albeit in the near term 
a small loss, of business as a result of the drop-outs. Companies also 
reported that under the new requirements it is becoming more difficult to 
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recruit new consignees and that some consignees have reduced their 
orders although they remain on a distribution license. 

Again, these findings represent only the short-run, observable effects of 
the regulations. Other evidence indicates that a number of foreign companies 
that chose not to terminate relationships with U.S. suppliers abruptly are 
now exploring alternative sources for the future. 10 A crucial stage in 
implementing the regulations is approaching as license holders and the 
Department of Commerce begin systematic auditing of foreign consignees. 
In the meantime the regulations have already brought about some erosion of 
the distribution networks of U.S. exporters, a marginal loss of business, and 
an increase in the volume of individual license applications. 


TECHNICAL DATA CONTROLS 

Some firms find it difficult to understand and apply the general license 
GTDR and validated license requirements for the export of technical data. 
There is substantial confusion regarding what transactions (i.e., oral 
communication with foreign nationals, visual inspection by foreign na¬ 
tionals within the United States, and application of knowledge abroad) are 
considered to be “exports”; there also is uncertainty as to what transfers 
are unrestricted (and thus eligible for general license GTDA) or require 
written assurances of nondisclosure by the recipients (under general 
license GTDR). Some firms argue that the requirements associated with 
the GTDR license inhibit internal corporate information flows without 
affording any more protection than customary corporate procedures for 
handling proprietary information. 

Of greater concern to the panel, however, is the prospect of greatly 
expanded controls on technical data including data arising from research. 
There are at least three manifestations* of this emerging policy thrust. 


*A fourth was announced just before the panel completed its deliberations. Under an 
October 1986 policy directive (a memorandum from the President’s national security 
adviser, John M. Poindexter, on a “Policy for Protection of Sensitive, but Unclassified 
Information in Federal Government Telecommunications and Automated Systems for 
Immediate Implementation by All Federal Executive Branch Departments and Agencies,” 
29 October 1986), the National Security Council has instructed all federal departments and 
agencies to safeguard sensitive but unclassified information in government telecommunica: 
tions and automated information systems. Although it is left to agency heads to identify 
“sensitive” information whose disclosure, loss, or destruction could damage national 
security or other government interests, the directive refers specifically to technological as 
well as other kinds of information. The directive does not, however, specify the means for 
protecting such information (for example, whether it is to be withheld from data bases such 
as the National Technical Information Service or, alternatively, whether access to such data 
bases is to be restricted); nor does it refer to penalties for unauthorized disclosure. 
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First, the Department of Defense is moving to place restrictions on 
unclassified technical data developed in DoD-sponsored research and 
falling within a category on the Militarily Critical Technologies List 
(MCTL). Although the export of such data always has been subject to the 
provisions of EAR and ITAR, domestic U.S. dissemination was 
unfettered. The current initiative relies on authority in the 1984 DoD 
Authorization Act to exempt such data from public disclosure through 
requests under the Freedom of Information Act. 11 

The panel does not question the authority of DoD to control technical 
data arising from militarily sensitive research projects it funds. Neverthe¬ 
less, extending controls to unclassified technical data that relate to the 
wide range of technologies on the MCTL and allowing access to that data 
only by U.S. and foreign firms previously certified by the U.S. govern¬ 
ment would seriously encroach on the exchange of information in the 
technical community without necessarily enhancing national security. 

Of particular concern is the impact of this new system on the commu¬ 
nication of research through professional society meetings and publica¬ 
tions. Communication fostered by scientific and engineering society 
activities has been crucial to the rapid advancement of commercial and 
military technology in the United States and thus to national security. 
Although Soviet access to this communication is of legitimate concern, 
the panel believes the risks are outweighed by the important role of open 
and rapid communication of ideas and findings, including conceptual 
dead-ends, in promoting innovation. 

A second manifestation of efforts to expand controls on technical data 
concerns patent information. Serious constraints on the use of new 
knowledge to benefit U.S. commercial and military activities could result 
from the development by the Patent and Trademark Office, in consulta¬ 
tion with the Department of Defense, of a new type of patent secrecy 
order. 12 (See also Chapter 4.) The order can be issued when a patent 
application contains unclassified technical data relating to inventions with 
military or space application. Although the patent would be withheld until 
the secrecy order was lifted, the data contained in the application could be 
disclosed to U.S. residents; the invention could be developed and 
marketed domestically; and the inventor could apply for patent protection 
in most European countries and Australia. Other foreign disclosure or 
marketing could occur only under a validated export license. Because the 
applicant would not be authorized to file for patent protection in most 
newly industrializing countries, marketing this invention could lead to 
legal pirating by enterprises in those countries. 

Use of the MCTL or any other broad criteria as guidance could result 
in subjecting a considerable number of applications to such secrecy 
orders. The panel believes that extensive use of secrecy orders would 
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undermine the benefits of the patent system, increase the duplication of 
R&D activities, and result in important innovations being withheld from 
commercial markets. 

Third, the Department of Defense has culled from the MCTL a subset 
of critical dual use items with an eye to proposing that these technologies 
and the technical data associated with them be subject to validated 
licensing to Western destinations. 13 Of all the initiatives to restrict 
transfers of technical data, this is potentially the most troublesome 
because controls would not be limited to know-how or inventions derived 
from government-sponsored research and development or contained in 
patent applications but would apply regardless of the information’s origin, 
form, and means of transfer—personal, print, or electronic. 

Despite the problems associated with it, general license GTDR remains 
critical to the ability of many U.S. firms to conclude sales, explore 
international joint ventures, and transfer research results to foreign 
business partners. Requiring a validated license for data covered by broad 
categories of the MCTL would significantly alter the nature of communi¬ 
cations within the Free World. Although the comprehensive operations 
license authorized in 1985 might limit the burden on large multinational 
firms, other companies with less well-established international operations 
would be adversely affected. 

There is little doubt that unclassified but militarily sensitive technical 
information can be diverted from Western channels of communication; but 
there are enormous practical difficulties as well as political and economic 
risks in treating information in the same manner as tangible products. The 
flow of technical data within and among enterprises is essential to their 
operation. CoCom agreement to adopt similar restrictions is doubtful; some 
member governments lack legal authority to control intangible data. Finally, 
it is not clear that the benefits the Soviets derive from adapting, applying, 
diffusing, and improving upon unclassified technical data acquired from the 
West are substantial enough, relative to other means of obtaining technol¬ 
ogy, to warrant broad application of intrusive controls. 

USE OF THE MILITARILY CRITICAL TECHNOLOGIES LIST 

Regardless of the regulatory mechanism the panel is concerned by the 
prospective use of the Militarily Critical Technologies List as a de facto 
and possibly unilateral control list for technical data. It also considers 
unwise and unworkable the long-standing congressional mandate, re¬ 
newed in the 1985 Export Administration Amendments Act, to integrate 
the MCTL with the U.S. Control List—except on a case-by-case basis in 
which CoCom negotiation and agreement precede the adoption of a new 
control by the United States. 
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As mandated in the Export Administration Act of 1979 and revised 
periodically by the Department of Defense, the complete MCTL is a 
classified document of 800 pages, including specifications and justifica¬ 
tions. An abbreviated, unclassified version was published in October 1984. 
Updating has not changed its initial character. The MCTL is an extensive 
compilation of militarily useful technologies and equipment. It lacks 
prioritization and reflects the paucity of detailed information on near-term 
and long-term Soviet needs and capabilities. Further, the MCTL’s 
development has not been disciplined by considerations of clarity, foreign 
availability, or enforceability, considerations that should be reflected if it 
is to be used as an operational control list accessible to licensing officers 
and exporters. The MCTL serves a useful but limited purpose as a 
reference document for developing control proposals and making in¬ 
formed licensing decisions. Explicit internal DoD guidance could enhance 
the latter role and dispel much of the confusion that surrounds the MCTL. 

The Militarily Critical Technologies List was an attempt to embody 
general control criteria developed by a 1976 task force of the Defense 
Science Board under the chairmanship of J. Fred Bucy. 14 The Bucy task 
force implicitly faulted the traditional emphasis on controlling exports of 
products for neglecting the source of any nation’s industrial capability and of 
the U.S. military advantage over the Soviet Union in particular—mastery of 
the know-how required to specify, design, build, test, maintain, and use 
sophisticated products. The Bucy task force instead proposed controls on 
critical design and manufacturing processes; essential manufacturing, in¬ 
spection, and test equipment; and operation, application, and maintenance 
data accompanying products. Furthermore, the task force urged closer 
scrutiny of revolutionary rather than slowly evolving technologies and of 
active means of transfer—for example, turnkey factories, training, and 
ongoing technical exchanges—rather than routine sales of products. 

The Bucy criteria have strong theoretical appeal but have proven 
extremely difficult to put into operation. They rely on distinctions— 
“critical,” “revolutionary,” “keystone”—on which opinions are widely 
variable and difficult to reconcile. As the panel’s observations on techni¬ 
cal data controls indicate, it is especially hard to define categories of 
know-how that need to and can be controlled, beyond proprietary 
protections but short of security classification, without disrupting routine 
and vital technical communication. 

THE POLICY PROCESS AND THE BALANCING OF 

U.S. INTERESTS 

The panel’s findings underscore the need for a policymaking process 
that will continue to generate new information and weigh conflicting 
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judgments. Economic and technological change in the West requires 
continuous balancing and rebalancing of diverse national stakes. Divided 
administrative responsibility, congressional oversight checks on admin¬ 
istrative discretion, consultation with private industry, and negotiations 
with allies can ensure that some balancing of views and interests occurs 
in the evolution of export control policy. But these long-standing features 
of the policy process have limitations and drawbacks and are not up to the 
challenge of reconciling controls with the need to sustain a vigorous 
technological enterprise in an increasingly competitive international econ¬ 
omy. 

In many areas of economic and social regulation in the United States, 
federal statutes, executive orders, or judicial decisions directly require or 
indirectly encourage analysis of costs and benefits. This is not the case 
with export controls. Because they involve matters of foreign and military 
affairs, both national security and foreign policy export controls are 
exempt from the Administrative Procedures Act (5 U.S.C. 553), which 
provides for judicial review and for notice of and public comment on 
proposed regulations, and from Executive Order 12291, which mandates 
economic impact analysis of most domestic regulations. 

To impose export controls for foreign policy purposes (or to maintain 
them after their automatic expiration after 1 year), however, the Export 
Administration Amendments Act of 1985 requires the President to deter¬ 
mine that the adverse effects on U.S. export performance, the reputation 
of U.S. companies as reliable suppliers, and the welfare of companies, 
their employees, and communities will not exceed the foreign policy 
benefits. Furthermore, before applying foreign policy controls, the Pres¬ 
ident first must have tried other means to influence the offending 
country’s behavior. He also must have consulted with Congress, indus¬ 
try, and other countries so that he is in a position to certify to Congress 
that the actions he is considering are likely to achieve their objective, are 
enforceable, and are not likely to be undermined by the behavior of other 
countries. The General Accounting Office is directed to “second-guess” 
the President’s judgments and to determine whether they meet the 
statutory criteria. None of these formal checks and balances, intended by 
Congress to contain the costs and ensure the effectiveness of the 
President’s actions, applies to national security export controls. Nor has 
the bureaucratic structure served to produce analysis and debate. 

Shared responsibility among agencies with diverse and often conflicting 
perspectives has been a chronic feature of export control policy and 
administration. The Export Administration Act assigns the Department of 
Commerce primary responsibility for the list of controlled dual use goods 
and technologies and for administering and enforcing the licensing sys¬ 
tem. The Department of State has the lead in negotiations with other 
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countries, both CoCom and non-CoCom, to achieve cooperation on 
multilateral controls. The Department of Defense is charged with provid¬ 
ing technical advice on the military significance of goods and technologies 
and the security risks of their transfer to proscribed countries. Finally, the 
Customs Service has primary responsibility for the enforcement of 
controls at points of exit and for investigations of diversions abroad. 

Although this dispersion of authority has disadvantages, the panel 
believes that both the policy guidance and the division of labor set forth 
in the Export Administration Act are appropriate. It is not difficult to 
conceive of alternative arrangements, but none promises an ideal balance 
of the national interests in export controls. The deficiencies of the current 
arrangement, however, are threefold. First, there has been no regular 
policy guidance at the highest level of the U.S. government nor an 
effective means of reconciling differences among the agencies. Second, 
certain departments, notably Commerce and State, lack resources and 
assertiveness commensurate with their responsibilities. And third, recent 
changes within the departments have shifted export control responsibili¬ 
ties away from officials responsible for technology and trade develop¬ 
ment, resulting in a concentration of authority in administrative units with 
a narrower perspective. 

The lack of an effective overarching mechanism has allowed a legiti¬ 
mate but limited view of military security to dominate without giving 
sufficient weight to the health of the economy as a crucial element of 
national security. The White House has intervened only intermittently 
and then to contain bureaucratic conflict rather than to give policy 
direction. The Senior Interagency Group on Technology Transfer has 
been a weak instrument of coordination and conflict resolution. It has not 
considered its responsibility to be that of balancing the requirements for 
enhancing U.S. competitiveness, maintaining the U.S. lead in military 
technology, and promoting cooperation with our major allies. 

DoD’s assertiveness on export control issues is not counterbalanced by 
the Departments of State and Commerce. On its foreign fact-finding 
missions, the panel was told repeatedly that the United States speaks with 
several voices on technology transfer policy to the consternation and 
frustration of foreign negotiators. By the same token, several recent DoD 
initiatives, notably on the review of foreign availability findings and of 
license applications to certain Free World countries, have had the effect 
of weakening the authority of the Commerce Department and the morale 
of its Export Administration personnel. 

One unfortunate result of the imbalance is the lack of any effective 
mechanism for weeding out from the Control List those products and 
technologies that have ceased to be strategic or that have become so 
widely available that control for all practical purposes is impossible. The 
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momentum is to add, not to delete, and the principal licensing agency, 
with a stake in keeping its task from becoming unmanageable, has been 
unable to slow it down. 

A striking example is the failure of the Commerce Department’s foreign 
availability program to yield the results intended by Congress when in 
1979 and again in 1985 it mandated a procedure to eliminate one type of 
ineffective control—on items that the Soviet Union either can make itself 
or freely buy from uncontrolled sources. According to the statute, foreign 
availability exists when a non-CoCom-origin item of comparable quality is 
available to adversaries in quantities sufficient to satisfy their military 
needs so that U.S. exports of the item would not make a significant 
contribution to their military capabilities. 

A newly created Office of Foreign Availability (OFA), with valuable 
technical assistance from defense, intelligence, and other agencies, has 
completed 44 investigations of the availability of items under control or 
proposed for control. Many of these studies have contributed needed 
discipline to the process by which new controls are conceived and 
developed. Of the 44 investigations, 20 were assessments of whether or 
not foreign availability should lead to the removal of existing national 
security export controls. Most of these assessments have languished in 
interagency review for periods as long as 8 months. Only two negative 
findings and three positive findings, the latter leading to preliminary 
decisions to decontrol automatic silicon wafer saws and mercury cad¬ 
mium telluride uncooled array sensors and to modify specifications on 
floppy disks, have been published. One problem is that, although regula¬ 
tions specify expeditious Commerce Department evaluation of foreign 
availability claims, no constraints are imposed on the Defense 
Department’s review of OFA findings. The review process is used as a 
means of delay. Further, DoD narrowly construes the foreign availability 
criteria to preclude decontrol in most cases. The panel believes that the 
meager results of this process mean that U.S. industry continues to bear 
unnecessary costs and the credibility of U.S. controls is further under¬ 
mined. 

Another recent change in the policy process is more subtle but no less 
consequential. In the current administration the bureaucratic balance of 
power has shifted toward security, intelligence, and law enforcement 
agencies and away from those entities responsible for technology devel¬ 
opment, trade, and international economic relations. In the Defense 
Department a new organization, the Defense Technology Security Ad¬ 
ministration, reporting to the under secretary of defense for policy, has 
assumed responsibility for technology transfer policy—responsibility that 
previously resided in the Office of the Under Secretary for Research and 
Engineering. In the State Department, security assistance officials have 


stand on its own just below the Office of the Secretary. 

These changes have contributed to a reinvigorated control system, a 
credible enforcement capability, better threat assessment, a more asser¬ 
tive diplomacy, and even improvements in license processing. The 
reorganization of Export Administration in the Department of Commerce 
and the appointment of a senior representative for strategic technology 
policy in the Office of the Under Secretary of State for Security Assist¬ 
ance, Science, and Technology are two recent positive efforts to upgrade 
the administrative capabilities of responsible agencies. 

But there is a danger in isolating export control functions from trade 
and technology development responsibilities. The risk is that controls will 
become increasingly unrealistic and burdensome on U.S. competitiveness 
and innovation and that these adverse effects will not be acknowledged 
until they become obvious and possibly irreversible. The evidence of such 
effects is limited but sufficient to justify further adjustments in U.S. 
export control policy and administration. 
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An Assessment of the 
Multilateral Export Control System 


The rapid diffusion of technology and the globalization of production 
and marketing of high-technology products leave the United States little 
choice but to work to improve and bring additional Western countries into 
the system of multilateral export controls. The issue is how effective and 
reliable an instrument the system is or can be made to be—and what 
approach the United States should take in improving upon it. 

By persuasion and pressure the United States has led its allies to agree 
to a broad set of controls on trade with the Soviet bloc. But U.S. 
policymakers have often acted outside the consensus, with or without 
multilateral consultation. The United States has imposed and maintained 
unilateral national security controls; foreign policy controls on the export 
to the Soviet Union of goods and technologies that have no military 
importance; and controls on reexports of U.S. products, parts, and 
components from CoCom countries. Some of these measures have posed 
few problems in alliance relations, but others have been major irritants. 

The panel believes that the multilateral system is so essential to the 
effective denial or significant delay of strategic products and technology 
to the Soviet Union, and that restrictions on West-West trade and 
technology exchange are sufficiently harmful to U.S. economic and 
Western security interests, that the United States ought now to pursue the 
objective of developing a community of common controls in dual use 
technology among cooperating Western countries. This concept implies 
the construction of a common external “wall” of export controls to the 
East accompanied by a significant liberalization of controls within the 
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West. To be successful a community of common controls must in time 
include not only the industrialized allies but also a number of advanced or 
rapidly industrializing non-CoCom countries. 

The panel recognizes that this objective will require major policy 
adjustments by both the United States and its major trading partners. 
Furthermore, there may be an incentive for one or more countries to 
remain outside the community as an island of unrestricted trading 
activity. This could only be prevented by strict community control of 
exports to the noncomplying country. Such contingencies need to be 
addressed in developing the community. Nevertheless, recent improve¬ 
ments in CoCom and moderately successful diplomatic initiatives with 
certain neutral European countries have made the concept of a commu¬ 
nity of common controls in dual use technology a realistic objective for 
U.S. export control policy. 

This chapter considers the adjustments that have already been made in 
multilateral export controls and the obstacles to further progress. First, it ! 
addresses the state of the CoCom arrangement—its rejuvenation in recent 
years and its remaining deficiencies. Second, it considers the extent to 
which U.S. policies support or undermine international cooperation on 
national security export controls. Finally, it reviews the progress and J 
pitfalls in securing the cooperation of leading countries that are not parties 
to CoCom. 

PROGRESS IN COCOM ) 

Since 1980 CoCom has attracted unprecedented attention at high 
political levels in member governments. In the wake of the Afghanistan 
invasion, the United States persuaded its CoCom partners to adopt a 
policy of allowing no exceptions for exports to the Soviet Union of items < 
falling within the CoCom general embargo. The U.S. government not only 
has tightened its own strategic export controls but also has led a major 
effort to revitalize the multilateral system.* At the Ottawa summit of 
Western leaders in July 1981, President Reagan persuaded the allies to 
call the first ministerial-level meeting of CoCom in 25 years. The meeting 
took place in January 1982 and was followed by two other high-level 
meetings—in April 1983 and February 1985. 

The 1982 ministerial meeting reaffirmed the strategic and political 
objectives of the organization; launched a comprehensive review of the 

*Efforts by the Departments of Defense and State have led to: (1) important progress in 
CoCom list reviews, (2) the shift of emphasis from product control to technology control, 
and (3) improved administrative and technical support capabilities within the CoCom 
secretariat. 
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)Com International List; called for national controls of “equal effec- 
r eness,” including measures to deal with the reexport of controlled 
uipment and technology from third countries; and urged improved 
ministration and enforcement of CoCom controls. The 1983 meeting 
ok place during the allies’ confrontation over construction of the 
berian gas pipeline and focused on the details of what was by then a full 
enda, as well as on the deficiencies of the CoCom establishment in 
iris—inadequate staff, space, and equipment. The 1985 meeting ratified 
outcome of the list review process; adopted a new procedure of 
ntinuous reviews; called attention to the diversion of goods in transit; 
proved expedited processing of exception requests for the People’s 
^public of China; and endorsed work on the means of dealing with the 
port of intangible technical know-how. 

As a consequence of these agreements, CoCom members have tight- 
ed some of their licensing and enforcement procedures; admitted Spain 
membership; upgraded Paris headquarters operations; launched a 
plomatic effort to obtain the cooperation of nonmember countries; 
eated a group of advisers with military expertise, most of them 
presenting defense ministries; and added to the control list certain types 
machine tools, dry docks, semiconductor manufacturing equipment, 
botics, superalloy technology, telecommunications switching equip- 
snt, and software. Perhaps most importantly, a 10-year debate over the 
/els of computer hardware and associated technology that should be 
nied to the Soviet military was finally resolved by a compromise, 
moving lower-level computers from the International List. 

In the panel’s judgment the combination of a more up-to-date control 
t and the commitment of most member countries to adhere to it in trade 
th the Eastern bloc makes CoCom a reasonably effective, albeit 
[perfect, instrument of control on which the United States can rely with 
Lich greater confidence than the arrangement merited only a few years 
o. 

COCOM DEFICIENCIES 
Intra-CoCom Differences 

It is widely believed both in the United States and abroad that some 
)Com nations are more assiduous than others in their adherence to 
)Com restrictions against direct sales of militarily useful goods and 
:hnologies to the Soviet bloc. Goods that might not be sold if they were 
U.S. origin may be approved for sale to the bloc by another CoCom 
untry. Governments differ in their interpretations of the relevant 
:hnical parameters. In situations of uncertainty about whether or not 
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equipment is controlled, U.S. firms tend to err on the side of caution by 
refusing to do business or by requesting an export approval; foreign firms 
are more likely to accept the order and ship the goods. This is particularly 
likely to occur in countries whose governments have not allocated 
adequate resources to enforcement of export controls and have not 
otherwise stressed the importance of compliance with export controls to 
their domestic producers. 

Correcting such deficiencies and reconciling interpretations of the 
International List have been principal objectives of the United States— 
not only in CoCom negotiations but also in dealings with individual 
governments. Much remains to be accomplished, but the underlying allied 
consensus does enable the reconciliation of differences when a sound 
strategic rationale exists for items subject to control. 

There are more serious differences among CoCom countries, with 
adverse consequences for both technology security and U.S. competi- j 
tiveness, in the treatment of exports of CoCom-controlled items to other i 
Western destinations that are potential points of diversion to the Eastern 
bloc. 

With few exceptions,* all CoCom countries license the export of 
controlled dual use products to one another and to third countries as a j 
precaution against diversion. A crucial control consideration in West- ; 
West trade generally is the reliability of customers. In conjunction with ! 
individual licenses,t therefore, various CoCom members employ several j 

instruments, depending on the country destination, to ensure the reliabil- \ 

ity of consignees. These instruments include: (1) requiring from the f 
recipient’s government an import certificate (IC) and/or delivery verifica- ! 
tion (DV) statement usually pledging that the item will not be reexported 
to a proscribed country; (2) conducting a prelicense or postshipment 
investigation of the consignee (an “end-user check”); (3) demanding from 
the recipient (i.e., consignee) a declaration of the intended end use of the 
item or a letter of assurance against its reexport to a proscribed country; i 
(4) maintaining a list of diverters or suspected diverters for use in | 
screening original license applications; and (5) in the U.S. case alone, 
requiring that some reexports have the approval of the government of the 
country of origin. 

Formal requirements and informal practice, however, vary consider- 


*Canada, the United Kingdom, France, Germany, Japan, and the United States all issue 
bulk licenses restricted to West-West trade. Apart from the U.S. special license arrange¬ 
ments, the panel was able to acquire only incomplete information on the conditions for 
obtaining and using licenses under these systems. 

tValidated licenses are not required for direct trade between the United States and 
Canada and vice versa. 
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y from one CoCom country to another. Consequently, controls on 
ernational List items in West-West trade are inconsistently adminis- 
sd. For example, major CoCom partners have not been willing to 
intain extraterritorial controls and do not cooperate in the enforcement 
U.S. reexport restrictions. Few CoCom members conduct prelicense 
1 end-use checks in the West or have formal mechanisms comparable 
the U.S. Table of Denial Orders for denying export rights to known or 
ipected diverters. All CoCom members request import certificate and 
ivery verification documents from only a handful of nonmember 
intries (see Table 6-1). Because efforts to improve CoCom surveillance 
exports to third countries have been only marginally successful, such 
veillance remains the weakest link in the multilateral system, 
rhe United States has been inclined to compensate for the weaknesses 
1 differences in the CoCom system by “going it alone.” The only 
usible explanation for U.S. reexport controls on multilaterally con- 
led commodities exported to other CoCom member countries is that 
do not have confidence that their control systems will reliably prevent 
ersion. The U.S. approach, however, is ineffective for two reasons, 
st, if direct controls by the host government do not adequately deter 
jstionable sales, indirect controls asserted from a considerable dis- 
ce are unlikely to be any more effective. Second, because the CoCom 
intries are not merely conduits of U.S. goods and technology but the 
iree of equally sophisticated items of interest to the Soviet bloc, any 
icy that fails to address directly the weaknesses of CoCom is self- 
uding. Thus, while there are problems with the CoCom system, it is the 
iel’s view that there is no viable alternative to reliance on the 
ltilateral approach to export control that CoCom represents. The 
ited States should build on the widely shared perception of the Soviet 
at and create incentives for governments and industry to cooperate in 
re vigorous and effective multilateral controls. 


Scope of the International List 

Dne of the impediments to more effective enforcement and cooper- 
m, especially in terms of the control of exports to third countries, is the 
>pe of the CoCom International List. As the panel confirmed in 
cussions with officials in Europe and Asia, many member countries 
ieve the list far exceeds CoCom’s grasp. Given finite resources, it is 
practical to enforce sweeping controls. Overly broad coverage also 
luces the credibility of the control system and encourages laxness on 
part of public officials and industry. Curtailing the control list would 
/e the further advantage of encouraging the cooperation of newly 
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Hong Kong, 6 other countries 

United Kingdom No For exports to CoCom Uncertain 

a U.S.-published Table of Denial Orders used to screen applications. 
b Requires letter authorization in some cases. 

SOURCES: International Business-Government Counsellors report; panel foreign study missions. 
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lustrializing countries that are becoming producers of lower-level 
a trolled technology. 

4s a practical matter, CoCom may be able to control effectively only those 
mmodities and technologies where only a few non-CoCom countries 
jndly to Western interests have developed indigenous capabilities. Al- 
>ugh some non-CoCom countries have agreed to control reexports of 
Com country origin, they have for the most part refused to control 
ligenous goods and technologies that fall within CoCom control parame- 
s. Thus, to maintain the effectiveness of its restrictions, CoCom is obliged 
update continually its control parameters in accordance with the cooper- 
on it has—or has not—obtained from relevant non-CoCom nations. 


rhe CoCom List Review Process 

Because of its investment in strategic technologies, its leadership role 
the alliance, and its global security interests outside the alliance, the 
lited States has typically advocated more extensive controls than its 
'Corn partners at every list review. The existence of a much larger 
port control bureaucracy in the United States may also account for the 
iater number of U.S. control proposals. 

Individually and collectively, other CoCom members devote less effort 
efining what controls are advisable and could be effective. As a result, 
iny CoCom members take a reactive stance in the list review process, 
tance often influenced by domestic commercial pressures. More thorough 
sessments by other major CoCom nations (Canada, France, Great Britain, 
Dan, and West Germany), comparable to those carried out by the United 
ites, would contribute to the development of well-documented proposals 
• decontrol and to the evolution of a control list that is based on a solid 
nsensus and equally supported and enforced by all members. 

The CoCom rule of unanimity is an unnecessary obstacle to removing 
ms from the CoCom list. Unanimous agreement to add items is 
sential; all members must agree on the wisdom of new controls. The 
luirement for unanimity to remove items from the list, however, 
dermines the credibility of the embargo. One objection may force the 
ler CoCom members into giving lip service to controls that they no 
ger believe are tenable and that they may subsequently undermine 
'ough lax enforcement. A mechanism for implementing less-than- 
animous judgments favoring decontrol would have at least two positive 
ects: It would ameliorate the current situation in which there is, de 
ffo, a lack of multilateral cooperation in controlling some items; and it 
>uld increase the effectiveness of the general embargo. 

The capabilities being developed and acquired by competitive non- 
>Com countries probably warrant even shorter list review cycles than 
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those contemplated at the end of the 1985 round of CoCom discussions. 
To reduce the current 4-year cycle to, for example, 2 years would 
probably require a reduction in list coverage. This could be facilitated by 
adding a “sunset” provision, perhaps limited to administrative exception 
note items, that would cause these items to be removed automatically 
during the next regular CoCom list review unless their continued inclu¬ 
sion was rejustified and agreed upon. 


The CoCom Exceptions Process 

If an exporter wishes to ship goods or technologies on the International 
List to a Soviet bloc destination for civilian use, he must apply to his own 
government for permission. If national discretion authority does not 
apply, a government that is supportive of the sale must seek an exception 
at CoCom to the general embargo. CoCom approval of the exception 
request requires unanimous consent. 

There are several problems with the exceptions process. The primary 
one is that member governments frequently interpret CoCom require¬ 
ments or particular cases differently. For example, members may differ 
in their judgments about a product’s technical characteristics and thus 
about the level of CoCom controls that apply to its export: whether it is 
eligible for shipment at national discretion, whether it should receive 
favorable CoCom consideration, or whether it requires full CoCom 
consideration and approval. Or members may disagree about the 
conditions under which an exception to the general embargo or favor¬ 
able consideration may be granted. These conditions may be restric¬ 
tions on the end use and end user or a requirement to substitute 
equipment with lower technical parameters for the item in the original 
application. 

There is a widespread suspicion that members frequently object to 
other countries’ exception applications or otherwise manipulate the 
exceptions process to benefit their own exporters. Individual members 
may adopt a more liberal interpretation of what constitutes a “safe” 
export and, in bringing such cases to CoCom as an exception request, 
create an impression that they seek a commercial edge. The fact that the 
United States has consistently submitted a majority of the requests for 
exceptions—formerly, for the Soviet Union, and more recently, for the 
People’s Republic of China—is often interpreted abroad as an effort to get 
into the market first. In the United States it is taken as evidence of stricter 
U.S. adherence to multilateral controls. Especially on its visits to 
European and Asian countries, the panel sought evidence of U.S. use of 
the exceptions process for unfair commercial advantage. It found no 
evidence to support this allegation. 
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nother problematic feature of the exceptions process arises from 
;mber governments’ needs for technical, end-use, end-user, and other 
mmercial information to make informed judgments. Governments of 
3 larger CoCom countries have sufficient in-house technical expertise, 
t governments of smaller nations often rely on industry advisers to 
sist in the evaluations. Even though the data are “sanitized” to protect 
oprietary information, such reviews by industry have fostered the 
spicion that these governments may be seeking to promote commercial 
;erests by providing their producers with access to valuable commercial 
diligence. 

The reliance of some member governments on private technical advice 
s been an argument for enlarging the role of defense ministries in 
tional export control processes generally and in CoCom deliberations 
ecifically. CoCom members have established a group of military 
perts representing the CoCom governments to consider the military 
ievance to the Soviet Union of particular Western technologies.* This 
ganization meets independently of CoCom and reports its findings to 
2 member governments. Another proposal is to strengthen the technical 
iff of CoCom so that smaller nations can participate in technical 
sessments without having to rely on industry assistance. 

Finally, the CoCom exception decision process and the ability of 
2 mber governments to weigh exception requests could be improved if 
>Com established a “precedents file” containing exception decisions, 
mmodity descriptions, and end-user information. Currently, these data 
s not computerized nor are they readily available for review by CoCom 
ambers. 


Transparency of CoCom Decision Making 

Most firms try to avoid the waste of time, money, and customer good- 
11 entailed in having a license application rejected. Difficult as it often is, 
pecially for U.S. exporters, to discern the basis of national government 
port control decisions, the CoCom decision process and the criteria 
plied within it are even more obscure. This situation could be remedied 
additional information on CoCom procedures and on commodities and 
d users approved or denied were made available. CoCom members 
uld agree to submit appropriate information on approved and denied 
ses within a reasonable time (e.g., delayed 6 months) and sanitized in 
ch a way that the information would not be useful for competitive 


*See Joseph Fitchett, “West to Assess Exports With Military Use,” International 
raid Tribune (October 12-13, 1985). 
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purposes. The panel perceived a great deal of interest in such an 
arrangement during its overseas fact-finding missions. 

U.S. POLICY AND INTERNATIONAL COOPERATION 

Through foreign policy and economic cycles, the premise that Soviet 
acquisitions of leading Western dual use technologies represent a signif¬ 
icant military threat has not been seriously challenged anywhere in the 
Western alliance. Although there have been lapses in attention and 
frequent disputes over the scope and means of control, there has not been 
a major international quarrel over principle. This consensus underlies the 
success of the current administration in revitalizing CoCom despite the 
fact that its initiatives coincided with a deep recession, a succession of 
trade disputes, and the uproar over the Siberian gas pipeline embargo. 

The goal of U.S. policy should be to improve the multilateral control 
system to the point where removing controls from West-West trade is 
possible. However, the panel believes that there are two features of U.S. 
policy that impede progress toward this goal. One is the tendency to 
resort to foreign policy trade sanctions to penalize Soviet political 
behavior without clearly distinguishing them from strategic controls and 
without adequate consultation with our allies. The other is the use of 
extraterritorial controls that signal U.S. mistrust of our CoCom partners 
and offend their national sovereignty. 


Foreign Policy Pressures on CoCom 

CoCom is designed to restrict the flow of goods and technology to the 
Soviet bloc solely for national security reasons. This is reflected in the 
criteria used by CoCom for placing goods and technologies on the 
International List. However, U.S. foreign policy considerations, separate 
from the West-East military rivalry, have on occasion intruded on the 
CoCom process. 

Particularly when dealing with the bloc nations, it is difficult to 
distinguish, clearly and consistently, measures that are aimed directly at 
the bloc’s military strength from measures that are aimed at its economic 
growth and political adventurism. Obviously, a change in political 
orientation within the bloc can radically change the national security 
equation. For example, the radical changes in China’s foreign and 
domestic economic policies since the Cultural Revolution have led to a 
far-reaching change in the West’s perception of the national security 
risks entailed in selling sophisticated technology to the PRC. Neverthe¬ 
less, the CoCom controls are intended to focus only on national security 
quite narrowly defined. 
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The United States has taken a much more expansive view of what types 
goods and technology pose a military risk and has sought to use CoCom 
punish Soviet behavior for essentially foreign policy reasons. Exam- 
s include the U.S. proposal after the invasion of Afghanistan to 
nbargo turnkey projects amounting to more than $100 million and the 
.S. initiative after the imposition of martial law in Poland to add oil and 
is equipment and technology to the CoCom list. Such initiatives usually 
eet with allied resistance and may threaten the ability of CoCom to 
istain the embargo of critical strategic items, even when undertaken 
er consultation with our CoCom partners. They are certainly damaging 
hen taken abruptly and without prior discussion. 

CoCom cannot function effectively without agreement on the national 
curity criteria to be used in compiling and implementing the Interna- 
>nal List. There is nothing to prevent a member from using export policy 
influence or express disapproval of another country’s actions nor from 
ying to persuade its allies to join in a trade embargo. But such initiatives 
tould not be presented as falling within the original CoCom mandate and 
lould not be discussed or implemented within CoCom except after 
scussion and agreement in other venues such as NATO. Because 
mtrols based on foreign policy considerations are likely to produce 
ssension, it is wise to keep the CoCom process isolated from explicit 
reign policy considerations. 


Extraterritorial Controls 

In some circumstances the United States attempts to exercise licensing 
mtrol over reexports of U.S.-origin products from one foreign country 
another. The objective of such controls is understandable: The United 
ates seeks to ensure through the controls that products that were 
sensed for export from the United States to a particular foreign country 
) not find their way to proscribed destinations. In practice, however, the 
due of the controls is highly questionable. 

First, the controls are premised on the assumption that the jurisdic- 
mal reach of the United States extends to actions by foreign citizens 
at are undertaken outside the territory of the United States.* Many 
her countries simply do not accept that U.S. authority has such an 


*The acceptance of limits on the jurisdictional reach of the United States does not leave 
e United States without any power to deter diversion through reexport. If the U.S. license 
plicant makes false statements in the initial licensing application as to the intended 
stination of the product, then of course sanctions could be imposed on the applicant, 
oreover, the United States could decline to approve licenses for further exports to a 
reign recipient who has reexported products to a proscribed destination. 
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expansive reach. Indeed, some of our closest allies have legislation that is 
intended to block the United States’ extraterritorial jurisdiction. The 
controls are thus premised on legal grounds that are questioned by those 
who are expected to comply. 

Second, and perhaps as a consequence of doubts as to the legal 
justification of U.S. efforts to control reexports, foreign compliance with 
U.S. restrictions appears to be lax. The data examined by the panel 
suggest that foreign-owned businesses in CoCom countries often ignore 
the requirement to seek U.S. authorization to reexport, especially when 
the U.S. content (parts, components, or technology) of the goods is 
minimal or has lost its identity. This failure to observe U.S. requirements 
is not, of course, a vehicle of diversion when the host government 
controls exports in accordance with CoCom agreements. 

Third, U.S. reexport controls impede progress toward a cooperative 
and unified system of controls among the allies. In every country visited 
by the panel on its European and Asian fact-finding missions, foreign 
businessmen and government officials expressed strong opposition to 
the U.S. system of reexport controls. The intensity of feeling is 
disproportionate to the burden that foreign companies currently bear, 
but the burden could become substantial if compliance were enforced. 

Moreover, the grievance extends beyond questions of legal jurisdiction 
and potential cost. The explanation for this hostility is far more funda¬ 
mental: Our reexport controls are seen as conflicting with widely ac¬ 
cepted principles of international law and national sovereignty. Despite 
the existence of certain anecdotal evidence regarding their previous 
laxness in export control enforcement, our allies view current U.S. policy 
as reflecting mistrust as to whether CoCom partners or other countries 
that share our security concerns will adequately protect our common 
interest in preventing the diversion of sensitive products to the Soviet 
bloc. 

The Political Costs of U.S. Policy 

U.S. restrictions on West-West trade and technology transfer are 
becoming a significant irritant in allied relations. Especially in Western 
Europe, where U.S. export control policy has heightened prevalent 
feelings of technological and economic insecurity, the panel found that 
resentment against U.S. restrictions is surfacing in many quarters. As in 
the pipeline episode, the objections are mainly to the extraterritorial reach 
of U.S. law; but there is also concern about discrimination against 
friendly foreign nationals in access to U.S. research and suspicion 
regarding the terms of weapons cooperation agreements including those 
related to the Strategic Defense Initiative (SDI). As many Europeans see 
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, not only are they impeded in gaining access to the technology that 
ould help Europe become competitive with the United States and Japan, 
ut they are also hampered in their commercial applications of the 
ichnology (some of which they have helped to develop). 

In 1985 the North Atlantic Assembly proposed a new European agency 
) promote European technological independence and to bargain with the 
(nited States on technology transfer issues. In a lengthy resolution 
dopted in February 1986, the European Parliament was even more 
ritical of the “unilateral and especially indiscriminate proliferation” of 
r.S. technology controls, proposing that the Commission of the European 
Community consider seeking a European Court of Justice ruling on the 
ompatibility of CoCom rules with provisions of the Treaty of Rome 
vhich established the European Community). The resolution also ad- 
sed European Economic Community member states to adopt legislation 
lodeled on Great Britain’s Protection of Trading Interests Act blocking 
le application of U.S. extraterritorial restrictions. 

These statements reflect a mood that was forcefully conveyed to the 
anel on its European fact-finding mission by government officials, 
liticians, and private sector leaders alike. They raised the prospect of 
roding trust and cooperation among the NATO allies. 

The current friction over national security export controls should be 
iewed in the context of volatile but basically sound alliance relation- 
dips. National security export controls are only one of many prevailing 
ritants including traditional trade protection and subsidy issues, diffi- 
ulties in coordinating macroeconomic policies, unilateral U.S. foreign 
olicy controls, and obstacles (of which technology transfer policy is only 
ne) to the creation of a two-way street in military equipment develop- 
lent and procurement. Moreover, West-West technology controls have 
ot been an impediment to agreements to strengthen the multilateral 
xport control system nor even to agreements on SDI collaboration, 
undamental differences over West-East strategic trade are likely to 
merge only if there is a sharp divergence of perceptions regarding Soviet 
ehavior under the new leadership and the prospects for West-East 
ccommodation with the Gorbachev regime. So far no serious divergence 
as occurred. 

The test of U.S. export control policy, however, is not the level of 
3rmal international cooperation that it engenders but the adequacy of the 
xport control performance of the allies and other Western countries at 
oth the governmental and private sector levels. The risk from the 
nposition of controls to which there are strong objections is that such 
ontrols will gradually undermine the credibility of the system and thus 
le degree of compliance with it. Maintaining and extending a web of 
nilateral West-West restrictions also may drive the development, appli- 
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cation, and marketing of some technology to countries that are weaker 
links in the chain of controls. 

NEGOTIATIONS WITH NON-COCOM FREE WORLD COUNTRIES 

The Export Administration Act requires that the United States take 
“all feasible steps to initiate and conclude negotiations with appropriate 
foreign governments for the purpose of securing cooperation” in control¬ 
ling exports and reexports of controlled goods and technology. Countries 
that agree to institute controls equivalent to those of CoCom shall be 
treated in the same manner as CoCom member countries with respect to 
U.S. licensing requirements (i.e., availability of the G-COM license for 
shipments of less-sensitive controlled items, availability of the proposed 
G-CEU license, and automatic licensing after 15 or 30 days). 

Cooperation from countries that are not members of CoCom has 
become important to the success of the CoCom control efforts; it will be 
critical in the future as several third countries become significant markets 
for CoCom-controlled goods and develop indigenous products that fall 
within CoCom control parameters. As CoCom seeks to unify its controls 
on exports to the Soviet bloc, the threat of leakage of controlled products 
and technology through non-CoCom Free World countries grows. Ap¬ 
proval for the shipment of controlled goods from CoCom to non-CoCom 
nations has come to be based in part on the nature of the commitments or 
controls these nations are willing to exercise to prevent reshipment of 
these items to proscribed destinations. 

CoCom members have formally agreed to urge non-CoCom nations to 
establish and strengthen their controls vis-a-vis proscribed nations. CoCom’s 
Subcommittee on Export Controls has reviewed the policies of some 20 
non-CoCom third countries and grouped them according to their relationship 
to CoCom and the adequacy of their current controls. These groups include: 

• nations sharing CoCom objectives such as New Zealand and Australia; 

• nations sharing CoCom objectives but lacking adequate controls such 
as South Korea and South Africa; 

• neutral nations that do not share CoCom objectives but apply some 
controls such as Sweden, Switzerland, Austria, and Ireland; 

• nations that do not share CoCom objectives and apply few if any 
controls such as Singapore, Malaysia, and India; 

• nations on which information is inadequate such as Hong Kong; and 

• nations that have a special ideological attachment to proscribed 
nations. 

The subcommittee also has set common objectives for member coun¬ 
tries to guide their individual bilateral approaches to these nations. The 
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nited States, for example, has proposed a number of objectives with 
spect to third country controls on exports to CoCom-proscribed na- 
3ns. In the U.S. view, third countries should be asked to: 

• assume responsibility for preventing reexports to the Soviet Union 
id the Warsaw Pact countries of imported CoCom-controlled items that 
) not have reexport authorization from the originating CoCom countries; 

• monitor use of CoCom items in the Soviet Union and the Warsaw 
ict countries after obtaining reexport approval; 

• control the export to proscribed destinations of indigenously pro- 
iced products that are functionally equivalent to CoCom-controlled 
2 ms; and 

• cooperate in enforcement measures. 

If accepted, these conditions would amount to an adoption by third 
luntries of the CoCom control list, both for imported and indigenously 
•oduced items, and of CoCom-like reexport and enforcement procedures 
ir authorized exports. 

Although important agreements to protect some CoCom- and U.S.- 
igin goods have been reached with a few countries, none of the 
;reements concluded to date comes close to meeting the comprehensive 
.S. criteria. Agreements with the European neutrals include measures 
i implement controls on selected categories of CoCom-origin items and 

• coordinate these controls with the CoCom member country in which 
ie controlled item originates. In most cases, indigenous products are not 
ibject to such controls. 

To date, negotiations with third countries have proceeded bilaterally, 
tie United States has conducted discussions with a number of govern- 
ents supported by occasional interventions by other CoCom members, 
o achieve effective control and to avoid placing U.S. exporters at a 
)mpetitive disadvantage, it is important that these diplomatic efforts be 
osely coordinated in CoCom and that bilateral agreements concluded by 
ie United States be followed as expeditiously as possible by agreements 
ith other CoCom countries. 

U.S. insistence on cooperation with U.S. reexport controls encourages 
either coordination in CoCom nor the cooperation of third countries. An 
iproach that does not create inducements for third country participation 
unlikely to succeed with many governments, especially those of 
m-European, politically neutral countries. Raising the thresholds of 
oCom-controlled products, extending favorable U.S. licensing terms to 
loperating countries, and offering the prospect of a relaxation of U.S. 
:export controls are the key inducements available to the United States 
its efforts to extend the multilateral control system. 


Findings and Key Judgments 
of the Panel 


Based on the research initiatives and deliberations undertaken in pursuit of 
its charge, the panel reached unanimous agreement on a series of principal 
findings and key judgments. These are grouped below under seven major 
headings: (1) the practical basis for national security export controls; (2) 
considerations influencing national policy; (3) Soviet technology acquisi¬ 
tion efforts in the West; (4) diffusion and transfer of technical capability; 
(5) foreign availability and foreign control of technology; (6) the effective¬ 
ness of multilateral procedures for national security export controls; and 
(7) administration of U.S. national security export control policies and 
procedures. These findings and judgments are reflected in turn in the 
recommendations that appear in the final chapter of this report. 

THE PRACTICAL BASIS FOR NATIONAL SECURITY EXPORT 

CONTROLS 

The fundamental objective of the national security export control 
regime maintained by CoCom is to deny—or at least to delay—the Soviet 
Union and its Warsaw Pact allies access to state-of-the-art Western 
technology that would permit them to narrow the existing gap in military 
systems. Yet, there are no well-defined criteria that can be used to 
determine whether a given technology will enhance significantly the 
Soviet military capability. For example, many technologies for which the 
military application is not self-evident can contribute to improving the 
quantity and quality of military goods. But many of these technologies 
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so can be used for enhancing production in civilian sectors of the 
:onomy. Some observers see development of the civilian sector in the 
3viet Union as offering long-run hope for ameliorating the Soviet threat 
i Western society. Others believe, however, that enhancing even civilian 
‘oduction will indirectly enhance Soviet military capability by relieving 
•essure on the general economy. 

Such differing assumptions and viewpoints inevitably give rise to 
vergent judgments, divergent even on the extent to which a given 
chnology can enhance directly the military capability of the Soviet 
nion and its allies. Without well-defined, agreed-upon criteria, it is 
mceptually impossible to draw a definitive line above which technology 
critical—and below which it is not—either for military capability or for 
dustrial productivity. But for an export control system to be operation- 
ly effective, such a line must be drawn—always recognizing that its 
cation remains a matter of judgment. Determining the precise location 
' the line should be governed by the underlying objective of making the 
'stem effective in actually denying specific technology to the Soviet 
oc. That in turn requires at a minimum a system that has the cooper- 
ion of all technologically advanced countries in the Free World and one 
iat is comprehensible to the technologically advanced firms whose 
)operation is essential to make the system work. 

Thus, adopting, as a basis for national security export controls, the policy 
Djective of constraining exports of Western technology that could have a 
gnificant impact on Soviet bloc military capabilities is problematic because 
offers no precise identifiable threshold or definition of military criticality, 
fithout more precision, policy implementation must depend on the world 
ew of the decisionmaker. One individual might try to restrict only items 
sstined directly for military systems; another might also want to restrict 
ich items as numerically controlled production lines—no matter how 
snign the output—because manufacturing capability is important to 
lilitary production. Yet another might want to restrict sales of subsidized 
■ain because the Soviet resources freed in the process could be used to 
irther military objectives. This conceptual vagueness can be surmounted 
i practice by establishing a definition that permits effective and practical 
nplementation with our allies. In a practical sense this means restricting 
mtrols to technologies that are easily identified with military uses. 

CONSIDERATIONS INFLUENCING NATIONAL POLICY 

1. Technology Lead Is Vital to Western Security and Must Be Main¬ 
tained 

Western security depends on the maintenance of its technology 
lead in military systems over potential adversaries. This lead can be 
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sustained only through a dual policy of promoting a vigorous 
domestic technological base and impeding the outward flow to the 
Warsaw Pact of technologies useful in military systems. Pursuit of 
this strategy is based on a recognition that maintaining the technol¬ 
ogy lead of the West depends on continued Western technological 
progress. Such progress in turn can be ensured only through active 
and full exchange of technical information, both among scientists 
and engineers within the United States and among the Western 
countries, and by maintaining healthy Western economies. The 
panel recognizes that, while continuing to out-innovate potential 
adversaries, it is also necessary for the United States and its allies to 
develop more rapid and efficient military R&D and procurement 
processes—as recommended in the recent report of the President’s 
Blue Ribbon Commission on Defense Management (the Packard 
commission), A Quest for Excellence: Final Report to the President. 

2 . Export Competitiveness Is Essential to the Health of the U.S. Domestic 
Economy 

Export markets have become increasingly vital to the U.S. 
domestic economy. Exports now represent a significant and growing 
percentage of total sales in a number of key industrial sectors (the 
portion of U.S. manufactured goods that were exported rose from 9 
percent in 1960 to 25 percent in 1980 before declining to 18 percent 
in 1985); and they are especially critical to the success of high- 
technology enterprises (the high-technology sector accounted for 42 
percent of manufactured exports in 1985). In some industries, 
remaining competitive in world markets is essential to maintaining 
their share of the domestic market because foreign competitors that 
dominate the international market may in some cases enjoy econo¬ 
mies of scale not available to U.S. producers limited to domestic 
sales. Larger volumes of production result in lower average unit 
costs and also allow research and development expenditures to be 
amortized over a higher sales volume. Ultimately, these scale 
economies enable the transnational firm to develop superior prod¬ 
ucts, reduce manufacturing costs, and gain worldwide market share. 
These realities are not yet fully reflected in the policies underlying 
current U.S. national security export controls. 

3. The Scope of Current U.S. National Security Export Controls Under¬ 
mines Their Effectiveness 

U.S. national security export controls are not generally perceived 
as rational, credible, and predictable by many of the nations and 
commercial interests whose active cooperation is required for an 
effective system. The panel also concurs with this judgment. The 
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scope of current U.S. national security export controls encompasses 
too many products and technologies to be administered effectively. In 
particular, the U.S. government has not provided a justification for the 
continued control of low-level technologies (e.g., some classes of 
memory chips) traded outside the Communist bloc, technologies that 
may be of marginal military significance and that in some cases are 
available worldwide with little or no restriction. The panel requested 
but did not receive information from the Department of Defense on the 
military significance of such technologies; it therefore was unable to 
evaluate the rationale for control of low-level items. However, during 
its two foreign fact-finding missions (see Appendix B), the panel did 
determine that many low-level products restricted by the United States 
are in fact available in other countries with little or no restriction. 

4. U.S. National Security Export Controls Impede the Export Sales of 
U.S. Companies 

National security export controls impede the ability of U.S. 
companies to compete in world markets. There is limited but specific 
evidence that export controls have negatively affected U.S. export¬ 
ers in the following ways: 

• export sales are lost because of delays in the licensing process or 
are foregone because of uncertainty as to whether a license will be 
approved; 

• U.S. producers, especially small- to medium-sized firms, are 
deterred from exporting by the complexities and delays of the 
control regime; and 

• foreign customers are discouraged from relying on U.S. suppliers 
due to uncertainties about future license approvals, follow-on 
service, spare parts and components, and possible reexport con¬ 
straints, choosing instead to seek more dependable non-U.S. 
sources. Once changes in buying preferences occur, large invest¬ 
ments of time and effort may be required to reverse them. 

5. Pragmatic Control Lists Must Be Technically Sound, Narrowly Fo¬ 
cused, and Coordinated Multilaterally 

The control criteria developed in 1976 as part of the report of the 
Defense Science Board task force (i.e., the Bucy report), although 
theoretically sound, have not always proven useful to the implemen¬ 
tation of national security export controls. After extensive deliber¬ 
ation the panel abandoned its efforts to develop an alternative 
approach. The considerations that must govern control decisions 
make it difficult to achieve a comprehensive solution within a simple 
set of criteria. In the panel’s view, the preparation of the control lists 
must be a dynamic process that takes into account advice provided by 
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technical advisory groups and that is constrained by the need to be 
clear, to focus control efforts more narrowly on fewer items, and to 
coordinate U.S. action more closely with that of our CoCom allies. 

6. The Extraterritorial Aspects of U.S. Controls Engender Mistrust and 
Weaken Allied Unity 

The cohesiveness of military alliances is important to Western 
security and depends on a high level of cooperation and coordination 
among the participating nations. Several elements of U.S. national 
security export controls, especially the requirement for reexport 
authorization, are having an increasingly corrosive effect on rela¬ 
tions with the NATO allies and on the close bilateral relations that 
exist with Japan and certain other friendly countries. These controls 
are now viewed abroad as a signal of U.S. mistrust of the will and 
capacity of allies and other friendly countries to control the flow of 
sensitive technology to the Soviet bloc. This atmosphere of mistrust 
provides the Soviets with opportunities to take advantage of differ¬ 
ences among the allies over export control issues—that is, to use this 
divisive issue as a “wedge” between the United States and its allies. 

SOVIET TECHNOLOGY ACQUISITION EFFORTS IN THE WEST 

1. Available Evidence on Soviet Technology Acquisition Efforts Rein¬ 
forces the Need for Effective Multilateral Export Controls 

The panel reviewed a substantial body of evidence—both classi¬ 
fied and unclassified—that reveals a large and aggressive Soviet 
effort to target and acquire Western dual use technology through 
espionage, diversions, and to a lesser degree legitimate trade. There 
is limited but specific evidence on the means by which Soviet 
acquisitions are accomplished; there is also evidence to support the 
conclusion that such acquisitions have in some cases played an 
important role in upgrading or modernizing Soviet military systems. 
Effective, internationally coordinated export controls are necessary 
to counter the use of diversions and legitimate trade for such 
purposes. However, export controls are not a means for controlling 
espionage, which accounts for a high proportion of the successful 
and significant Soviet technology acquisition efforts. Thus, export 
controls must be viewed as one component in a more comprehensive 
program for controlling technology losses. 

2. Despite Systemic Difficulties, Soviet Technical Capabilities Have Suc¬ 
cessfully Supported the Military Objectives of the USSR 

The Soviet system does not enjoy the benefits derived from the 
robust commercial sector found in the West. This places the Soviets 
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at a fundamental disadvantage vis-^-vis the West in the promotion of 
technological innovation. Nevertheless, the Soviets have demon¬ 
strated an effective technical capability to meet their military objec¬ 
tives, which has been achieved by prioritizing the allocation of 
resources and key people to military R&D projects and to programs 
devoted to the acquisition of foreign technology and its incorpora¬ 
tion into military systems. 


DIFFUSION AND TRANSFER OF TECHNICAL CAPABILITY 

1. Wide Global Diffusion of Advanced Technology Necessitates a Fully 
Multilateral Approach to Controls 

Advanced technology has diffused widely throughout the indus¬ 
trialized countries and is becoming increasingly available in some of 
the more developed newly industrializing countries (NICs). As a 
result, U.S. control policies can no longer be based on the assump¬ 
tion that the United States holds a monopoly on nearly all dual use 
technologies essential to the most advanced weapons systems. The 
United States now must have the cooperation of other technologi¬ 
cally advanced countries to succeed in blocking Soviet acquisition 
efforts. National security export control efforts cannot succeed 
unless two conditions are met: (1) there is an effective CoCom 
process in which the other major CoCom countries accept respon¬ 
sibility for regulating their exports (including reexports from their 
territory) of CoCom-controlled goods and technology to third coun¬ 
tries; and (2) the more advanced NICs adopt CoCom-like standards 
for their own indigenous exports. 

2. Controls on the Employment of Foreign Nationals in the U.S. R&D 
Infrastructure Must Be Used Selectively and Sparingly 

The movement of technical personnel between countries is an¬ 
other means of diffusing technology. Foreign nationals now play a 
significant role in U.S. domestic R&D activities as well as in the 
laboratories of U.S. foreign subsidiaries. Such individuals contrib¬ 
ute significantly to U.S. technological innovation and hence promote 
the national interest. Efforts to use existing legislative authority to 
restrict technical exchanges and more specifically to limit the full 
participation of foreign citizens in the U.S. R&D community should 
therefore be used sparingly. It is particularly important that such 
efforts distinguish, as appropriate, between citizens of nations to 
whom exports are proscribed and those of all other nations. They 
should also reflect the varying levels of sensitivity of the specific 
facilities or activities in question. It would be especially damaging to 
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U.S. interests both at home and abroad if high-technology industries 
were prohibited from employing, in unclassified dual use areas, tal¬ 
ented people from other countries. Similarly, in the panel’s view, 
increased barriers based on citizenship to easy exchange among 
employees of multinational firms would be a major source of concern 
and could well slow the pace of U.S. technological innovation. 

FOREIGN AVAILABILITY AND FOREIGN CONTROL OF 

TECHNOLOGY 

1. The Congressional Mandate for Decontrol Based on Foreign Avail¬ 
ability Is Not Being Fulfilled 

The panel finds that the foreign availability provisions of the law 
are not being effectively implemented. The Export Administration 
Amendments Act of 1985 requires the Commerce Department to 
remove (i.e., decontrol) an item from the U.S. Control List once it 
has been determined to be available abroad beyond the control of 
CoCom and if it has been impossible, within a period of 18 months, 
to eliminate or restrict its foreign availability. Industry had expected 
that foreign availability determinations would open a number of 
markets that are currently inaccessible because of concerns about 
unwanted technology transfer. But in the 4 years that the Depart¬ 
ment of Commerce’s Office of Foreign Availability and its predeces¬ 
sor have been in existence, there have been only 3 positive foreign 
availability findings (out of 20 assessments by the office) leading to 
preliminary decontrol decisions. Thus, as currently administered the 
foreign availability program has had virtually no impact on the 
objective of achieving decontrol. 

The panel therefore finds that the lack of action on these foreign 
availability determinations is inconsistent with the provisions of the 
Export Administration Act of 1979, as amended. This may be 
attributable in some measure to the fact that no time constraints are 
specified in the legislation for the government processing of foreign 
availability claims (see the discussion in Chapter 5). Substantive 
disagreements between the Departments of Commerce and Defense, 
both over the evidence of and detailed criteria for foreign availability 
determinations and over the strategic importance of maintaining con¬ 
trol over particular items, have thwarted decisive action. Although the 
Department of Defense has a legitimate role to play in providing 
technical input to the foreign availability process, it has acquired de 
facto veto authority over Commerce Department foreign availability 
determinations with which it does not agree—a role not prescribed 
within the provisions of the Export Administration Act. 
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In those cases in which foreign availability of U.S.-controlled items 
exists, U.S. industry is unfairly placed at a competitive disadvantage 
with respect to firms of other countries because U.S. sales are 
constrained by export controls, whereas its competitors’ sales are not. 
During the often lengthy delays (as much as 2 years or longer in some 
cases) that occur while the U.S. government considers foreign avail¬ 
ability petitions by industry, foreign sales may be hampered. This can 
lead to the erosion of competitive market advantages previously 
enjoyed by U.S. industry and in some cases to the permanent loss of 
markets. 

2. Control of “Technological Commodities” Is Impractical 

The control of goods for which the volume of manufacture is so 
large and the scope of marketing and usage so wide that they have 
become “technological commodities” (e.g., some classes of per¬ 
sonal computers and memory chips) is not practical. The capability 
to develop and mass-produce products embodying advanced tech¬ 
nologies is no longer unique to the CoCom countries—and will 
become even less so in the years to come—so that control at the 
source may not always be feasible. And even within CoCom the 
sheer volume and geographic distribution of daily commercial trans¬ 
actions and warehousing of such products make control efforts 
impracticable. Thus, given the volume in which technological com¬ 
modities are produced and the growing number of entrepot points 
that are unrestrained by the CoCom rules, decontrol to all Free 
World destinations is in some cases the only appropriate solution. 

3. Bilateral Agreements with Free World Non-CoCom Countries Must 
Protect All CoCom-Origin Technology and Control Similar Indige¬ 
nously Produced Goods 

The United States, with the support of CoCom, has achieved 
some success in pursuing bilateral agreements with friendly non- 
CoCom countries as part of the CoCom “third country initiative,” 
which is designed to obtain cooperation in protecting CoCom- 
controlled items. Although awarding “CoCom-like status” to coop¬ 
erating countries is in principle a desirable approach, agreements 
that in practice restrict only the reexport of U.S.-origin goods and 
technology and do not restrict similar items produced indigenously 
or obtained from other CoCom sources unfairly disadvantage U.S. 
companies in international trade without achieving the intended 
export control objective. Unless these agreements with non-CoCom 
countries restrict the export of technology from all CoCom sources, 
as well as that produced indigenously by non-CoCom countries, 
they will not promote the effectiveness of the CoCom system. 
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4. Other CoCom Countries Must Be More Vigilant in Preventing Diver¬ 
sions of Both CoCom and Indigenously Produced Technology 

For the CoCom system to be effective, all CoCom countries must 
control the export of their indigenous technology with equal vigor. 
Currently, some members of CoCom could substantially improve 
their efforts to prevent diversions of CoCom-origin products and 
technology exported to third countries. Although compliance with 
U.S. reexport controls is not likely to become politically acceptable 
in most CoCom countries, some compromise solution must be 
reached. At a minimum, CoCom countries should be encouraged to 
undertake more rigorous enforcement of prelicense and postship¬ 
ment checks and better screening of license applications against lists 
of known or suspected diverters. 

5. The Extraterritorial Reach of U.S. Controls Damages Allied Relations 
and Disadvantages U.S. Exporters 

As the panel learned directly in its European and Asian study 
missions, the extraterritorial reach of U.S. reexport controls is 
anathema to most U.S. trading partners. Most foreign countries do 
not accept that the United States has jurisdiction over the actions of 
non-U.S. citizens outside the territory of the United States, and they 
view assertions of this jurisdiction as clear violations of their 
national sovereignty and of accepted principles of international law. 
Moreover, data from the Department of Commerce suggest that in 
fact compliance with U.S. reexport control requirements by foreign 
citizens is exceedingly poor. These controls are seen by our allies as 
reflecting mistrust of their capacity to further the West’s common 
interest in preventing the diversion of sensitive products from their 
territory to the Soviet bloc. 

The panel finds that U.S. reexport controls work primarily to the 
disadvantage of U.S. companies because they provide incentives for 
foreign companies to seek non-U.S. sources of supply. Reexport 
controls typically present thorny legal issues, are ineffective, and have 
a corrosive effect on the Western alliance. In light of these facts, 
substantial alteration of U.S. reexport control policy is warranted. 


EFFECTIVENESS OF THE MULTILATERAL PROCESS 

I. The United States Must Clearly Distinguish Foreign Policy Export 
Controls from National Security Export Controls 

There is a substantial consensus—both domestic and interna¬ 
tional—on the need for more narrowly defined national security 
export controls. There is much less agreement on the appropriate- 



between national security and foreign policy export control objec¬ 
tives, allied cooperation in the national security export control 
regime is undermined. 

2. The Impact of Controls on Advantageous Scientific Communication 
and Technology Transfer Within Western Alliances Must Be Minimized 

Although it is essential for the United States to limit militarily 
significant transfers from allied countries to the Soviet bloc, continued 
open scientific communication and trade within the West are equally 
important to maintaining the Western lead over the Soviet Union in 
science and technology. Therefore, U.S. policy should have a twofold 
objective: to facilitate mutually advantageous scientific communication 
and technology transfer within its alliances and to limit militarily 
significant transfers from the allied countries to the Soviet bloc. 

3. The CoCom Countries Should Take Specific Steps to Bolster the 
Efficiency and Effectiveness of Multilateral Controls 

The persistent efforts of the United States over the past 5 years to 
strengthen CoCom and improve its operational efficiency and effec¬ 
tiveness have produced positive results. Further efforts, however, 
will be required on the part of all participating countries to bring 
about greater harmonization of national policies and to work toward 
a more rational—and fully multilateral—system of national security 
export controls. Among the most important issues now facing 
CoCom are: (1) reduction in the overall scope of the International 
List to improve its credibility and facilitate its effective enforcement, 
(2) modification of the procedures employed for decontrolling items 
on the International List, and (3) greater transparency in CoCom 
decision making to reduce private sector uncertainty in international 
business decisions. 

4. The CoCom Process Would Benefit If All Country Delegations Had 
Balanced Economic and Defense Representation 

The U.S. delegation to CoCom includes a significant contingent 
from the Department of Defense, but most other CoCom members 
are represented at CoCom meetings principally by their economic 
and trade ministries. The panel finds that a balance of economic and 
defense representation on all the CoCom delegations would enhance 
CoCom unity and the usefulness of the CoCom process, in part by 
helping to prioritize and resolve conflicts between competing eco¬ 
nomic and military objectives. On the other hand, the panel also 
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5. Foreign Perceptions of U.S. Commercial Advantage Derived from 
Controls Impede Multilateral Cooperation 

There is a widely held view in Europe and the Far East that the 
United States uses its national security controls to afford commer¬ 
cial advantage to U.S. companies. Upon investigation, the panel 
found no substantive evidence to support this view. On the contrary, 
the evidence suggests that U.S. trade interests are harmed by these 
constraints. Nevertheless, the existence of such perceptions abroad 
makes it more difficult to gain effective multilateral cooperation on 
national security export controls. 

6. Unilateral Controls Are of Limited Efficacy and May Undermine 
Allied Cooperation 

The imposition by the United States of unilateral national security 
export controls for items of dual use technology can be justified only 
as a stopgap measure pending negotiations for the imposition of 
multilateral controls or in rare cases in which the United States 
determines that critical national security concerns are at stake and 
unilateral restrictions are required. It must be recognized, however, 
that except when used as a temporary measure until consensus can 
be achieved within CoCom, the application of unilateral U.S. export 
controls undermines the incentive of the allies to develop a sound 
basis for multilateral control. And it is only through multilateral 
regulation that an effective export control system can be achieved. 

ADMINISTRATION OF U.S. NATIONAL SECURITY EXPORT 

CONTROL POLICIES AND PROCEDURES 

1. The Lack of High-Level Oversight and Direction Reduces the Effec¬ 
tiveness of U.S. Controls 

The management of national security export controls within the 
U.S. government involves a fundamental overlap of jurisdiction 
among the three principal line agencies: the Departments of Com¬ 
merce, Defense, and State. The administrative structures estab¬ 
lished by the executive branch have not proven effective in 
resolving in a coherent and timely fashion the frequent policy 
differences that occur among these agencies on matters relating to 
national security export controls. The policy vacuum created by 
the lack of higher-level oversight and direction results in unclear 



2. Unequal Effort by and Resources of the Three Principal Line 
Agencies Have Led to Conflict, Confusion, and Unbalanced Policy 

The Department of Defense’s determined efforts to reinvigorate 
the national security export control regime have been useful in 
raising the general level of awareness of the need for national 
security export controls among government agencies, high-technol¬ 
ogy industry, the governments of friendly countries, and world 
public opinion. But the aggressiveness with which these matters 
have been pursued also has had its costs. The exclusive DoD focus 
on tightening export controls without balanced input from other 
agencies concerning the possible economic and long-term national 
security consequences has resulted in a failure to bring the objec¬ 
tives of military security and economic vitality into balance. As a 
result, conflicts have arisen among the responsible agencies over 
the control and direction of U.S. export control policy; industry 
has been confused and alarmed by present and contemplated policy 
changes; and allies have become annoyed and in some cases have 
misunderstood the application and intent of U.S. policy. 

The increasingly active role of the Department of Defense in this 
area in recent years also has led to an imbalance in the distribution 
of government effort and resources with regard to the implemen¬ 
tation of national security export controls. The Department of 
Defense has upgraded its capabilities by creating a new dedicated 
agency that is able to devote considerable manpower and financial 
resources to analytical activities and case review. Despite some 
recent reorganization, neither of the other two major concerned 
agencies—the Department of Commerce and the Department of 
State—has been able to implement equally effective measures to 
upgrade its human and technical capabilities and office automation. 
The result is a lack of balance in the interagency policy formulation 
process and an inefficient and unnecessarily slow licensing process. 

3. Shifts in Responsibility Within the Line Agencies May Preclude 
Broadly Informed and Balanced Policy Judgments 

Reorganization initiatives in a number of the principal line 
agencies also have resulted in a shift of responsibility for managing 
export controls from organizations with expertise in technology 
development and international trade toward those whose principal 
and often only concern is technology control. A case in point is the 
Department of Defense, where the responsibility for export control 
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data that are not classified or otherwise subject to restriction 
by contractual undertakings with the government can be e; 
Free World destinations. The need for the exchange of larg 
of data in international commerce and the desirability of 1 
exchange of information among the international research c 
indicate that a strict system of control is neither feasible nor 
The costs of a comprehensive system of validated licenses 
enormous, and even if such a system were supported, it 
doubtful whether effective control could practically be ach 

Although national security and corporate interests may r 
be coincident, substantial national security protection is aJ 
the fact that data proprietary to U.S. corporations, including 
significant data, are carefully controlled already for comm 
sons. The fact remains, however, that much nonnuclear info 
developed entirely under private auspices and therefore 
controlled by the government except through a secrecy orde 
by the Commerce Department’s Patent and Trademark Off 
government efforts to restrict the dissemination of privat 
oped information have been futile and at times counterpro 

5. Controls on Unclassified DoD Technical Data Have a Chill 
on the U.S. R&D Community and Should Be Imposed Sp 

The Department of Defense Authorization Act (DAA 
n i s DoD to imnos res ict o s on domestic dissem 








category of unclassified but restricted information;* this is a new, 
more comprehensive restriction on technical data both within the 
United States and abroad. As a result, these restrictions also have 
had a “chilling effect” on some professional scientific and engineering 
societies that have elected voluntarily to close certain sessions or in a 
few cases entire meetings to foreign nationals—including those from 
CoCom and other friendly countries (except by special prior arrange¬ 
ment)—in anticipation of possible conflict with DAA provisions. It is 
the panel’s judgment that broader controls on technical data are not 
warranted by the demonstrable national security benefits and that the 
system of security classification has been and remains the most 
appropriate mechanism for restricting access to technical information 
considered critical to the security of military equipment and systems. 
In those circumstances, however, in which unclassified technical data 
arising from DoD-funded research have particular military signifi¬ 
cance, the selective use of restrictions on data dissemination may be 
appropriate. In such cases the controls should be built upon contrac¬ 
tual agreements. 

6. The Congressional Mandate for Integrating the MCTL into the Com¬ 
merce Department Control List Practically Cannot Be Accomplished 

In the 6 years since its first release on a classified basis, the 
Militarily Critical Technologies List has been used inappropriately 
as a control list, and its annual revision has resulted in a volumi¬ 
nous itemization of many important technologies without apparent 
prioritization. Because the Departments of Defense and Commerce 
maintain fundamentally different objectives in their list develop¬ 
ment exercises—the former to identify those technologies with 
military significance and the latter to identify items subject to 
licensing—the congressionally mandated task of integrating the 
MCTL into the Commerce Department’s Control List cannot 
practically be accomplished. 

7. The Complexity of U.S. Export Control Policies and Procedures, Such 
as the Export Administration Regulations, Discourages Compliance 

The complexity of U.S. national security export controls dis¬ 
courages compliance, especially by foreign firms and small- to 
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8. There Is a Need for High-Level Industry Input in the Fori 
National Security Export Control Policy 

There is a need for an effective mechanism within t 
ment to provide meaningful input from the private sec 
formulation of a coordinated national security export con 
Such a group must be constituted at sufficiently high corp< 
to reflect major industry concerns, and it must be able 
impact on the actual policy process. This might be ac 
through a variety of mechanisms, including the Presidei 
Council. Currently, however, the council does not have 
influence at senior nolicv levels of the government. 


9. Voluntary Cooperation from U.S. Industry Is Impori 

Enforcement of Export Controls 
Voluntary cooperation by U.S. industry, particularly 



10. Adequate Information to Evaluate the Impact of Nation 
Export Controls Is Not Maintained by the U.S. Governn 
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Infeasible 

Despite some initial attempts to assess the competitive effects ol 
national security export controls, a comprehensive empirical anal¬ 
ysis of the costs and benefits of controls currently is precluded by 
the lack of data, by the complexity of the system, and by a variety 
of qualitative judgments that must enter into an evaluation. Mosl 
affected industries have not maintained data on the economic costs 
of controls, although some are now beginning to do so. Likewise 
comparable methodological and data problems are encountered ir 
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166 BALANCING THE NATIONAL INTEREST 


flow of militarily significant technology to the Warsaw Pact 
success is likely to be achieved at an unacceptably high pri 
economic vitality and allied cohesiveness. 

The panel wishes, therefore, to reiterate its concern aboi 
ing lack of balance within the policy process for national s< 
controls regarding the representation of technical, nath 
economic, and domestic and international political interest! 
among these interests, supported by adequate data, stan< 
surement, and reliable intelligence information, should be c 
maintained within each agency, among agencies of the U.S 


and among countries participating in CoCom. 

In the final chapter of this report, the pg 
recommendations for changes in the existini 
control regime. These changes are designed to 
development and management of our future 
important national and international matter. 
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Recommendations of the Pane 


PREAMBLE 

National security export controls should seek to preserve and enhance the 
technology lead and military capabilities of the West while minimizing the 
constraints on the economic vitality of the United States, its allies, and othei 
nations friendly to Western interests. In today’s global trade environment 
U.S. economic vitality can be maintained only by ensuring that the nation’s 
products remain competitive—in terms of quality, price, and availability— 
with the best that other nations can offer. Trade promotes economic anc 
technological strength, which is vital to Western military strength. Thus 
maintaining the vigor and productivity of the U.S. technological base is 
fundamental not only to the continued economic vitality of the West but also 
to its military security. National security export controls also represent ar 
important, albeit secondary, means of maintaining military security by 
impeding the flow of those goods and technologies deemed militarily 
important to the Soviet Union and its Warsaw Pact allies. 

The panel’s recommendations therefore are directed toward enabling 
the I Tnited States and its allies to maintain a balanced and eff iv XD V 





that can be used directly or indirectly to enhance their military capabil¬ 
ity. 


RECOMMENDATIONS 

Within the context of the declaratory policy set forth above, the panel 
makes two basic recommendations, together with a series of corollary 
prescriptions. 

I. STRENGTHEN THE COCOM MECHANISM 

The panel recommends that the United States take the lead in further 
strengthening the CoCom mechanism so that it can function as the linchpin 
for a fully multilateral national security export control regime for dual use 
technologies. Under current and prospective global circumstances, such a 
multinational system is essential to achieve maximum export control effec¬ 
tiveness without impairing Western economic vitality. To strengthen the 
current system of multilateral controls will require greater harmonization oi 
the current U.S. approach and that of our technologically advanced allies 
through closer consultation and through the adoption of policies that 
promote cooperation. The two most immediate objectives are: (1) to limit 
the coverage of the U.S. Control List and the CoCom International List to 
those items whose acquisition would significantly enhance Soviet bloc 
military capabilities and that are feasible to control, and (2) to obtain 
agreement on a common approach to reexports of CoCom-origin items. 

The United States should strive to create a community of common 
controls on dual use technology—that is, a set of trade relationships 
unimpeded by national security restrictions—among those Free World 
nations that share an expressed willingness to adhere to common or 
equivalent export control restraints on the transfer of strategic and 
controllable goods and technologies to the Soviet Union and its Warsaw 
Pact allies. While recognizing that there are certain systemic deficiencies 
in the existing national security export control regime that will require 
sustained effort to overcome, there remain a number of initiatives that can 
be undertaken to advance this objective. 

Accordingly, the panel recommends the following changes in U.S. policy: 

1. Control Only CoCom-Proscribed Items 

As a general policy the United States should seek to control only 
the exnort of CoCom-nros bed terns, and hen o 1 thev are 



2. Within CoCom, Seek Controls on Exports to Third Countries 

With respect to CoCom, the United States should: 

• Negotiate agreements with member countries 1 ’ regarding control 
of their exports and reexports from their territory to third (i.e., 
Free World non-Cocom) countries, thereby obviating the need for 
U.S. reexport authorization. These control agreements might 
involve a variety of mechanisms appropriate to national policies 
and legal practices, including the use of import certifica¬ 
tion/delivery verification procedures, end-user checks, export 
denial lists, and so on. Such agreements should stipulate that 
participating countries share and act on information regarding 
potential diverters. 

• For almost all goods, eliminate the requirement to obtain validated 
licenses and reexport authorizations for exports to those trading 
partners with which the United States has reached agreement on 
the control of exports to third countries. Validated licenses should 
be required only for exports of extremely sensitive high-level 
technology (e.g., supercomputers). Reliance should be placed on 
cooperating foreign governments to prevent diversions from their 
own territory. There also should be a provision for reinstituting 
validated licensing requirements for CoCom countries that subse¬ 
quently fail to implement and enforce national security export 
controls on trade with non-CoCom Free World countries. 

• For those CoCom countries unwilling to agree to or unable to 
implement controls on exports to third countries, retain the 
present system of validated licenses and reexport authorization 
while continuing to pursue adequate control arrangements. 

3. Negotiate Comprehensive Understandings with Third Countries 

With respect to non-CoCom Free World countries, the United 

States should: 

• In coordination with other key members of CoCom, negotiate 
comprehensive understandings—or equally effective informal ar¬ 
rangements deemed acceptable by the U.S. Department of State— 
that specify controls on the export of all CoCom-proscribed goods 
and technology (including those produced indigenously) to the 


*Such an agreement might be implemented either through a formal memorandum of 
nderstanding or an informal arrangement that achieves the same result. 









third countries that agree to less than comprehensive 

• Accord full “CoCom-like” treatment (meaning that ex] 
those countries should not be required to seek validate^ 
or reexport authorization) for exports to those third corn 
have agreed to comprehensive arrangements, or that 1 
judged by the State Department to maintain equivalent s 
as soon as these countries can demonstrate their al 
willingness to enforce export controls. Such a comm 
enforcement should include formal or informal sharing 
mation on possible diverters. 

• Continue existing licensing requirements, as approprial 
Commerce Department country group classification, fc 
to third countries that are unwilling or unable to t 
comprehensive understandings or informal arrangemeni 

4. Remove Items Whose Control Is No Longer Feasible 

Regardless of the rate of progress on CoCom and thir 
negotiations, the United States should actively seek to ren 
both the U.S. Control List and the CoCom International ] 
whose control is no longer feasible or necessary. This wou 
goods and technologies: 

• for which there is demonstrated foreign availability 
country that has not agreed to adhere to export contro 
which this availability has not been eliminated within a r 
period of time through negotiated agreements (see Item 1 
175-176); or 

• for which control at the source is not practicable, that 
world trade channels through multiple entrepot points 
are manufactured and shipped in volumes so large the 
effect become “technological commodities” (e.g., cer 
puter memory chips and some personal computers). 

5. Maintain Unilateral Controls Only on a Temporary Ba 
Limited, Unique National Security Circumstances 

Regardless of the rate of progress on CoCom and thir 
negotiations, the United States should eliminate the use of 
national security export controls except in those circum: 
which active efforts are under way to negotiate multilaterc 
within and outside of CoCom—in which case unilatera 
could be maintained on a temporary basis— or in those sit 
which uniaue national security circumstances warrant t? 


“sunset provision” requiring their periodic rejustification. 

The panel wishes to emphasize that the phrase “unique national 
security circumstances” does not justify retaining present U.S. 
unilateral controls. Rather, it recommends that controls be estab¬ 
lished on a multilateral basis and that, in cases in which the United 
States or another CoCom member country cannot achieve unanim¬ 
ity on the need to control a particular item, no unilateral controls 
should be imposed. In rare cases the United States or another 
CoCom country may believe that critical national security concerns 
are at stake and may wish to reserve the right to establish a unilateral 
restriction on their domestic industry. This exception should be used 
sparingly. 

For these few exceptions, it would be useful for CoCom countries 
to report their exports of new, uncontrolled items going to the Soviet 
bloc. Such reporting would over time better inform CoCom on the 
advisability of establishing controls on the proposed item and better 
inform U.S. and other CoCom policymakers on the effectiveness of 
the unilateral control. The panel recommends that the United States 
explore within CoCom the feasibility of developing a practical 
reporting system for this category of items. 

i. Eliminate Reexport Authorization Requirements in Countries Partic¬ 
ipating in a Community of Common Export Controls on Dual Use 
Technology 

To further the objective of developing a community of common 
controls on dual use technology among cooperating countries of the 
Free World and to encourage international cooperation and trust, 
the United States should eliminate any requirement that a buyer 
seek authorization for a reexport that is subject to CoCom or 
“CoCom-like” controls by the country of initial export. Reliance 
should be placed instead on foreign governments that participate in 
CoCom of that have agreed (formally or informally) to impose 
“CoCom-like” controls on exports to prevent diversions from their 
territory. 

7 . Maintain Current Control Procedures on the Transfer Within CoCom 
of Sensitive Information, Technical Data, and Know-How 

The United States should continue to rely on current security 
classification procedures and the protection afforded by general 
license GTDR and individual proprietary interests to control the 
transfer within CoCom of information, technical data, and know- 


restrictions to international business operations and R&D 
in the West. The attempt to exercise broader control of 
data is likely to prove unnecessarily restrictive to all sue 
tional cooperative ventures. 

g. Reduce the Scope of the CoCom List and Modify CoCom 
Making Policies and Procedures 

There are a number of steps the United States—togeth< 
CoCom allies—should take to improve the efficiency and 
ness of the multilateral process. The most important : 
reduce the overall scope of the CoCom International List t 
its credibility and enforcement. List credibility also 
improved by the imposition of a 4-year “sunset provis 
would cause lower-level CoCom items to be removed aut< 
from the list—unless their inclusion can be rejustified—\ 
come up for periodic review. The panel further recommen< 
general procedure for decontrolling International List 
modified—decontrol should no longer require unanimit 
prove the effectiveness of multilateral enforcement. 

To ensure balanced consideration of economic and mi 
tors, the panel also supports greater participation by defen! 
of the allied countries, as initiated through the establishm 
CoCom military experts group, in the multilateral decisic 
process. Finally, the panel recommends that the uncertaini 
try often associates with CoCom decision making be 
through greater transparency. This could be accomplish 
couraging member governments to provide industry with 
ately sanitized and delayed information regarding app: 
denial precedents. 

9. Maintain a Clear Separation Between National Security an 
Policy Export Controls 

Existing statutory authority describes separate systems 
cedures for the control of exports for foreign policy versu 
security reasons. Therefore, the U.S. government should 
the clearest possible separation between the unilateral < 
exports for political—that is, foreign policy —purposes 
system of multilateral controls that are maintained foi 
security purposes. Although examination of the system 
policy export controls was beyond the scope of this study, 
notes that many of our CoCom allies continue to disa 


national security export controls. 

II. ACCORD GREATER IMPORTANCE IN U.S. NATIONAL SE¬ 
CURITY EXPORT CONTROL DECISIONS TO MAINTAINING 
U.S. TECHNOLOGICAL STRENGTH, ECONOMIC VITALITY 
AND ALLIED UNITY 

The panel recommends that executive branch decisions concerning 
national security export controls accord greater importance than thej 
currently do to maintaining U.S. technological strength, economic vigor 
and allied unity. Ultimately, an effective multilateral national security 
export control regime can be established only through the commitment anc3 
support of the President and Congress. Nevertheless, the decision-making 
and advisory mechanisms of the executive branch also must be constituted 
and tasked appropriately to facilitate the effective implementation of the 
policy approach proposed above. 

As a general policy the United States should strive to achieve clarity 
simplicity, and consistency in its national security export control proce¬ 
dures, as well as in the multilateral CoCom structure, and to obtair 
broader consensus on the need for national security export controls 
imong the Free World nations that use and/or produce dual use technol 
3gy. To achieve this goal, the United States should design policies anc 
procedures that emphasize efficiency and effectiveness over comprehen 
siveness. Over the long term, U.S. national security export contro 
policies also should remain flexible to political and economic changes ir 
the world situation. 

Toward these ends , the panel recommends the following specific 
changes in U.S. policy and procedures. 

1. Balance the Protection of Military Security with the Promotion o 
National Economic Vitality Through Affirmative Policy Direction 
The President should require that the National Security Counci 
(NSC) implement the existing policy mandate—as set forth in th< 
Export Administration Act of 1979, as amended—which calls botl 
for the protection of military security and for the promotion o 
national economic interests. Currently, because of insufficient atten 
tion and leadership from above, the existing policy mechanism: 
either are not being used or are producing results that fail to tak< 
adequate account of important national interests. This problem cai 
he ameliorated hv nrnvidinp rpoular. affirmative noliev direction t( 



balanced policy guidance. The secretaries of commerce and treasury 
should participate in NSC meetings at which export control matters 
are to be addressed. Moreover, as a matter of urgency, NSC should 
be staffed properly to deal with these matters and a senior NSC staff 
member should be given responsibility for bringing representatives 
of conflicting agencies together to resolve policy differences. Al¬ 
though NSC can assume such responsibility without legislation, the 
panel further recommends that Congress consider whether the 
National Security Act of 1947 (as amended) ought to be modified to 
reflect the growing importance of international trade as a fundamen¬ 
tal element of U.S. national security. 

2. Provide Sufficient Resources and Authority to the Departments of 
Commerce and State to Allow Them to Fulfill Their Roles in the 
Export Control Process 

To establish a more balanced policymaking process within the 
federal government, the Departments of Commerce and State 
should be allocated sufficient resources dedicated to the implemen¬ 
tation of national security controls. In particular, the Department of 
Commerce should upgrade significantly the capacity and sophistica¬ 
tion of its automated systems and the quality of its in-house 
technical and analytical expertise. The Export Administration Act 
specifies that the Department of Commerce has primary responsi¬ 
bility for export licensing policy and procedures. In the case of 
national security export controls, Commerce has lost much of that 
leadership role because of its ineffective performance in the past and 
must now establish the organization, competence, and drive to merit 
regaining that role. 

It is also essential that the Department of State vigorously fulfill its 
traditional role of ensuring that the U.S. government speaks with a 
single, coherent voice when dealing with foreign governments and 
foreign firms on national security export control matters. Another 
State Department responsibility should be to work to reduce con¬ 
flicts within the ranks of CoCom, conflicts that stem in part from 
differences among the respective national delegations over how to 
prioritize conflicting economic and military objectives. Although the 
United States has had some modest success in encouraging allied 
defense officials to participate in the CoCom process, it is essential 
that State Department officials now play a more assertive leadership 
role in the U.S. CoCom delegation so as to create a balanced 
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The locus of responsibility and decision making within the De¬ 
partment of Defense has shifted from the office responsible for 
research and engineering to the office responsible for policy. This 
shift has resulted in greater attention to extant deficiencies of the 
CoCom process and increased efforts to stem the leakage of tech¬ 
nology to the Soviet bloc. Although the pursuit of these policy 
objectives has led to the resolution or improvement of a number of 
long-standing problems, there has been at the same time a significant 
reduction in the weight accorded to technical factors and a resultant 
imbalance in the policy process. It should now be the goal (1) to 
establish greater balance within DoD between its technical and 
policy elements and (2) to reduce the DoD role in detailed license 
review as parallel steps are taken within the Department of Com¬ 
merce to strengthen its capability to implement national security 
export control licensing procedures. The role of the policy side of 
DoD on export control issues should focus on the broader goal of 
maintaining the strategic balance and the contribution of technology 
to military systems. 

1. Implement the Decontrol Procedures Required by Law When Foreign 
Availability Is Found to Exist 

The lack of action by the federal government on foreign avail¬ 
ability determinations is contrary to the statutory language ex¬ 
pressed in the Export Administration Act of 1979, as amended. 
This is due in part to the fact that no specific time lines for the 
completion of foreign availability determinations are specified in 
the legislation. Moreover, apart from the broad statutory criteria, 
there is still no generally accepted definition of foreign availability. 
Serious effort should be devoted to developing an interagency 
consensus on such a definition and reasonable deadlines for 
decisions. 

The Department of Defense has overstepped its legitimate stat¬ 
utory role of providing technical input to foreign availability 
determinations and has exercised de facto veto authority by 
delaying the review of such determinations. The result of this 
situation has been that, in 4 years, the Departments of Commerce 
and Defense have been able to reach preliminary agreement on the 
decontrol of only 3 items (out of more than 20 foreign availability 
assessments). At the very least the Export Administration Act 





branches. 


5. Withdraw the Statutory Requirement to Integrate the MCI 
Commerce Department’s Control List 

Congress should withdraw the statutory requirement tc 
the Militarily Critical Technologies List (MCTL) into 
Control List. The fundamentally different nature and fu] 
the two lists—the former an exhaustive list of all technol< 
military utility and the latter a specific list of items rec 
export license—make this goal unattainable. The Depa 
Defense should develop guidance for use of the MC 
reference document within DoD and as a basis for d 
proposals to CoCom. 

6. Provide Effective, Two-Way Communication at the High 
Between Government and the Private Sector 

A mechanism should be established (or upgraded) t 
effective, two-way communication between the highest 
government and of the private sector on the formul 
implementation of coordinated national policies that bai 
tary security and national economic vitality. One such groi 
exists: the President’s Export Council (PEC) and its Subc 
on Export Controls. However, its advice currently is not 
appropriate attention at senior policy levels within the go 1 
The panel recommends, therefore, that senior policy st 
Executive Office of the President meet periodically with th 
with other respected representatives of the private se 
inform the President of their concerns regarding nations 
export controls. It may be necessary, however, for Cc 
establish a mechanism to ensure appropriate consideratioi 
trial concerns in the formulation of national security expo 
policy. 

7. Develop Reliable Data Regarding the Operation and Impa 
National Security Export Controls 

This study has revealed serious shortcomings in both t 
and quantity of information maintained and analyzed by 
government on the operation of national security expor 
and their domestic and international impacts. The pan 
mends, therefore, that the Department of Commerce be 
by Congress to develop and analyze such data and that t] 
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8. Make More Systematic Use of Intelligence Evidence on Current anc 
Anticipated Soviet Acquisition Efforts 
The Intelligence Community should structure its efforts witl 
regard to West-East technology transfer so as to anticipate future 
Soviet technology acquisition efforts. The line agencies of the U.S 
government, for their part, should strive to make more systematic 
use of existing intelligence resources for modifying the compositior 
of the U.S. Control List, proposing changes to the CoCom Interna 
tional List, and reviewing sensitive individual export licensing 
cases. In addition, the Intelligence Community should increase its 
efforts to sanitize and declassify “finished” intelligence products tc 
provide a more informed public understanding of the technology 
transfer problem. 

CODA 

The panel notes in conclusion that there is a need for national security 
export controls and that current statutory authority recognizes the 
necessity to accommodate both military security and economic vitality 
But the recent performance of the U.S. government on this matter has no 
been satisfactory—and will be increasingly less so because of prevailing 
trends in international trade and technology diffusion—because it ha; 
tended to focus on tightening controls while giving little attention to theii 
effectiveness and costs. Although most of the necessary mechanism; 
appear to be in place, the U.S. policy process for national security expor 
controls continues to lack proper direction and affirmative leadership a 
the highest level. As a result, the executive branch has failed to imple 
ment the existing provisions of law in a coherent and effective manner 
which has in turn created uncertainty, confusion, and criticism both a 
home and abroad. In the absence of appropriate corrective measures 
these continuing problems will exact ever-higher tolls—on both Westerr 
economic vitality and innovative capacity and on the military security o: 
the United States and its allies. 
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COSEPUP Charge to the Panel 


The purpose of the Panel on the Impact of National Security Control: 
m International Technology Transfer is to seek strategies to regulate th< 
nternational transfer of technology through industrial channels in such ; 
nanner as to balance the national objectives of national security, eco 
lomic vitality, scientific and technological advance, and commercial 
educational, and personal freedom. In pursuit of this objective, the pane 
shall: 

(1) Examine the international environment in technology to provid* 

insight into: 

a. the problems of regulating the availability of “dual-use” tech 
nologies; 

b. the international competitive status of these technologies an< 
range of practices to promote their use both in CoCom an< 
non-CoCom countries; 

c. the problems in extending controls on the international exchang< 
of data; 

d. the role of technology transfer and the interdependence amonj 
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nels, how, and to whom—in order to provide a basis for establishing 
priorities among alternative control measures. Consider the nature 
and extent of the Soviet effort to acquire technology from the West 
and the actual capacity of the Warsaw Pact to absorb and utilize 
such technology within their military systems. 

3) Assess the effectiveness of the current control scheme employed by 
the member states of CoCom and, in particular, investigate the 
views of and constraints on the non-U.S. members of CoCom. 

4) Review and assess the impacts on industry of current export control 
policies and proposed regulatory changes, including multinational 
companies, U.S.-based exporting companies, and nonexporting 
companies. 

5) Examine the current assignment of policymaking responsibilities on 
export control matters within the U.S. government and among the 
CoCom countries. Consider the practicability and desirability of 
new mechanisms or approaches to balance the military, commer¬ 
cial, scientific, and educational interests affected by export control 
decisions. 

6) Consider alternative approaches to the technology transfer prob¬ 
lem, including a possible emphasis on alternative strategies that 
maintain the technology lead. Make recommendations, as appro¬ 
priate, for the adoption of new approaches by private industry, the 
U.S. government, and by industries and governments in other 
countries. 


B 


Panel Foreign Fact-Finding 
Mission Reports 


During the first quarter of 1986, delegations of panel members and staf 
raveled on two fact-finding missions to six Western European countries 
(the United Kingdom, Belgium, France, Austria, the Federal Republic o) 
Germany, and Sweden) and to five Asian countries (Japan, Korea, Hon^ 
Kong, Malaysia, and Singapore). The stated objectives of these missions 
were to seek the views of government officials, industrial leaders 
academics, and others regarding: (1) the U.S. national security expor 
control regime, (2) the indigenous export control policies and procedures 
of each country, and (3) various means for improving the effectiveness o: 
the Western control effort. 

At each stop on a particular mission’s itinerary, the delegation receivec 
a briefing from the appropriate country team at the U.S. embassy. At th< 
request of the panel, embassy control officers, who accompanied th< 
delegation to some of its meetings with government officials, general^ 
were not present for meetings with private industry. All meetings wen 
considered unofficial and “off the record,” and delegation member: 
provided assurances that nothing in the panel’s report would be attributec 
to specific individuals. 



of each country. 


EUROPEAN MISSION* 

Generic Policy Issues 

Underlying Assumptions 

During the course of their visits to the United Kingdom, Belgium, 
France, Austria, the Federal Republic of Germany, and Sweden, the 
various delegations identified a number of common assumptions that form 
the basis of European views on national security export controls. Al¬ 
though there was, of course, some degree of variation, the following 
points represent the foundations of European thinking: 

1. The panel found support for the basic premise of U.S. national security 
export controls: namely, that truly strategic products, processes, and tech¬ 
nical data should be denied to the Soviet Union and the other Warsaw Pad 
countries. The principal difference between the European position and 
that of the United States involved what should be considered truly critical, 

2. Europeans expressed a related concern that overly broad restric¬ 
tions could neutralize whatever might be achieved, through the effective 
use of trade, to encourage political and social change within the Soviel 
Union and to enable Eastern European nations to distance themselves 
somewhat from Moscow. 

3. Europeans also reiterated their view of trade as a right—as distin¬ 
guished from the U.S. view of trade as a privilege. This view has led, in 
turn, to a presumption in favor of exports (rather than the reverse). It is 
possible, however, that this view may be driven as much by reaction tc 
the aggressive U.S. pressure for export controls as by fundamental 
philosophical positions. 

4. European concerns about export controls focused primarily on the 
impact of controls on West-West trade. Europeans considered West-Easi 
trade to be far less problematic due, in part, to the impact of the French 
Farewell papers and a certain cynicism about the commercial (if not the 
scientific) importance of the East. 


*The delegation to the United Kingdom was headed by John McLucas and included pane 
members Tom Christiansen and Ruth Greenstein and staff members Mitchel Wallerstein anc 
Stephen Gould. Richard Cooper led the delegation to Belgium, France, and Austria; the 
remaining members were the same as that to the United Kingdom. The panel delegation tc 
the Federal Republic of Germany and Sweden was led by G. William Miller; once again, the 


impose restrictions on West-West trade with the CoCom countries sene 
precisely the wrong signal; that is, they have the effect of destroying the 
element of trust in the relationship. 


Collateral Implications of Controls 

The delegations consistently heard a number of views, stemming froir 
the assumptions stated above, that illustrate important collateral aspects 
f the control effort. 

1. The panel groups were reminded frequently of the apparent discon¬ 
tinuity between U.S. policy on technology sharing for weapons cooper¬ 
ation and coproduction, including the Strategic Defense Initiative (SDI), 
and the thrust of West-West controls. The implication drawn was that the 
two DoD policies frequently conflict with one another in ways that are 

amaging to the NATO alliance. 

2. The continuing tension between scientific cooperation and protec¬ 
tionism was noted. It was suggested that, in an era of constrained 
budgets, it is unrealistic to expect the European nations to be anxious tc 
cooperate on expensive joint science and technology undertakings if the} 
are denied full access to the information produced. This is especially true 
for fields in which the United States is not preeminent. 

3. The sentiment was expressed that continued discrimination againsi 
nationals of CoCom countries (e.g., in terms of access to universit} 

esearch or sessions of professional society meetings) is likely to lead tc 
a further deterioration in the level of trust and goodwill within CoCom 

4. There is a continuing concern in those countries in which SDI 
research has been discussed actively that such research will result in 2 
one-way flow of technology to the United States—both for commercia 
and military applications—and that the Europeans might even lose the 
right of access to information they themselves had produced. 


Scope of Controls 

The Europeans generally agreed that the current control regime in 
eludes too many items to be practical, from the point of view of eithei 
administration or enforcement, and that current list review procedures 
are biased toward adding rather than deleting items. This perception o: 
bias is reinforced by their view that the United States tends to place items 
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a result, items approved for export at the national discretion level may 
receive minimal review in most European countries. If this judgment is 
accurate, the practical implication is that U.S. exporters are handi¬ 
capped—both when selling items that are controlled at the national 
discretion level as well as when selling items that are unilaterally 
controlled by the United States—without a commensurate benefit tc 
national security. 

Another frequently noted issue relating to the scope of controls was the 
failure of the current control regime to take account of foreign availabil¬ 
ity. It was suggested that, particularly for some of the “low-end” 
technology controlled either unilaterally by the United States or multilat- 
erally through CoCom, export restrictions were virtually futile because oi 
the extensive availability of the technology in question. Most Europeans 
did favor the notion of a common approach to those so-called “third 
countries” (i.e., non-CoCom, Free World countries) that might represenl 
alternative sources—or points of reexport—for controlled items. But they 
also emphasized that, in most cases, reexport controls are not the answer, 
particularly for widely available technologies that are considered to be 
virtual commodities by many countries. 

Controls and Commercial Advantage 

Many Europeans, in a number of the countries visited by the delega¬ 
tions, expressed the view that somehow the United States had designed 
its controls to confer commercial advantage on American companies. 
(Perhaps the most frequently cited example was the recent change in the 
U.S. policy toward the People’s Republic of China.) At the panel’s 
request, some vague anecdotal information was presented to back up 
such claims, but a cause-and-effect relationship was never substantiated. 
Most interlocutors reacted with bemusement to panel members’ sugges¬ 
tions that U.S. industry felt that it actually was more severely disadvan¬ 
taged by the control regime. Nevertheless, the feeling in Europe was very 
real (and is probably increasing) that some substantial part of U.S. 
national security export controls are a “smokescreen” for the protection 
and promotion of American commercial interests. 


National Security Versus Foreign Policy Controls 

The delegations encountered a substantial degree of confusion through¬ 
out Europe concerning the distinction between the application of export 


controls on pipeline equipment after the invasion of Afghanistan—anc 
European resistance to that initiative—has been a factor in all subsequeni 
control efforts. It was difficult, at times, to determine the depth of the 
professed European uncertainty about the circumstances in which expon 
controls are justified on the basis of foreign policy or to assess whethei 
uch doubts were part of a more general antipathy toward economic 
embargoes. (It is worth noting that the delegation traveled to Europe 
hortly after the imposition of U.S. economic sanctions on Libya.) The 
net effect, however, is that the CoCom countries often suspect that the 
United States attempts to justify, or perhaps mask, its foreign policy 
initiatives by invoking the mantle of national security. Europeans contend 
that, if this suspicion is accurate, such attempts have the effect ol 
seriously diluting the consensus within CoCom on truly important na¬ 
tional security matters. 

Extraterritoriality 

Yet another area in which Europeans see a clash of foreign policy and 
national security motivations is the U.S. effort to extend the reach of its 
law to other countries through the imposition of reexport controls. U.S, 
demands to permit the inspection, investigation, and audit of firms or 
nother nation’s soil frequently appeared as another manifestation of the 
same issue. For the British, in particular, all forms of extraterritoriality 
onstituted matters of high principle and were generally considered to be 
anathema. Elsewhere in Europe, opposition to U.S. reexport controls 
was based on a combination of ideological and practical considerations 
Even in countries in which ideological opposition to extraterritoriality 
was muted, there seemed to be a general belief that such an extension ol 
ne nation’s law to another was probably counter to established interna¬ 
tional norms. Outside CoCom, reexport controls were criticized primarily 
ecause of practical problems in their implementation. 


CoCom Views/Policies 

There seemed to be widespread agreement among the countries the 
delegations visited on the value and importance of CoCom, which was 
viewed as substantially more effective and efficient than it was 5 years 
ago. Furthermore, most interlocutors felt that CoCom should be strength 
ened so that the United States could rely on its restrictions and proce 
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scope of controls. 

Among CoCom member countries, there was considerable resentmenl 
about the way in which the United States handled the changes in its policy 
toward the People’s Republic of China (PRC). The belief was fairly 
widespread that the United States deliberately failed to consult with its 
allies on the proposed change in order to give U.S. companies ar 
advantage in the China trade. Moreover, there was a general perceptior 
that the United States is inconsistent in the positions it has taken withir 
CoCom, appearing to delay the applications of other countries while 
promoting U.S. interests. It was pointed out also that the United States is 
the single largest requester of exceptions to the CoCom International Lisi 
of controlled dual use items. Overall, the twin issues of confidence and 
trust were paramount in the minds of the Europeans: They saw U.S, 
unilateral and extraterritorial initiatives as seriously damaging to the spiril 
of cooperation that must exist for CoCom to be effective as an informal, 
nontreaty arrangement. 

During the course of the trip, the delegations heard and discussed i 
variety of proposals to improve the operational effectiveness of CoCom 
Among the most prominent (and viable) were the following: 

• Transparency —For better understanding of the CoCom decisior 
process, provide industry with sanitized information about specific 
CoCom license approvals and denials in a reasonably prompt mannei 
(e.g., within 6 months) but enough delayed that the information would noi 
be useful in specific deals by competitors. 

• “Sunset provision ”—Consider adding a provision, at least for admin 
istrative exception note items, that would cause these items to be removec 
automatically from the CoCom International List after a set period of time 
(e.g., 4 years) unless their continued inclusion were rejustified. 

• Two-tier system —Recognize explicitly that there is a natural divisior 
within CoCom in terms of the commitment of different countries to treai 
and enforce export control policies and “reward” compliant countries 
with the removal of reexport requirements. 

• Treaty —Formalize the CoCom arrangement as an internationa 
treaty to require all participating nations to deal with national security 
export controls on a multilateral basis. 


Views on U.S. Policies and Procedures 

Europeans recognized clearly that little progress would be achievec 


confusion and consternation with existing U.S. policies and procedures 
The issues below were the most frequently cited. 

1. Speed and rationality of the licensing process —The most universa 
concern indicated by European companies was the length of time requirec 
to obtain a validated export license and the apparent impenetrability o; 
the Commerce Department licensing process. The claim was made tha 
there is virtually no “institutional memory”; as a result, each case is 
considered de novo—even if it involves precisely the same technolog} 
licensed previously. The delegations also heard of multiple examples ol 
licensing decisions sent back to Europe by surface mail, thereby wasting 
weeks in the process, simply because a clerk failed to recognize that the 
applicant was located outside the continental United States. 

2. Reexport controls —This was probably the issue of second greatesl 
concern due to the onerous and confusing nature of the requirements and 
the issues of national sovereignty raised by the extension of U.S. law tc 
other countries. A good deal of support was registered for the idea thal 
reexport control regulations must and should take account of a “de 
minimis” requirement; that is, when the percentage or dollar value oi 
U.S. componentry in an item falls below a certain level, the shipmenl 
becomes exempt from licensing requirements. 

3. Distribution license regulations —Bulk licensing regulations were 
judged to be confusing, and great resistance was expressed to both 
company and Department of Commerce audit requirements. 

4. Technical data controls —There is growing concern in Europe aboui 
possible revisions to the technical data controls specified in the Exporl 
Administration Regulations and the impact such revisions would have or 
the capacity of U.S. and European firms to discuss future commercia 
relationships. 

5. DoD “15-country list” —Great resentment was expressed over whai 
was seen as the singling out of European countries on the list ol 
non-Communist destinations for which DoD has review authority. 

6. Embassy expertise —A common criticism concerned the level ol 
competence of U.S. embassy personnel in regard to the technical details 
of export control regulations. Many European companies reported thai 
they have felt obliged either to open their own Washington or New Yorl 
office or to retain a law firm to represent them on U.S. licensing matters 


Diversions 





Austria; but West German officials also reacted somewhat defensively to 
charges that the Federal Republic of Germany served as a point of 
diversion to the German Democratic Republic (East Germany). In both 
Sweden and Austria, the delegation heard evidence of efforts to modify 
the system to detect and deter diversions. It also was apparent, however, 
that there were limits to what the non-CoCom countries were prepared or 
able, under existing laws, to do to stop reexport operations—especially 
since none of the other CoCom countries currently impose reexport 
licensing requirements. 

Goods in Transit 

A problem similar to that of diversions exists with respect to goods 
transiting a country under bond. The CoCom countries in principle 
indicated a willingness to enter bonded customs zones to open shipments 
when evidence of possible illegalities was presented; they emphasized, 
however, that most governments had neither sufficient staff for nor great 
interest in embarking on such “fishing expeditions.” Furthermore, in 
some countries, including the Federal Republic of Germany, there are 
legal limitations on the handling of goods in transit. Other deterrents to 
investigative action include the central importance of trade and, in the 
case of Austria and Sweden, their neutral status, all of which make these 
countries reluctant to take any action that might impede commerce. 

Enforcement 

The delegations were struck by the wide variety of governmental 
approaches to export enforcement. Some of the countries handle the 
matter strictly through customs, while others deal with it through their 
ministries of trade. The overall impression the panel members gained, 
particularly from discussions with U.S. embassy officials, was that the 
quality of the enforcement effort is uneven. In general, the British, 
French, and Germans take enforcement seriously and cooperate with 
U.S. customs agents (albeit on an informal basis). Other CoCom coun¬ 
tries are viewed, even within the European context, as being far more 
lax in their efforts—to the point where there may occasionally be 
violations of agreed-upon CoCom proscriptions. Enforcement in the 
non-CoCom countries is especially delicate, given that these nations are 
under no specific obligation to stop goods that have left the country of 
origin. Often, the United States or some other originating CoCom country 


European Industry Views 


U.S. foreign policy controls continue to be of great concern tc 
European industry; furthermore, such controls tend to raise the specter oi 
U.S. industry as an unreliable trading partner. U.S. unilateral national 
security export controls (both in terms of original exports and reexports^ 
raise economic concerns—uncertainty, delay, hassle, special proce¬ 
dures—all of which add up to additional cost. Industry representatives 
with whom the delegations spoke indicated that obtaining a U.S. license 
approval within a month or two was unusual and that 6-month delays 
were frequent. There also was widespread disgust with the inefficiency oi 
the system: Europeans cited lost applications; the high number oi 
unexplained or “silly” license applications returned without action, foi 
example, because of the absence of a street address for a firm in a rural 
Third World area; technically incompetent questions; and delays caused 
by the use of surface mail. 

None of the company representatives with whom delegation members 
talked could disaggregate all the factors that now militate against buying 
from U.S. firms. However, among those most frequently cited were the 
following: (1) the possibility of additional U.S. embargoes, (2) the 
additional cost of dealing with U.S. controls, (3) the nuisance value oi 
complying with a myriad of U.S. procedures, and (4) the recent strength 
of the U.S. dollar. Company after company made it a point to discuss 
their efforts to identify—and, where possible, design around—U.S. parts 
and components. Most indicated a substantial reluctance to disrupl 
long-established supply relationships. But it was evident that, once the 
link to U.S. suppliers is broken and new trade relationships are estab¬ 
lished (e.g., with the Japanese or others), it becomes extremely difficuli 
for U.S. companies to recapture their share of the market. 


Non-CoCom-Country Issues 


In the countries visited by the panel delegations, some distinction was 
made between the European non-CoCom countries and those in the resi 
of the world. Because Switzerland, Austria, and Sweden have recently 
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expressed the view that these nations do not now represent the sam< 
degree of problem as that posed by the rapidly industrializing countries o: 


develop a common approacn to mese countries ana mat reexport controls 
are probably not the answer. Some hope was expressed for the current 
CoCom “third country initiative.” 


“Running Faster” 

Although it was not discussed at length, several interlocutors volun¬ 
teered that the answer to Soviet efforts to steal, divert, or purchase 
Western technology was simply to continue to “run faster” technologi¬ 
cally. Some even suggested that the realization of the West’s intent to 
stay ahead was the only thing that eventually would prod the Soviets 
toward meaningful disarmament negotiations. 

U.S. Export Control Regime Modifications 

Because almost all the countries visited (except the United Kingdom) 
consider the U.S. control regime to be a given, the majority of suggestions 
for improvement focused on how the current system could be made to 
work better. 

• Abandon reexport controls on exports to other CoCom countries. (It 
was noted that the new G-COM license works only for lower-level goods 
and that a broad distribution license is not available for all users.) 

• Provide some form of general or bulk license (a so-called “gold 
card”) for well-established firms that are considered responsible, whether 
or not they are consignees of a U.S. distribution license. 

• Establish a European office that could provide, either directly or by 
computer link with Washington, knowledgeable export control advice to 
European firms, thereby minimizing the delays inherent in the licensing 
process. 

• Reduce the reach of the CoCom control list. (Little guidance was 
offered, however, as to how this should be accomplished.) 

• Increase the “transparency” of the system by providing, in a 
reasonably prompt fashion, sanitized information about specific CoCom 
licensing decisions. 


Country Summaries 

The United Kingdom 

Among the CoCom countries, the United Kingdom maintains an export 


exclusively) for this reason that the British are so offended by what the] 
see as a lack of trust by the United States. They find this particular!] 
irksome in view of the efforts they have made over the past 2 years tc 
tighten their system. 

By far, the overriding issue in the minds of U.K. government official! 
and industrial leaders is extraterritoriality. This is for them both a mattei 
3f high principle and immediate practicality. They object in principle tc 
the extension of U.S. law and regulations to Great Britain, and the) 
cbject in practical terms to the additional delay and paperwork necessar) 
to obtain a license and/or submit to an internal audit. There is a strong 
feeling in the United Kingdom, especially in the high-tech community 
that extraterritoriality represents a lack of trust in the British and then 
control regime. Moreover, there is a feeling that the United States lacks 
a. sense of proportion, often seeking to treat relatively inconsequentia 
parts and components the same way as major end items. As a result, U.S 
credibility is undermined, and cooperation within CoCom suffers. 

A widespread British view maintains that the U.S. control regime— 
and, indeed, U.S. behavior within CoCom—is designed to work to the 
advantage of U.S. companies. (The change in U.S. policy on exports tc 
the PRC was mentioned frequently.) There also is a general residue of il 
will created by a series of discrete events, including the pipeline foreigi 
policy embargo, grain sales, and the so-called “IBM letter” that was 
circulated within the United Kingdom; these will not soon be forgotten 

Despite these problem issues, there still appears to be an opportunit) 
for the United States to redeem itself in the eyes of the British—but tha 
opportunity may be limited. The delegation heard strongly from botl 
government and industry about a conscious effort under way in the 
United Kingdom to use non-U.S. sources wherever possible or tc 




were reminded that, officially at least, the European Economic Commu 
nity will eliminate all trade barriers in the early 1990s—an action that wil 
greatly complicate U.S. export problems if the United States continues tc 
proceed unilaterally. In the final analysis, the British would like to see i 
system that is based on trust and that relies firmly on coordinated 
multilateral action. 


Belgium 



particular problem in reaching intormea judgments on cases brought 
before the multilateral forum. There are, as a result, some circumstances 
in which the government must consult with Belgian industry to formulate 
its position. 

The Belgians expressed uneasiness regarding U.S. reexport controls, 
particularly the audit requirements under the distribution license. Never¬ 
theless, they seem resigned to accommodating U.S. controls, although 
they prefer that the audits be kept strictly as internal company matters. 
They also expressed the idea that the United States manipulates CoCom 
for its own ends; the PRC export policy change again was cited. The 
Belgians, aware of their position as a lesser member of CoCom, would 
like steps taken to ensure a “level playing field.” Yet, they also want 
CoCom to remain small and informal. 


The North Atlantic Treaty Organization 

Part of the time spent by the delegation in Brussels was devoted to 
meetings with the U.S. delegation to NATO and representatives of the 
North Atlantic Assembly, a nongovernmental group that meets in parallel 
with NATO. The U.S. NATO delegation emphasized a clear separation of 
responsibilities between NATO and CoCom; the former is responsible for 
armaments cooperation and production and for security within the 
Atlantic alliance, and the latter is responsible solely for the control of 
trade to proscribed destinations. There is apparently little, if any, 
communication between the two organizations, which is indicative of the 
somewhat paradoxical policy adopted by DoD, which advocates in¬ 
creased cooperation within NATO on arms coproduction, standardiza¬ 
tion, and so on, but also seeks to restrict access to the most sensitive U.S. 
technology. 

Within the NATO context, the final decision on whether or not to share 
a particular technology and enter into coproduction may rest on domestic 
considerations, primarily the impact on jobs within the domestic econ¬ 
omy. Whatever the reason(s), the inhibitions on technology sharing have 
direct costs both in military and economic terms—for example, higher 
R&D costs, slower technological advancement, redundancy, and so 
forth. 


The Commission of the European Economic Community 
While in Brussels, the delegation met with senior officials of the 


European Community member countries and probably have colored theii 
view of all subsequent export control efforts. The restrictions have, foi 
one thing, stimulated the search for non-U.S. sources of supply—sources 
that would not be subject to interruption. Here again, the “trust issue” 
emerged, with the feeling expressed that U.S. efforts to impose extrater¬ 
ritoriality are offensive and degrading and imply nonequality of treatment. 

The commission is, of course, mindful of the fact that the EEC is tc 
ecome integrated by 1991. This suggests the need for a common 
approach to export controls within Europe, an approach in which 
controlled items might be traded freely within the EEC countries (and, by 
inference, within CoCom). Such a communalization of the issue is 
problematic, however, because Ireland, which is a member of EEC. 
currently is not a member of CoCom. 


The European Parliament 

Although the delegation did not actually visit members of the European 
Parliament, some of its recent deliberations deserve mention. In earl> 
1986, the parliament adopted a resolution* calling on the EEC tc 
investigate whether the 1985 amendments to the Export Administration 
Act eliminated the conflict between U.S. reexport licensing requirements 
and the requirements of the Treaty of Rome, which mandate 
unconstrained movement of goods within EEC countries. The resolution 
urther stated that, if it is determined that the conflict continues to exist, 
the commission is to take action to bring the matter before the European 
Court of Justice for settlement. 

The resolution went on to criticize U.S. technology transfer limits, 
claiming that U.S. restrictions—particularly those that involve extrater¬ 
ritoriality—go far beyond those agreed to in CoCom and that they are 
ineffective in any case. The resolution also recommended the develop¬ 
ment of an independent European technological capability that would 
rival that of the United States. 


France 

The delegation to France received the definite impression that French 
views on the national security export control issue changed rathei 
dramatically in 1981. In that year, the government obtained through its 



the revelations in these papers, the rrench government assigned ongoing 
responsibility for these matters within the General Secretariat for Na¬ 
tional Defense (the equivalent of the U.S. National Security Council). Its 
mandate includes gathering evidence and examining cases of fraud or 
evasion of controls; analyzing and warning the government of pending 
changes in CoCom or the regulations of other countries; and evaluating 
Soviet military/scientific capabilities, especially their efforts in new tech¬ 
nologies. 

The French have a relatively tight system of export controls on 
indigenous technology, although reexport approval by the government is 
not required. The system relies on end use certification. If and when it is 
discovered that a foreign consignee has violated the end-use statement, 
the firm is denied the right to make future purchases. The French now are 
in the process of establishing their own distribution license system, which 
will, unlike the U.S. system, handle imports as well as exports. French 
foreign consignees operating under U.S. distribution license requirements 
also will have to qualify for the French license, and the system will permit 
the French government to perform audits on behalf of the U.S. govern¬ 
ment. This is important because the French, like the British, take a 
generally dim view of U.S. extraterritorial provisions. 

Although the French are concerned about the appearance of accepting 
U.S. extraterritoriality, they are generally far more pragmatic in their 
approach than the British. They also are pragmatic with regard to 
CoCom; they feel that it has increased in effectiveness in recent years, 
and they see little to be gained from altering its status (e.g., making it a 
formal treaty organization or even acknowledging the existence of a 
“two-tiered” CoCom). There also is sensitivity in France to the growing 
problem of technology available from third countries, including those in 
Europe. 

French industry in general also takes a pragmatic approach both toward 
CoCom and toward the U.S. export control regime. Because of 
the Farewell papers, French industry is now probably “overcareful” 
about exports to the Warsaw Pact. Nevertheless, the view was expressed 
that there is an excessive amount of unnecessary paperwork associated 
with U.S. reexport licenses and that, in any case, licenses should not 
be required for companies from CoCom countries. Both the French 
government and French industry recognize that, in order to maintain their 
world position, they must continue to develop and export new technol¬ 
ogy. There is great concern about how export controls will affect this 
effort. 


While in Paris, the delegation made a brief visit to the headquarters ol 
he European Space Agency (ESA). ESA officials pointed out that the 
rigins of ESA are in the scientific community and that it still retains 
haracteristics associated with the relatively open exchange of informa* 
ion. These officials stated their opinion that the U.S. government is 
sometimes unreasonable in its technology transfer policies. They offeree 
the example of a European subcontractor who provided technical data tc 

U.S. prime contractor, who was then denied permission by the U.S. 
government to license the information for transfer back to Europe. 

There also was a feeling among those interviewed that some U.S. 
controls exist more to protect commercial interests in rapidly developing 
fields, such as supercomputers, than to support legitimate national 
ecurity aims. Nevertheless, it was indicated that controls, although a 
nuisance, currently do not present an insurmountable problem. For ESA 
in particular, however, there may continue to be problems associated 
with cooperation on the space station due to the fact that two ESA 
member countries, Ireland and Sweden, are not part of CoCom. 

The Federal Republic of Germany 

The West Germans, like the French, take a generally pragmatic view oi 
both the U.S. national security export control regime and the need foi 
multilateral export controls. If anything, the West Germans are ever 
more tolerant of U.S. extraterritoriality provisions than are the French, 
which may derive in some degree from the special U.S.-West Germar 
postwar relationship. On the other hand, government officials and indus- 
ry leaders in West Germany are becoming increasingly concerned aboul 
the time delays and costs associated with reexport licensing. 

The situation is complicated, of course, by West Germany’s relation¬ 
ship with its Communist “other half.” In talks with the panel delegation. 
West German government officials acknowledged that an export to Easl 
Germany is more or less tantamount to a transfer directly to the Soviel 
Union. Trade with East Germany is limited to control such transfers 
evertheless, it is of considerable political importance. In general, how- 
ver, West German customs officials and the Ministry of Trade have beer 
iligent in pursuing active diverters. 

The delegation also was told that liberal elements within the Wes 
German government would like to increase trade with the East and are 
concerned about the extent of controls over major high-technolog} 
exo rts. It was oointed out reneatedlv that, unlike the United States 
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While in Paris, the delegation made a brief visit to the headquarters ol 
he European Space Agency (ESA). ESA officials pointed out that the 
rigins of ESA are in the scientific community and that it still retains 
haracteristics associated with the relatively open exchange of informa¬ 
tion. These officials stated their opinion that the U.S. government is 
sometimes unreasonable in its technology transfer policies. They offeree 
he example of a European subcontractor who provided technical data tc 
U.S. prime contractor, who was then denied permission by the U.S. 
government to license the information for transfer back to Europe. 

There also was a feeling among those interviewed that some U.S. 
controls exist more to protect commercial interests in rapidly developing 
fields, such as supercomputers, than to support legitimate national 
ecurity aims. Nevertheless, it was indicated that controls, although a 
nuisance, currently do not present an insurmountable problem. For ESA 
n particular, however, there may continue to be problems associated 
with cooperation on the space station due to the fact that two ESA 
member countries, Ireland and Sweden, are not part of CoCom. 

The Federal Republic of Germany 

The West Germans, like the French, take a generally pragmatic view oi 
both the U.S. national security export control regime and the need foi 
multilateral export controls. If anything, the West Germans are even 
more tolerant of U.S. extraterritoriality provisions than are the French, 
which may derive in some degree from the special U.S.-West German 
postwar relationship. On the other hand, government officials and indus¬ 
try leaders in West Germany are becoming increasingly concerned aboul 
the time delays and costs associated with reexport licensing. 

The situation is complicated, of course, by West Germany’s relation¬ 
ship with its Communist “other half.” In talks with the panel delegation. 
West German government officials acknowledged that an export to Easl 
Germany is more or less tantamount to a transfer directly to the Soviel 
Union. Trade with East Germany is limited to control such transfers: 
nevertheless, it is of considerable political importance. In general, how¬ 
ever, West German customs officials and the Ministry of Trade have beer 
iligent in pursuing active diverters. 

The delegation also was told that liberal elements within the Wesi 
German government would like to increase trade with the East and are 
concerned about the extent of controls over major high-technolog} 
xd rt . It was oointed out reneatedlv that, unlike the United States 



Transit ) is very important m Europe cue to me geograpmc proximity ol 
the countries and the nature of the EEC agreement. Controlling transil 
trade is an especially difficult aspect of the West German export control 
problem. 

West Germany currently maintains few restrictions on exports to third 
countries such as Brazil (with which it has a large volume of trade); man) 
people with whom the delegation spoke felt that this aspect of Wesl 
German policy must be addressed in the near future. There also was conceit 
about the implications of German involvement in SDI—namely, whethei 
technology developed in West Germany might get “sucked in” by the SDI 
program and become inaccessible for commercial exploitation. 

The West Germans fully support the CoCom process and favoi 
increased transparency, streamlined lists, and better definitions of exactl) 
what is controlled. However, there was some suspicion that certain 
countries (read: the United States) try to railroad through controls ir 
CoCom without permitting time for adequate response by other members, 
Some interlocutors felt that an informal, two-tiered CoCom arrangemenl 
already exists de facto. 

Austria 

The fundamental message conveyed to the panel delegation visiting 
Austria (one of the non-CoCom countries of Western Europe) was tha 
the only way the nation can remain master of its own destiny is b) 
maintaining its status of permanent neutrality. This can only be accom 
plished if its economy remains stable, which in turn depends on its ability 
to trade (exports account for 35 percent of Austrian GNP). Austriar 
interlocutors emphasized that in Austria trade is a right and not a privilege 
(as it is in the United States). Moreover, because of Austria's neutra 
status, it is politically impossible for it to accept the CoCom control lists 
in toto. Although Austria does not share the U.S. view of the need foi 
export controls, it respects the right of the United States to determine 
what is in its national security interests. 

At the end of 1984, the Austrian government adopted a new, “auton 
omous” export control policy and appropriate implementing legislation 
which is now being carried out. This new system essentially mimics the 
extant controls of the country of origin for a particular shipment 
whatever restrictions are imposed there (including reexport licensing 
requirements) also are imposed in Austria. 

Given its geopolitical situation, Austria continues to have signifi 


trading nation, its customs officials have difficulty with the idea 01 
seizing shipments moving through bonded customs zones. The offi 
cials indicated, however, that they can act if something is misla 
beled, although they do not have the manpower to find “needles ir 
the haystack” unless they are tipped off in advance. A revised U.S. 
Austrian customs agreement was signed recently and is now bein£ 
implemented. 

Sweden 

Like Austria, Sweden carefully guards its neutral status. Yet, SwedisI 
attitudes toward export controls have been changing rapidly over the pasi 
few years, driven in large measure by the publicity surrounding some ol 
the major diversion cases (e.g., the VAX 11/780 computers). It is 
important to point out that export control problems in Sweden generally 
are not related to illegal or questionable activities by the major SwedisI 
manufacturers; the problems involve the so-called “techno-bandits,’ 
diverters who set up companies in Sweden solely for the purpose ol 
reexporting proscribed technology to the Warsaw Pact countries. Part ol 
the difficulty Sweden has encountered in trying to stop diverters stems 
from the fact that it has few applicable laws on the books. 

In 1982 the Swedes set up a system (under their Defense Materia 
Administration) to issue end-use certificates and conduct prelicense 
checks of facilities (as well as follow-up visits every 12 months) whenevei 
there was to be an import of sensitive U.S.-origin computers or computer 
related technology. Recently, the Swedes announced additional regula 
tions designed to make it more difficult for diverters to use Sweden foi 
their operations. In all their efforts, however, the Swedes must tread < 
narrow line to maintain their neutral status; they are under continuing 
criticism by the Soviets for “catering” to the United States on expor 
control matters. 

Officials in Swedish industry and the Swedish government made i 
clear that, although they do not like the extraterritorial provisions of th( 

.S. export control regime—particularly reexport licensing—they com 
ply with them and will continue to do so. At the same time, industry 
representatives indicated an active interest in designing around U.S 
components wherever possible, although they also admitted that th< 
United States is simply too important an export market to abandon 

weden also is consulting closely with the other two major non-CoCon 
neutral emintries Austria and Switzerland, and is determined to maintair 


countries. 


ANECDOTAL COMMENTS OF EUROPEAN INTERLOCUTORS* 

United Kingdom 

• There’s an increasing tendency for U.K. firms to non-U.S. source parts am 
components to avoid present and future complications with U.S. expor 
controls of any kind, not just national security. 

• U.S. reexport controls are very long and difficult to follow. . . .The timi 
required for U.S. reexport approvals can also be very long. 

• Apprehension about the scope of U.S. extraterritorial controls has causei 

( _ ) to develop their own internal sources of some critical components am 

in other cases to seek non-U.S. suppliers. 

• Recipient countries (e.g., U.K.) are looking for alternative sources (e.g. 
Japan) as a result of U.S. extraterritorial controls. Where no alternatm 
sources exist, European companies are asking the European Economic Com 
munity to set up research projects with the goal of eliminating dependence 01 
U.S. products. Whenever the U.S. imposes additional unilateral controls 
companies look for non-U.S. sources. 

• ( _ ) is using a computer to draw up a list of U.S. components in order k 

seek alternate suppliers. 

• (_ ) has teamed up with two other European companies to eliminaU 

dependence on U.S. sources. 

• The backlash against U.S. export controls has not become overt. However, thi 
resentment is steadily building and could become problematic. 

Belgium 

• Difficulties with the U.S. reexport licensing process prompt foreign firms to bw 
non-U.S. 

• Extensive time delays are often compounded by erroneous clerical assumption 
within the U.S. government. Such misconceptions are most difficult to dea 
with when the Pentagon becomes involved in the review process, whether in th 
West-East cases or in those West-West transactions now subject to DoL 
review. Difficulties are also encountered with U.S. unilateral controls am 
supplying U.S. licensed spare and replacement parts!subassemblies for use ii 
controlled and noncontrolled foreign products. 



To avoid the extraterritorial reach of U.S. export!reexport controls, some 
French companies may be trying to avoid the use of U.S.-origin parts and 
components in favor of non-U.S. sources. 

( _ ) believes that they are penalized vis-a-vis American firms because the 

U.S. might approve an export of an AEN-level item while ( _ ) would have 

to apply for a reexport license. There is also a cost in delays in terms of 

technology exports and legal fees in the U.S. It is unacceptable that ( _ ) 

must seek approval to reexport from France to West Germany or Italy. U.S. 
approval may take up to 6 months. 

Austria 

We need a source of reliable information and a source of necessary papers (i.e., 
forms and applications) in Europe to assist Europeans to follow U.S. regula¬ 
tions. 

Keeping track of U.S.-origin parts and components in Austrian products and 
filing the appropriate reexport requests is very burdensome on Austrian firms. 
It takes an inordinate amount of time and effort, and receiving decisions from 
the U.S. is a lengthy process. As a result, non-U.S. sources are being actively 
sought. It's highly doubtful that the time and effort expended on reexports is 
worth it. 

Austrian manufacturers, not certain that U.S. approvals will be forthcoming, 
often look for alternate, non-U.S. sources of supply so they won't be caught 
unprepared. 

Federal Republic of Germany 

The U.S. Department of Commerce uses surface mail to issue approvals, and 
send RWAs [notices of licenses “returned without action"] even though 
( _ ) uses airmail—this adds weeks to the process. 

Although buying non-U.S. parts, components, and other products has 
its difficulties, some West German firms are beginning to explore this ap¬ 
proach since it would insulate them from potential, capricious U.S. interfer¬ 
ence in their freedom. This also applies to West German firms with U.S. 
subsidiaries. 

Small- and medium-sized West German firms who are or who wish to become 
foreign consignees under the U.S. distribution license are just now seriously 
looking into the requirements of the U.S. internal control guidelines. They are 
very concerned since the requirements are quite complex, and they wonder how 
they can possibly carry them out. 


move. 


• There is evidence that the Soviets are rejecting offers for non-U.S. 
containing major critical U.S. parts or components. This is on the 
the U.S. reexport authorizations will not be granted, or, if granted, 
the supply of U.S. origin spare parts and!or replacement parts may t 
sometime in the future. 

• ( _ ) questioned if it was worthwhile to have some research on Wi 

products performed in the U.S. since this might result in the applicat 
export!reexport controls. 

• ( _ ) wanted to exhibit at a Moscow trade fair, but they could noi 

whether they would be granted a license for the equipment. So the j 
a non-U.S. supplier. 

• ( ) said the company's European activities submitted 625 U.l 

requests in 1985, most from customers. Three to four weeks were r 
the average to obtain a decision, although ten weeks were require 
(surface mail was not involved in either direction). Of the 625, 53 we 
without action, usually requiring further information. 

Sweden 

• U.S. reexport controls pose a major problem. For many years, the 
firms] have avoided difficulties by specifying a certain amount of ree: 
major individually validated licenses. . . .Recently, however, the 
have had riders deleting some countries. This requires time-cons 
separate applications and may lead them to consider non-U.S. soi 

• ( _ ) would like to establish some engine manufacturing facilities 

This would benefit both countries. However, there's a reluctance 
involved because many of these activities would become enmeshed 
export controls. 

• ( .,) has real problems figuring out U.S. Control List classificc 

Department of Commerce returns applications by surface mail! (_ 
not have same problems with European companies and they an 
looking for non-U.S. sources. 

• ( ) have not been denied licenses but have experienced long c 

process takes too long. 

• ( _ ) has a major problem with low-level bureaucratic delays and 

the U.S. Commerce Department, including occasional lost submis . 

• Smaller Swedish firms have a difficult time with export and reexpoi 
They have little knowledge and experience a difficult time of ettin 


General Issues 

Country Capabilities 

The remarkable economic strides of the Pacific Rim countries and the 
deterioration of the U.S. trade position vis-a-vis these countries have 
fostered an impression that the Asian newly industrializing countries 
(NICs) are on the same development path as Japan and will become 
formidable competitors in high technology as well as basic industries. In 
fact, the differences are as striking as the similarities. 

Abundant capital and technical manpower ensure that Japan wil] 
continue to be the United States’ major rival virtually across the board in 
high-technology industries and will assume world leadership in a growing 
number of specific technologies, primarily commercial but also military. 
Acknowledgment of this reality is implicit in several recent U.S. initia¬ 
tives—efforts to gain access to the results of Japanese government- 
sponsored R&D, an agreement to acquire selected military technologies, 
an agreement to control the sales and use of supercomputers, and 
stepped-up monitoring of Japanese developments by teams of U.S. 
experts. What is less apparent is that the United States will soon find itseli 
in the unusual position of identifying foreign technologies as candidates 
for CoCom control in advance of their domestic development or acquisi¬ 
tion by the United States in military systems. 

Korea’s technological capabilities are concentrated in a handful ol 
large, diversified, export-oriented conglomerates that together accounl 
for more than 40 percent of Korean GNP. A few of these companies are 
already producing, in volume, some CoCom-controlled commodities 
(e.g., high-density memory chips and 16-bit microcomputers) and are 
committed to acquiring more advanced electronics capabilities (e.g., fibei 
optics, robotics, machine tools, new materials, chemicals, and biotech¬ 
nology). These highly leveraged companies are not deterred from these 
new ventures by cyclical downturns in world markets. Indeed, over the 
short term, they appear unconcerned about returns on world markets. 

Nevertheless, there are several clear vulnerabilities in the Korear 
economy: a degree of duplication of effort that is unsustainable by the 


*The delegation to Japan was chaired by Lew Allen and included panel members Johr 
McLucas and Richard Meserve; staff members were Mitchel Wallerstein and Stephei 
Merrill. The Korean delegation was led by John McLucas; accompanying him were pane 
member Leif Olsen and Mitchel Wallerstein and Stephen Merrill. The delegations to Honj 


growing protectionism among tne industrialized countries, a large exter¬ 
nal debt ($47 billion) and potential political instability, and a shortage ol 
highly trained resident scientists and engineers. The latter is more a 
constraint on innovation than on the development of highly productive 
manufacturing capacity. Japanese industrialists agree that Korea and 
Taiwan, probably alone among the Asian NICs, are able to absorb and 
replicate sophisticated production processes. Conscious of the boomer¬ 
ang effect (in steel, shipbuilding, and now automobiles), the Japanese are 
growing more reluctant to transfer advanced technology to the Koreans 
and regard American firms’ openness to high-technology joint ventures 
with Korean companies as shortsighted. 

Hong Kong has almost no indigenous high technology. Roughly 60 
multinational companies, most of them American, employ 35,000 people 
in the assembly of electronic components and the manufacture of some 
finished products. These companies export to their home markets for final 
processing and/or sales. Upwards of 1,000 firms under domestic Chinese 
management employ 60,000 people in the manufacture of consumer goods 
or low-technology components (circuit boards and capacitors) or in the 
servicing of other companies. These capital-poor, labor-intensive opera¬ 
tions have experienced real difficulties in the recent electronics recession. 
The three or four exceptions to this pattern—firms engaged in higher- 
technology, capital-intensive activities (e.g., wafer fabrication)—are closely 
linked to the PRC. It is generally agreed that their product is of poor quality. 
They have had little success in marketing locally or worldwide and are 
experiencing difficulty obtaining financing. PRC aspirations for these com¬ 
panies to become commercially viable are considered unrealistic. 

In recent years the Singapore government has made a big push to shift 
the economy into higher value-added, more capital-intensive manufactur¬ 
ing to differentiate Singapore from its neighboring low-wage competitors. 
More money is going into research, into programs to encourage automa¬ 
tion, and into a “science park.” Foreign investment, especially if it 
entails R&D activity, is welcomed. Nevertheless, until recently a policy 
of rapid wage increases and high forced savings (to finance the social 
security system) has driven up business costs and exacerbated the current 
economic crisis—2 or 3 years of negative or negligible growth following 
two decades of 8 percent annual growth—attributable also to the slump in 
shipbuilding, petroleum refining, and other key sectors. Singapore has 
been pricing itself out of the assembly business, so far without securing a 
firm foothold in higher-technology manufacturing. 

In Malaysia, a policy of inducements for foreigners to set up manufac- 


ican, Japanese, and a few European companies that import materials anc 
export assembled components to home or third markets. Their mail 



NEC, the Japanese firm, has contributed $1 million to MIMOS. Despite 


its high-level political support, however, and the enthusiasm of its staff 



Japan, historically, has been an importer of technology. That balance 
has now shifted, but the Japanese continue to place a premium or 
cquiring the latest U.S. developments. The NICs are acutely aware tha 
their progress will continue to depend on licensing or copying Westerr 
technology for some time to come. National policies to encourage 



investment; Malaysia offers generous tax and other concessions. 

Governments and businesses in Asia generally professed a strong 
preference for American over Japanese technology and investment for z 
variety of reasons: historical antipathy to the Japanese, continuing belie 
in the superiority of U.S. technology, Japanese reluctance to transfei 






occupation of the northern Japanese islands, the downing of KAL 007. 
and so forth. Few of the public or private officials the delegations spoke 
with shared the U.S. preoccupation with the global military balance oi 
power or the belief that the West’s technological lead is critical am 
threatened. Because the Japanese exposure is mainly to technology in the 
Soviet civilian sector, the prevailing view is that Japan and the United 
States possess a commanding (5- to 20-year) lead (especially in comput¬ 
ers, software, and telecommunications) that is widening rather than 
narrowing. 

Perceptions of the People’s Republic of China 

With the exception of Hong Kong, whose future is tied to the mainland. 
Asians are ambivalent about China and suspect that U.S. liberalization oi 
technology trade with the PRC has proceeded too far and too fast. Theii 
reservations reflect not a perceived military or other external threat bul 
two somewhat contradictory concerns—worries about future Chinese 
competition and doubts about the stability of China’s internal political and 
economic course. For the time being, the latter are predominant. Even 
the Koreans are willing to do business with China, albeit indirectly and in 
nonstrategic goods. (Korean exports to the PRC, mainly through Hong 
Kong, amount to nearly $1 billion annually.) Koreans are concerned aboul 
the reflow of dual use technology with military application from China and 
the Soviet Union to North Korea and about Chinese and Soviet behavioi 
in the event of a North Korean move against the South; but they do nol 
expect the Chinese to encourage the North to take significant risks. Japar 
and the NICs are not counting on the Chinese to maintain their liberal¬ 
ization and modernization drives without occasional sharp deviations and 
setbacks. China’s current shortage of foreign exchange has reduced 
expectations everywhere, but especially in Japan. 


Export Control Issues 

Foreign Availability/Domestic Capability 

The delegations were struck continually throughout their study mission 
by the widespread availability of “low-end” technology ostensibly con¬ 
trolled by CoCom. In every country visited, they determined eithei 
through direct observation or reliable reporting that microelectronics 
products and computers with sophistication at least equalling that con- 



“no-name” generic technology. 

Looking beyond the current situation, the delegations were afforded th< 
apportunity to tour a number of R&D and production facilities in most o 
the countries. One could not help but be impressed by the singleness o 
purpose with which the goal of high-technology development is beinj 
pursued in areas such as fiber optics, memory chips, and so on. It was no 
difficult, on this basis, to arrive at a view that, whereas the current contro 
problem involves (with the obvious exception of Japan) foreign availabil 
Lty of CoCom-origin technology, the day is not far off when many of th< 
East Asian NICs will be able to develop and produce technology rivaling 
that on CoCom’s International List. 

Diversions 

Direct transfers of locally produced dual use technologies from the fiv< 
countries to the Soviet bloc occur, but they appear—at least currently— 
to represent only a minimal problem. Japan adheres closely to forma 
CoCom restrictions and maintains tight visa controls and close surveil 
iance of bloc visitors. The Japanese repeatedly asserted that theii 
insularity and habits of loyalty to group, employer, and country ar< 
effective deterrents to illegal activities. The sale a few years ago of < 
floating drydock that the Soviets used to repair warships was an embar 
rassment “that will not be repeated.” The few Soviet students in Japai 
are studying language. Japan has virtually no scientific exchanges wit! 
bloc countries. There are several small- and medium-sized trading firms 
so-called “friendly companies,” that do extensive business with th< 
Soviets, but these are well known and presumably watched fairly closely 
A potentially bigger loophole is the absence thus far of a Japanes* 
espionage statute, another legacy of the postwar antimilitaristic senti 
ment. 

There is no official Soviet presence in South Korea, internal security i: 
tight, and Koreans conduct negligible direct trade with the Soviets. Th< 
first and last factors apply also to Hong Kong. Needless to say, however 
there is a large PRC presence in Hong Kong, and trade relations 
communications, and travel are extensive and increasing. Most of th< 
known or suspected cases of illegal diversions to the mainland apparently 
involve relatively low-technology, widely available products. 

The delegations all heard from many sources in the countries they 
visited that numerous opportunities exist in the Far East for diversion o 
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ans to Hong Kong and Singapore, the residents ot Hong Kong tc 
Singapore and Indonesia, and the Singaporeans to India. Because the 
delegations received little specific information on documented or sus 
pected cases, they had little basis on which to judge the magnitude oi 
locus of the problem, let alone to compare it to the situation in Europe 
Nevertheless, based on their overall assessment of the situation, the 
delegations found it reasonable to conclude that diverters can and do shij 
through the freewheeling, high-volume ports of Singapore and, to a lessei 
extent, Hong Kong, with virtual impunity. This would be particularly true 
with respect to goods originating in CoCom countries other than the 
United States, which do not impose reexport control requirements. 

Enforcement 

Recently, Japan successfully prosecuted its first two cases of expor 
control violations. Penalties were minimal—small fines and/or brie 
suspension of exporting privileges—but the actions, regarded as symbol 
ically important, received favorable press and public reaction. Given the 
“loss of face” for the companies (and individual executives) involved 
these penalties may be more severe within the cultural context than the] 
would at first appear. Previously, when the United States reportec 
suspected diversions to the government of Japan, there was rarely ai 
official response. It is assumed that investigations ensued and violator 
were dealt with, if only by reprimand, but the government took no public 
action. The Ministry of International Trade and Industry has authority t( 
require postshipment reports and to conduct on-site inspections but hai 
used it sparingly, if at all. 

Hong Kong trade officials emphasized their limited capability to mon 
itor shipments through the harbor. The customs agency has 14 full-time 
investigators and 300 officers engaged part-time in spot checks. Hon* 
Kong Department of Trade officials indicated that they have power unde 
the terms of a “direction order,” which requires that the item in questioi 
cannot move farther than Hong Kong without the permission of the 
original exporter. To date, no such direction orders have been imposed oi 
goods in transit, nor, apparently, has the U.S. government requested sue! 
action. Although U.S. consular officials consider Hong Kong authorise; 
fully cooperative, both sides complain that they spend far too much o 
their time chasing after low-level, widely available products intended fo] 
the PRC. 

Singapore officials emphasized that the task of closely monitoring trade 


:overs three countries (Malaysia, Thailand, and Singapore). Th< 
Singaporeans claim that they have a system—the import certificate 
delivery verification (IC/DV) system, which is discussed elsewhere in thi: 
volume—by which items can be tracked through Singapore. However 
despite persistent questioning of various interlocutors, the panel delega 
don could find no evidence that any system was in operation that coulc 
spot, much less prevent, diversions. 

Enforcement has not yet become an issue in Malaysia, primarily due tc 
die fact that the movement of all CoCom- level technology is controllec 
directly by the multinational corporations operating in the country’s free 
:rade zones. 


Attitudes Toward CoCom 

Japanese and Hong Kong spokesmen expressed general support foi 
CoCom but offered the following observations. 

• The scope of the CoCom dual use list is too broad, encompassing 
items of marginal strategic significance that are available from a variety o: 
sources with minimal or no controls (e.g., personal computers anc 
commodity semiconductors). Efforts to control the uncontrollable detrac 
from the effectiveness of controls in various ways—diverting resource; 
from review and enforcement activities focused on the truly critica 
technologies, undermining support for the system within CoCom coun 
tries, and discouraging the cooperation of non-CoCom countries that an 
beginning to produce products at the low-technology end of the contro 
spectrum. 

• Compliance is uneven. The Japanese suggested that some Europear 
members interpret the agreements to suit their commercial interests 
Although not alleged to be in violation of CoCom agreements, the greate] 
willingness of U.S. companies to transfer technology abroad in the 
interest of short-term returns is viewed as undermining the effectivenes; 
3f controls. 

• The lack of accountability is troublesome but represents the price o 
avoiding divisive political controversy in some CoCom countries. It ma> 
be feasible, however, to institute an appeals mechanism for cases that an 
turned down under the rule of unanimity. 

® In the eyes of Hong Kong officials, the relaxing of controls on Chin; 
while retaining its proscribed status will not be tenable for long. They urg< 
the removal of China from the CoCom control reeim . T d lif rati i 
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lodified proscribed status. 


Views on U.S. Policies 

To the extent that Asians distinguish at all between CoCom and U.S. 
antrols, they made the following comments. 

Export Licensing The administration of U.S. licensing has delayed 
nt not prevented access to U.S. technology and products. For exports to 
on-CoCom Asian countries, 3-month delays are considered common and 
nreasonable. Peripheral and component suppliers to Japanese systems 
ouses reported delays of up to 3 months for imports under individual 
alidated licenses (IVLs), but major Japanese firms cited much shorter 
eriods (3 to 4 weeks) for approval. 

A number of additional dimensions of the U.S. export licensing system 
Iso were identified as problematic. The current lack of a “de minimis” 
rovision in the current reexport control regulations—a provision that 
[lows shipment without a reexport license when the percentage of U.S. 
amponentry in a product falls below a stated threshold—is viewed as a 
irious disadvantage. Many examples were cited of the problem of the 
$2 U.S. microchip in a $20,000 machine,” which meant that the entire 
roduct had to receive a U.S. reexport license. A second problem cited 
as the current requirement that exporters who do not hold a distribution 
cense must go through the entire licensing procedure each time the 
lentical technology was exported under an IVL, with no apparent 
istitutional memory of previous case processing or rulings. 

Investment A number of Japanese expressed greater concern about 
ther U.S. national security restrictions, especially those on the partici- 
ation of foreign nationals in scientific conferences and on foreign 
ivestment in U.S. companies performing military-sponsored R&D. Jap- 
aese equity investments have been blocked or withdrawn in four or five 
;cent instances involving U.S. ceramics, materials, and communication 
itellite firms; and these cases have received wide publicity in Japan, 
^here military R&D is not involved or is insulated from foreign manage- 
lent control, however, the Japanese have not experienced any difficulty 
1 dealing with U.S. subsidiaries and partners. 

Mixed Motives As in Europe, there is a strong suspicion in Asia that 


companies had forewarning and thus a competitive advantage. 

Technical Data Because Japan, Korea, and other Asian countries al 
prize their access to U.S. technology, any expansion of U.S. controls or 
West-West transfers of technical data would have serious political reper 
cussions. Notwithstanding MITFs licensing of technical data, Japanese 
businessmen insisted that proprietary controls are adequate. They antic¬ 
ipate serious problems with U.S. subsidiaries and partners, as well as 
endless arguments about reexport controls on technology of mixec 
national origin, if the United States revises its policy. They indicated thai 
technology flow in both directions would be curtailed. Elsewhere in Asia 
tightened restrictions on technical data would be interpreted as evidence 
of a U.S. shift toward protectionism. 

Extraterritoriality The Japanese consider U.S. extraterritorial (reex¬ 
port) controls to be a violation of international law. They also complair 
about the fact that, technically, if a Japanese company makes ar 
engineering change in a U.S. system in which there is technology undei 
license, it is obligated to report the change to the Department oi 
Commerce; this requirement is considered anathema. The Koreans 
suspect that the United States delays reexport approvals on dual use anc 
military items to help U.S. firms usurp sales. Nevertheless, the behavioi 
of both countries is pragmatic. They dislike U.S. reexport requirements 
and refuse any official cooperation, but they do not block voluntary 
compliance. Above all, they have no intention of imitating the Unitec 
tates. It would be extremely difficult, according to several Japanese, foi 
their government to take any steps that would be harmful to trade wit! 
third countries. Consignees (other than U.S. subsidiaries) under U.S 
distribution licenses had only recently become aware of the new require 
ments for internal control programs and U.S. government audits. The) 
suggested that the effects on U.S. business would become apparent onl) 
when U.S. officials begin to conduct the audits. 

Commercial Versus Military Technology 

Asian countries with military forces and domestic arms industries 
acknowledge the concept of dual use technology, but in practice the) 
draw a sharp distinction between commercial and military technology 
defining the latter as narrowly as possible to limit the impact of eithei 
domes c U. . e t tion o arms sales. In Japan, the virtual ban oi 


firm that even the president ot the company must make special arrange¬ 
ments to visit the military side of the operation.) 

Korea is a modest arms exporter but is dependent on U.S. weapons 
technology, not to mention the goodwill of the United States. The Korean 
Ministry of National Defense maintains its own controls on military 
exports, including requiring assurances against reexports, and accepts 
U.S. reexport restrictions, although there have been differences over 
Korean arms shipments to some Middle East countries. (The delegation, 
in turn, received sharp questioning from the Koreans on the recent 
diversion of Hughes helicopters through West Germany to North Korea.) 
Similarly, Singapore is amenable to U.S. reexport controls on military 
items, although it has been diversifying its sources of military technology. 
All of these countries, on the other hand, are reluctant to impede 
commercial exports they consider vital to their economic growth. A 
Korean source suggested a related reason for this double standard: “In 
dual use technology trade, it is a buyer’s market; but in arms sales, it is 
a seller’s market.” 


Third Country Initiative 

Singapore, Korea, and Malaysia are among the approximately 30 
countries targeted by CoCom for negotiations intended to lead to agree¬ 
ments to control exports in a manner comparable to CoCom arrange¬ 
ments. CoCom members have split up the list with a view to concluding 
a series of bilateral memoranda of understanding (MOUs) that will 
become the basis of similar agreements between each CoCom member 
and each third country. The United States has taken the initiative with all 
three Asian countries. The panel delegations were not privy to the terms 
of the proposed MOU, but they were assured that the agreement would be 
comprehensive (i.e., covering all CoCom-level technology regardless of 
origin) and would be endorsed by the other CoCom partners. 

During the delegation’s visit to Singapore, an article appeared, not 
coincidentally, in the Singapore Business Times. Among the points noted 
were the following. 

• Control of exports is one of a number of trade issues (intellectual 
property rights, generalized system of preferences, textiles) on which the 
United States is taking an increasingly protectionist line vis-a-vis the 
NICs but refusing to accept trade-offs. 

• U.S. treatment of export licenses to Singapore—as if the country 




• The MOU covers items that Singapore and other NICs are jusi 
beginning to produce, that are available from many other sources withoui 
controls, or that have not been shown to represent a significant security 
risk if the Soviets acquire them. 

• The United States is asking Singapore to undertake commitments 
that it cannot fulfill because of limited manpower and authority to monitoi 
transshipments through the port of Singapore. 

• The draft MOU presented to Singapore is broader than those the 
United States has accepted in other cases (e.g., India, which has agreed 
to control only U.S.-origin technology). 

• Acceptance of the MOU in its present form would disadvantage 
Singapore in relation to its competitors. 

The delegations explored this set of issues with officials in other 
countries the panel visited. In most cases, the delegation met with 
incomprehension when it asserted that national security export controls 
are separated from other trade policy issues in U.S. thinking and 
bureaucratic responsibility. The Japanese, on the whole, understand thal 
the two are not at all closely linked. 


Views and Practices of U.S. Businesses 

U.S. company representatives are concerned about Japanese competi¬ 
tion in Asia and NIC competition in the U.S. market, but few perceive 
U.S. export controls to be a major competitive handicap—as distinct froir 
a significant administrative cost, source of bafflement, and considerable 
nuisance. Nevertheless, several companies reported lost sales as a resuli 
of delayed licenses (especially to China and India), citing examples ol 
deals with government agencies whose spending authority expired before 
a transaction could be consummated. One source claimed that delays or 
licenses to India, pending India’s signature on an MOU, had cost U.S 
exporters hundreds of millions of dollars and created an opportunity for a 
Norwegian firm to capture a large share of the Indian computer markei 
and to establish a joint venture with the Indian government. Severa 
companies were especially critical of reexport authorization requirements 
that apply to foreign products with minimal U.S. content and of regula 
tions that sometimes restrict the supply of spare parts and servicing bu 
not the sale of the original equipment. It was the consensus that the 
distribution license greatly facilitates original sales and reexports but tha 
thp npw rrmHitinnc attar.hp.d tn it—fnr ftxamnle. audit reouirements—ma> 



with a bit of ingenuity, it is relatively easy for U.S. or foreign competitors 
not to mention would-be diverters, to circumvent controls. A number o 
company representatives speculated about the likely impact of expor 
controls on some of the business practices now being introduced in thi 
Far East. Specific mention was made of two factors: (1) the difficulty o 
maintaining “just-in-time” delivery procedures (a policy adhered to t< 
avoid large inventory requirements) if there are delays in licensing- 
especially when the Japanese can deliver on time; and (2) the growing us< 
of “drop shipments” (wherein goods are purchased for delivery else 
where), which may well be problematic for some destinations unde 
current licensing procedures. 


Country Summaries 

Japan 

Despite the fact that Japan is a member of CoCom, there are certaii 
difficulties inherent in dealing with Japan on technology transfer matters 
For one thing, Japan approaches the problem from a different cultural an< 
governmental perspective. To be found violating government regulation 
is a severe “loss of face” for a Japanese company and is simply not done 
Moreover, Japanese company representatives work closely with thei 
ovemment counterparts. As a result, export license applications an 
rarely submitted if they are not virtually certain to be approved. 

The Japanese constantly reiterate their strict adherence to the CoCon 
ists. Although this is apparently true, there is some definite question o 
“the letter” versus “the spirit” of enforcement. There is no evidence tha 
he Japanese ever have been engaged in shipping CoCom-proscribe< 
echnology directly to the Warsaw Pact countries. On the other hand 
Japan has enormous markets in Hong Kong, Singapore, and elsewhere 
and it makes little or no attempt to determine whether there is reexpor 
through these destinations and, if so, to whom. 

Diversions that are undertaken by Japanese companies occur largel] 
through the so-called “friendly trading companies.” There are no esti 
mates available of the scope or seriousness of these activities. Th< 
Japanese have, until recently, been extremely reluctant to prosecute sucl 
cases, but the tide of public opinion appears to have changed. As a result 
the government of Japan recently prosecuted a company in public for thi 
first time. The more common practice is for MITI to call in the presiden 
of a company for “administrative guidance.” This, too, is considered j 


• MITI annually processes about 400,000 individual license applica¬ 
tions for exports of CoCom-listed items to all destinations. Applications 
must be accompanied by an import certificate issued by the governmenl 
of the importing country. Exports to Communist countries (1 percent) are 
reviewed by the newly established Office of Security Export Control (11 
staff members). All other applications are processed by MITI’s industrial 
bureaus and regional offices (350 to 450 people are involved). The system 
is not automated. Other agencies have no formal role and are rarel> 
consulted. The average turnaround time on bloc applications is 2 months: 
on Free World applications, 2 to 3 days. Exporters frequently consull 
with MITI before submitting applications; in the case of exports tc 
proscribed destinations, they are strongly advised to do so. Denials, as a 

esult, are extremely rare. 

• Transfers of technical data relating to the design, manufacture, or use 
of items on the CoCom list are separately licensed for security, nol 
economic, reasons. There is a separate list of controlled technologies. 
The exporter must identify all types of technology referred to in the sales 

ontract. No import certificate is required. 

• A bulk licensing procedure was introduced in 1985. Coverage is 
imited to CoCom country parties with which the exporter has a continu¬ 
ing contractual relationship, but there are no product exclusions and 
consignees are not checked. Approximately 120 such licenses were 
granted in the first year. They must be renewed annually. 

• Aside from the IC/DV procedure, there are few controls on reexports 
of Japanese products. No end-use statement is required except from 

onsignees in proscribed countries, no end-use or postshipment check is 
made, no denial list is maintained (insofar as could be ascertained), no use 
is made of the U.S. Table of Denial Orders, and there is no requiremenl 
for Japanese government approval of a reexport. 

• The Ministry of Foreign Affairs conducts bilateral and multilateral 
negotiations and represents Japan at CoCom. MITI shares enforcement 
authority with but also supervises customs operations (part of the 
Ministry of Finance). The National Police Agency conducts crimina 
investigations. 

In the view of the government of Japan, CoCom has been functioning 
well. The principal defect government officials see with CoCom has beer 
ts inability to do something about the third country problem. Althougl 
Japan is willing to cooperate in a multilateral initiative, it believes tha 

r»mcrrecc ic mnrp likel v thmnah trilateral initiatives (whieh it is snnnnrt- 


were settled. 


Korea 

Korea maintains no formal export controls other than on military 
equipment. The Koreans find no need for export controls because the) 
produce nothing of a dual use nature that is militarily sensitive. Further¬ 
more, they are constantly aware of the omnipresent threat from the Nortl 
and that it would be inimical to their own interests to have militarily 
sensitive technologies find their way there. Nevertheless, it is clear thai 
Korea is now capable of producing memory chips and entire compute] 
systems that are at or near the lower threshold of CoCom-controllec 
items. 

The Koreans are pushing hard and successfully to join the developec 
country “club” and, more specifically, to catch the Japanese. As this goa 
becomes more and more a reality, export controls will become increas¬ 
ingly necessary. There was some indication that Korea might be willing tc 
join CoCom—if for no other reason than the prestige of being recognizee 
as a developed country. Over the near term, efforts will have to be 
initiated soon by the United States to negotiate an MOU with the Korear 
government. 

Hong Kong 

The situation in the Crown Colony of Hong Kong presents a fascinating 
study in contradictions. The vitality of the city is due in large measure tc 
the fact that the People’s Republic of China has needed an entrepot since 
the days of the Communist revolution. Hong Kong’s natural port also has 
served as a convenient, geographically central location from which tc 
break up shipments for reexport in smaller lots to a variety of Pacific 
destinations. Import/export trade is the complete preoccupation anc 
lifeblood of the city; without it, the economy would wither and die. 

At the same time, Hong Kong now anticipates the fundamental changes 
that will commence with the shift of governance in 1997. It is not clear tc 
anyone what the future holds for this model of capitalist entrepreneuria 
spirit after the PRC takes control. The delegation was struck, however 
by how little concern it detected. There seems to be general confidence 
that the PRC needs Hong Kong. 

In the meantime, as a British territory, Hong Kong adheres to CoCoir 
requirements and procedures. Licenses for exports to other than pro 
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provision for denial of such applications. Applications for the Soviet bloc 
and China are submitted to the U.K. Department of Trade and Industry 

hich also handles submissions to CoCom. The number of applications 
referred to this department has increased from 239 in 1983 to 457 in 1985 
Hong Kong Trade Department officials insist that they have no authority 
to require an import certificate from the government of a nonproscribec 
ecipient country. 

Under Hong Kong law, goods passing through the colony that arc 
transferred from one vessel to another for onward movement are consid¬ 
ered transshipments', they must be registered as an import and licensed as 
an export. Goods in transit, on the other hand, are those that remain or 
he same ship or are transferred temporarily to a bonded warehouse 
efore being returned to the same ship; they are considered to be neithei 
mports nor exports and therefore are not scrutinized. Finally, goods 
brought into Hong Kong that remain for a period of time, often after beinf 
broken up into smaller lots, are considered reexports and are subject tc 
icensing. 

The delegation heard substantial anecdotal evidence from U.S. com¬ 
pany representatives operating in Hong Kong. There was little oi 
no suggestion that there was active diversion trade directly to the War 
saw Pact countries. Most of the discussion focused around the com¬ 
petition (primarily with the Japanese) for the PRC market. It was 
suggested that everyone bends the CoCom rules to some extent tc 
void losing sales, but it was felt that the Japanese are particularly 
lax, both with respect to the PRC and with respect to other East Asiar 
NICs. Mention was also made of the fact that, beginning in Febru 
ry 1986, the PRC Ministry of Foreign Economic Relations and Trade 
will issue end-use certificates for 27 product categories. This procedure 
is supposed to facilitate a higher volume of trade with the CoCon 
ountries, but businessmen fear that it now will result in additiona 
bureaucratic delays in China being factored on top of licensing delays a 
CoCom. 

Singapore 

Like Hong Kong, Singapore “trades to live.” It is the only country 
n the world whose exports are three times its gross domestic product 
There is no interest in Singapore in facilitating the movement of higl 
technology to the Soviet bloc, but Singaporeans are interested in main 
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countries. There is a small Soviet and East European presence ir 
Singapore, but its expansion is not actively encouraged, either by the 
public or private sectors. 

The government of Singapore currently exercises no control ovei 
exports other than munitions and explosives, although trade officials 
insist that they routinely issue import certificates for imports from CoCoir 
countries. In fact, representatives of the government claimed that there 
was an IC/DV system in place, a system capable of monitoring the 
movement of goods through Singapore and on to the next destination. 
Additional delegation queries, however, revealed that the system is 
largely mythical; companies rarely, if ever, apply, and the governmenl 
does not require enforcement. And representatives of many U.S. firms ir 
Singapore were unaware that import certificates were either issued oi 
required by the U.S. government. 

Even more than Hong Kong, Singapore is an archetypical free trade 
port. There is little doubt that diversions are occurring with regularity 
through Singapore to the Soviet bloc. As noted earlier, the United States 
has been increasing pressure on the government of Singapore to sign an 
MOU, but the Singaporeans so far have resisted. 


Malaysia 

Malaysia is not a “typical” newly industrializing country. For one 
thing, more than 50 percent of the population are from immigrant families 
who place a high value on education. As a result, the population is highly 
literate. In 1979, Malaysia “turned east,” focusing on the United States, 
and there are now reportedly more than 25,000 Malaysian students in this 
country learning engineering, computer science, and business administra¬ 
tion. At the same time, Malaysia’s economy is deeply dependent on 
multinational enterprises, which operate with virtually complete freedom 
out of nine free trade zones. 

Although Malaysia controls imports and exports to Israel and South 
Africa, it maintains no formal export controls for reasons of national 
security. It does not, for example, control semiconductor exports (al¬ 
though it is the world’s largest assembler of semiconductors) or the 
machines that make semiconductors. So far, the government of Malaysia 
has not focused on the problem of export control or diversion. But, given 
the rate at which the Malaysians are attempting to develop high-tech- 
n 1 ev us v (esD ciallv in the microelectronics areal, that dav mav 


Japan 

( _ ) is making no effort to non-U.S. source. 

( ._ ■) encountered delays on U.S. export approvals of six months to a year. 

Most Japanese businesses do not reexport U.S. products!components. 

National security controls inhibit Japanese access to technology and might 
reduce investment in the United States. 

( _ ) anticipates serious problems with U.S. subsidiaries and partners, and 

endless arguments about reexport controls on technology of mixed origin, if the 
U.S. revises its policy on technical data. Technology flow in both directions 
would be curtailed. 

The U.S. Commerce Department should put together a readable summary of 
U.S. regulations in Japanese for use in Japan. 

CoCom should have some sort of appeals or grievance process. 

U.S. embassies are not well enough informed to help exporters with questions 
about U.S. regulations. 

Korea 

There is a (( huge technology gap" between Korea and Japan and the U.S. 
Korea will have to rely on imported technology for at least 20 years. 

Controls on the transfer of U.S. technology are seen as an attempt by the U.S. 
to maintain a competitive edge. 

There is no point in controlling exports to Hong Kong and Singapore because 
goods are too widely available there. 

( _ ) had a difficult time obtaining an export license for laser technology 

from the U.S. They eventually chose to buy from a German company to avoid 
U.S. export regulations due to the delays they had encountered. Each time they 
wished to import the item they encountered a 2- to 3-month delay for essentially 
the same product and the same application. 

A license was required for a voice-recognition system, even though it is widely 
available in toys. 

Hong Kong 

If there are difficulties in dealing with U.S. companies due to technology 
transfer, it may cause the venture firm to look to other sources. 



in coal mines because such computers are controlled by ITAR; however, 
versions of this equipment from European and Japanese sources are already 
present in the PRC. 

> The PRC is requiring a clause in licenses with U.S. companies that says that, 
if a device is not delivered within 9 months, the contract will be cancelled. 

> ( ) had a contract to provide equipment to a new hotel in PRC. The 

contract was delayed by a license application, and a Japanese company went 
to the hotel and said that they could provide the equipment immediately. 
( _ ) lost the contract. 

> U.S. trade is hurt by controls. There are many cases of the PRC buying from 
Japan or France to get what they want. 

Singapore 

> Singapore is experiencing increasing delays in obtaining U.S. products, in part 
because it is one of the countries reviewed by DoD. If these delays continue, it 
will turn increasingly to Europe and Japan. 

* ( _) is looking to buy chips from Japan for silicon processing due to 

problems of getting technology out of the U.S. 

i Licenses for machine tools with computer and numerically controlled devices 
were very hard to get; a t( ton of forms” had to be filled out a year in advance. 
Japanese companies promised to deliver the spare parts with no delay, and so 
the company wound up buying the U.S. machine and Japanese electronic 
components. 

* ( _) estimates that they lost $8.6 million of business due to export controls 

to India and China. One license was applied for in early 1984 and not granted 
until October 1985. Another sale was lost because, by the time the license was 
approved, the PRC ministry had lost its funding authority. 

* Distribution license holders can promise delivery within 30 days while IVLs 
require 90 days minimum. Since acquiring a DL requires a solid sales record in 
a country, new or expanding companies are at a real disadvantage since they 
must use IVLs. 

* The American Business Council conducted a survey of its membership last year 
on the loss of business due to controls. They found no evidence of loss at that 
time but they found growing concern about opportunity cost. 

Malaysia 

* Exports are extremely important to Malaysia. Any actions that impede this 
process would be viewed with extreme disfavor. 
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INTRODUCTION 

Determining the economic effects of U.S. national security exporl 
controls requires a detailed understanding of how technology trade is 
conducted, how U.S. controls operate, how they compare with the 
control systems of other countries, and how controls interact with relative 
prices, productivity, product quality, and other factors to affect interna¬ 
tional competitiveness. 

In administering controls, government officials and private practition¬ 
ers acquire knowledge of or an intuitive feel for only certain pieces of this 
complex puzzle. For purposes of analysis, large pieces are missing 
altogether and must be assembled from many sources—public anc 
private, domestic and foreign. The magnitude of the task is illustrated b> 
the lack of data on essential elements of the analysis. 


Volume and Structure of Affected Trade 

The U.S. control system not only affects direct exports from the Unitec 



Operation of U.S. Controls 

An elaborate set of procedures is required of all companies that expon 
controlled products and data; but the scope and mechanics of corporate 
compliance vary with the commodities being exported, their origins anc 
destinations, and, especially, the type of validated license employed. Ir 
addition to licenses for individual exports and reexports (individual validatec 
licenses, or IVLs), the Department of Commerce issues bulk licenses 
(distribution, service supply, and project licenses) permitting multiple trans 
actions in controlled products and services with approved customers in Free 
World countries over a limited period of time. Substantially more informa¬ 
tion is available on the processing and use of IVLs, although even those 
data are incomplete and in some respects misleading because they do nol 
include actual shipments and relate only to the government’s handling oj 
license applications. Virtually no information is available on distributer 
licenses, the most widely used bulk export authorization. 


U.S. Versus Foreign Control Systems 

If U.S. export controls were identical to those of other Westerr 
countries with competitive suppliers, their economic costs would be 
confined to the costs of compliance and of proscribed trade. The effects 
on relative competitiveness would be negligible. In fact, U.S. controls 
exceed those of other members of the Coordinating Committee or 
Multilateral Export Controls (CoCom) in their complexity, product cov¬ 
erage, and extraterritorial reach. Moreover, the U.S. export licensing 
process appears to be less efficient and predictable. Together, these 
differences make it likely that U.S. firms bear competitive as well as 
administrative costs in complying with export controls; but there are large 
areas of uncertainty. One uncertainty is precisely how national contro 
systems vary, not only in formal requirements but, more importantly, ir 
practice. Information even on the former is spotty. Another majoi 
uncertainty is how foreign purchasers perceive, weigh, and act on the 
differences in control systems when choosing among suppliers. Evidence 
on this score has been strictly anecdotal. 


Export Controls Vis-a-Vis Other Competitive Factors 

U.S. export controls may have a net negative competitive effect, bui 


in isolation from exchange rates, relative productivity, comparative 
quality, and other competitive factors. No analysis has attempted the 
ifficult task of disentangling these effects at a particular point in time, lei 
lone attempted to forecast their variation and interaction over time. 

To begin to fill in these gaps, the National Academy complex’s Panel or 
the Impact of National Security Controls on International Technology 
Transfer commissioned several studies, of which two are summarized ir 
this appendix. They are (1) Quick, Finan & Associates, Inc., “Analysis ol 
the Effects of U.S. National Security Controls on U.S.-Headquarterec 
Industrial Firms,”* and (2) Stephen A. Merrill, “International Business 
Under the Distribution License.”! 

These studies deal in varying degrees with the issues described above 
First, an effort was made to determine the value and composition of U.S 
foreign sales of manufactured goods affected by national security expori 
ontrols. This analysis included direct exports and sales by U.S. affiliates 
With the exception of the relatively few reexports for which they seel 
separate U.S. authorization, the analysis did not include independeni 
foreign companies’ sales of products with some U.S.-controlled content 
n which data are not available. 

Second, the administration of export controls, from government anc 
private perspectives, received considerable attention. Most of it focusec 
on the processing of individual validated licenses and individual reexpon 
uthorizations because delays and uncertainty in the handling of IVLs 
have long been considered to be significant problems, especially foi 
smaller U.S. exporters. 

Third, the studies attempted to ascertain how U.S. companies and 
indirectly, foreign firms view the relative coverage, stringency, and effi 
ciency of the control systems of the major Western industrialized countries 
A separate consultant study,! which appears in the companion volume o 
this report, represents the first published comparison of the major features o 
the control systems of five CoCom and two non-CoCom countries. Th( 
findings generally support the private sector perceptions described below. 


*A report in two volumes submitted to the panel August 25, 1986, by Quick, Finan 8 
Associates, 1020 Nineteenth Street, N.W., Suite 340, Washington, DC 20036. Principa 
investigators were William F. Finan and Karen M. Sandberg. 

tA report submitted to the panel September 1986 by Stephen A. Merrill, independen 
consultant, 148 Eleventh Street, S.E., Washington, DC 20003. Both reports are available fo 
nominal fee from the National Academy of Sciences. 

4“A Study of Foreign Country Export Control Systems,” prepared for the Nationa 
Academv of Sciences bv In emational Bu iness-Govemment Counsellors, Inc., Octobe 





separate contexts, to estimate the magnitude or the competitive ettects oi 
these controls. In both cases, discrete actions by the U.S. government to 
relax existing controls or to impose new controls permit quantitative 
analysis of the effects of controls on the operations of U.S. companies. In 
one instance, it was possible to link regulatory changes to changes in the 
level of U. S. exports in a particular product group after accounting for the 
effects of fluctuations in exchange rates, foreign industrial production 
levels, and prices. A preliminary estimate of the aggregate economic costs 
associated with certain features of the U.S. export control system is 
described in Appendix D. 

DATA SOURCES AND LIMITATIONS 

The Quick, Finan & Associates and Merrill studies rely on data from 
four principal sources—U.S. government trade and foreign investment 
data, the Commerce Department export licensing data bank,* surveys oi 
U.S.-based companies affected by national security export controls, and 
interviews with corporate officers responsible for compliance. The major 
components of the studies are summarized below. 


Commerce Department Data Bank 

1. A sample of 500 cases was drawn at random from 3,613 individual 
validated licenses approved between April 15 and April 30, 1986. The 
approvals represented 85 percent of the 4,259 cases for which processing 
was completed in the 2-week period. Data collected on each case in the 
sample included processing time, destination country, U.S. Control List 
number (ECCN), value of shipment, and company size (based on number 
of employees, determined independently). 

2. A random sample of 200 cases returned without action (RWAd) was 
drawn from the total of 20,675 RWAs during calendar year 1985. Repeat 
RWAs are included in the sample, which was taken prior to a change in 
Commerce Department procedures intended to reduce the number of and 
turnaround time for RWAs. The data collected were the same as those for 
the sample of approved licenses. 


*The panel obtained access to the data bank for its consultants under a “national 
interest” exception to the nondisclosure provision, Section 12(c), of the Export Adminis¬ 
tration Act of 1979. Protection of the confidentiality of business information is a strict 



1986 and in a sixth Western country during 2 months of that quarter—a 
otal of 1,894 cases. In addition to value, ECCN, and country ol 
destination, the data collected included the country of origin and whethei 
the applicant was a U.S. or foreign company. 

4. A sample of 1,617 cases (approvals, denials, and RWAs) was drawr 
from the total number of IVL cases (approximately 3,200) for which 
processing was completed during the week of June 2, 1986. Commerce 
Department licensing officers examined each case in the sample tc 
determine, regardless of the actual destination, whether the proposed 
xport was (1) within the CoCom administrative exception note (AEN; 
imits and thus eligible for export to the Soviet bloc without referral to oi 
pproval by CoCom; (2) above the AEN limits but within the China 
“green zone” limits and thus eligible for export to the People’s Republic 
of China without CoCom concurrence; (3) above the green zone limits but 
ligible for export to approved Western affiliates, distributors, and end 
users under a distribution license; or (4) ineligible for export under a 
distribution license, thus requiring an IVL to all destinations. As stated, 
these categories are mutually exclusive; but they represent progressively 
higher levels of military sensitivity or criticality, as determined foi 
dministrative purposes in U.S. government deliberations and CoCom 
negotiations.* Additional information collected on each case included the 
ECCN, destination country, value, and processing time. 


Survey Questionnaires 

1. With the cooperation of 10 industrial trade associations, a question¬ 
naire prepared by Quick, Finan & Associates was mailed to U.S.-based 
member firms in the aerospace, machine tool, electronics, medical 

quipment, robotics and automated manufacturing, and instrumentatior 
industries. Because of multiple association memberships, many firms 
received two or more questionnaires. The 170 respondents were esti¬ 
mated to account for about one-third to one-half of U.S. aerospace, 
electronics, instrument, and machine tool exports in 1985. The question¬ 
naire focused primarily on experience in the use of IVLs. 

2. With the assistance of the Commerce Department, a separate 
questionnaire prepared by Stephen Merrill was mailed to all recent anc 
current holders of distribution licenses. One hundred seven (107) compa 


*In theory, items of greater military sensitivity are subjected to closer scrutiny by one o 
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nformation on one or more licenses. The responses represent 18 percent 
•f the estimated 650 distribution licenses outstanding between the first 
[uarter of 1985 and the second quarter of 1986.* Only 10 companies 
esponded to both surveys. The characteristics of distribution license 
tolders in both samples were similar except that respondents to the 
derrill survey included relatively fewer very large firms and none in the 
erospace industry. Of course, neither survey sample can be considered 
o be representative of the total population of U.S. exporting firms. 


Interviews 

Follow-up interviews were conducted with several survey respondents 
vho indicated a willingness to confirm, clarify, or elaborate on their 
vritten answers. The companies participating in the interviews were of 
'arious sizes and in diverse industrial sectors. 

In reviewing the findings described below, the reader should bear in 
nind several limitations of the analysis. First, no attempt was made to 
issess directly either the effectiveness or the benefits of export controls in 
>reventing or delaying technology transfers to the Soviet bloc. Indeed, it 
not possible to determine from the data collected the extent to which 
J.S. firms are complying with controls, although it is possible to reach 
ome judgments about the relative degree of compliance with U.S. 
eexport controls by U.S. and foreign firms.t 
Second, because all but a few survey respondents were active or recent 
isers of validated export licenses, the data derived do not yield any 
:stimate of the extent to which the costs, complexities, or uncertainties of 
he licensing system deter companies from exporting controlled items.t 


*In its FY1984 Export Administration Annual Report to Congress, the Department of 
Commerce reported 780 outstanding distribution licenses. As late as May 1986, when the 
[uestionnaire was mailed, the department’s mailing list contained a number of duplications, 
;ompanies that were no longer active license users, and one-time applicants that had not 
eceived a distribution license. The estimate of 650 active distribution license holders is that 
>f Commerce Department licensing officials. 

tin interviews, several firms suggested that stepped-up enforcement activities, especially 
he Customs Service’s Operation Exodus, account for a large share of the recent increase in 
ndividual license applications—about 70 percent since 1981. Compliance with reexport 
controls is discussed below. 

^Interviews were conducted with a few small company survey respondents that did not 
eport any licensing activity. They indicated that the system’s complexity has a deterrent 
dfect but that the magnitude is uncertain. For many small and medium-sized firms that deal 
n controlled Droducts within the Free World, the control svstem atmarentlv discourages 


Third, with the exception of a few U.S.-based affiliates of foreign- 
owned companies, foreign firms were neither surveyed nor interviewed. 
Evidence of their views and behavior with respect to U.S. export controls 
was obtained indirectly, from the U.S. companies with which they have 
done business. 

Fourth, the data collected relate primarily to U.S. exports and affiliate 
sales of manufactured goods. Controlled transactions involving services 
or transfers of technical data not directly related to product sales were not 
examined in detail. 

Fifth, an effort was made to distinguish national security export 
controls from controls for foreign policy, nuclear nonproliferation, short 
supply, and other purposes; but it is not always possible to isolate data on 
national security controls. The IVL samples obtained from the Depart¬ 
ment of Commerce, for example, contain a small proportion of foreign 
policy cases. Similarly, survey respondents may in some cases have 
included information on transactions controlled for other than national 
security reasons. The distribution license, for example, is available for 
items to countries subject to nuclear nonproliferation controls. 

Finally, the data were collected for periods ranging from a few weeks to 
several months between 1984 and 1986 during which administrative and 
regulatory changes were being implemented. From one point of view the 
analysis represents a snapshot of conditions in flux. From another 
perspective, however, the studies capture many of the regulatory changes 
instituted since the late 1970s as part of a general policy of strengthening 
export controls and improving some aspects of their administration and 
enforcement. Unfortunately, there are no historical data with which to 
compare current and past experience of the operation and effects of the 
control system. 

COVERAGE OF NATIONAL SECURITY EXPORT CONTROLS 

The segment of U.S. trade covered by national security export controls 
must be broken down by type of transaction (i.e., export or other foreign 
sale), type of license, commodity group, and destination to give an 
accurate picture of the scope and incidence of controls. The narrow 
objective of preventing or delaying Soviet acquisitions of products and 
know-how with significant military value tends to obscure the fact thal 


*Depending on available data, various measures of firm size were used in the analysis- 
umber domestic emDlovees, annual domestic sales, and annual foreign sales. Where dati 






Exports 

The Quick, Finan & Associates and Merrill studies first at 
determine the aggregate value of direct U.S. exports of ma 
goods under validated licenses. Commerce Department data i 
tion with survey data indicate that the total in 1985 was on the ( 
billion, or nearly 40 percent of all U.S. exports of manufacture 
comprised the following: 

1. Exports under individual validated licenses. In FY1985, 
merce Department issued licenses for approximately $50 billi 
ufactured goods. Included in this figure was approximately $6 
reexport authorizations. In briefing the panel, Commerce I 
officials estimated that about 85 percent of the value ol 
individual licenses is actually shipped. The Quick, Finan sun 
an identical estimate, which did not vary by firm size. Fr 
although the $50 billion of approved licenses does not inclu 
equipment licensed under the International Traffic in Arms I 
(ITAR), it does include a small percentage—probably as 
percent—of items controlled for foreign policy reasons. Thus, 1 
national security controlled, dual use manufactures exporte 
United States under IVLs in FY1985 was approximately $36 

2. Exports under distribution licenses. Respondents to the < 
license survey reported that in calendar year 1985 they expo 
$3.7 billion in manufactured goods under 109 licenses, repr< 
percent of the estimated 650 distribution licenses outstandii 
Large companies holding distribution licenses may have b 
represented in the sample. In that case the estimate of $22 billioi 
under such licenses in 1985 is conservative. This figure is signific; 
than a recent Commerce Department estimate (of $12 to $15 billi< 
derived from a sample of 1985 shipper’s export declarations si 
the Bureau of the Census. The latter sample excluded export 
tation filed electronically, typically by large exporters. The < 
license is not available for the most sensitive dual use pn 
munitions, or for items restricted to particular countries for for 
reasons; but it is available for items controlled for nuclear nc 
tion reasons, some of which may be included in the estimate, 
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(in billions of dollars) 


Exports under individual licenses 36 

Exports under distribution licenses 22 

Exports under other bulk licenses (project, service supply) 4 

TOTAL 62 


SOURCES: Commerce Department license data; Quick, Finan and 
Merrill surveys of U.S.-based firms. 


3. Exports under other bulk licenses. Survey respondents reported that 
their 1985 shipments of goods under service supply and project licenses 
did not exceed 1 to 2 percent of their total exports. The value of all 1985 
exports of manufactures under these types of bulk licenses was approx¬ 
imately $4 billion. (See Table C-l.) 


U.S. Affiliate Sales 

U.S. business activity affected by national security export controls is 
not limited to direct exports from the United States but extends to sales 
of licensable commodities by U.S. corporate affiliates abroad. It is impossi¬ 
ble to determine precisely the value of affiliate sales under validated U.S, 
export licenses, but it is possible to derive rough approximations. 

In 1982 affiliate sales were nearly 30 percent of the worldwide sales oi 
U.S. companies; and in five industries heavily affected by export con¬ 
trols, affiliate sales were about one-fourth of parent company sales ($77 
billion of $309 billion).* Survey respondents who fell mainly into these 
five industrial categories reported that 60 percent of their 1985 foreign 
sales (exports and affiliate sales) were under validated licenses. 

Because of the reexport authority the distribution license accords 
approved foreign consignees, U.S. multinational companies rely heavily 
on the distribution license to cover the activities of affiliates. The Merrill 
survey obtained estimates of the value of affiliates’ 1985 sales under this 
type of bulk license. For a sample of 112 licenses, the figure was 
approximately $3.8 billion and for all distribution license holders was 
probably on the order of $22 billion—or roughly equal to the value oi 
direct U.S. exports under distribution licenses. 


*See U.S. Department of Commerce, Bureau of Economic Analysis, U.S. Direc , 
Investment Abroad: 1982 Benchmark Survey Data (Washington, D.C.: Government Printing 
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lestination 

1980 

Percent 

1985 


loCom less Canada 

21.3 

39 

26.7 

39 

lanada 

5.5 

10 

8.1 

12 

RC 

<1.0 

<1 

1.7 

2 

Hoc 

<1.0 

<1 

<1.0 

<1 

ill other countries 

27.0 

49 

30.9 

46 

OTAL 

54.7 

100 

68.4 

100 


a DoC-3 definition; see the note in Chapter 3. 


OURCE: U.S. Department of Commerce. 


Between 30 percent and 40 percent of U.S. parent companies’ exports 
re to foreign affiliates for their use in manufacturing facilities, incorpo- 
ation in finished products, or resale in their original form.* It may be 
upposed that U.S. export controls would not affect this large intrafirm 
omponent of export trade; but this assumption ignores the fact that 
ffiliates’ sales of controlled products are themselves subject to licensing 
,nd accompanying restrictions on reexporting. For multinational firms 
bat market primarily through foreign affiliates, any adverse competitive 
ffects of controls initially will show up abroad in affiliates’ sales perfor¬ 
mance. Eventually, U.S. export trade will be affected; but the linkages back 
o U.S. corporate operations may be difficult to measure directly. 


Destinations of Controlled Exports 

The vast bulk of controlled U.S. trade is with Western countries, nearly 
>ne-half of it with other CoCom members. In the sample of IVL 
pplications on which final action was taken in the first week of June 1986, 
eastern bloc applications accounted for 3 percent of the total number, the 
>RC for 6.5 percent, CoCom countries for 46.2 percent, and other 
Western countries for 44.3 percent. The value of license applications in 
he sample by destination shows roughly the same distribution. And both 
iistributions are similar to the breakdown of all U.S. high-technology 
xports by destination, excluding Canada for which validated licenses are 
Lot required. (See Tables C-2 and C-3.) High-technology trade with China 


* Shares of exports to affiliated and unaffiliated parties vary widely among high-technology 
ldustries affected by controls. Intrafirm trade exceeds exports from the United States to 
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Destination 

Total 

Applications 

Percentage 
of Sample 

Average 

Value 

($000) 

Percentag< 
of Value 

Bloc 

48 

3.0 

128.10 

<1.0 

PRC 

105 

6.5 

1,830.20" 

2.9 

15 Western countries 6 

296 

18.3 

319.00 

9.9 

Other Western countries 

421 

26.0 

410.70 

19.6 

CoCom less Canada 

747 

46.2 

602.30 

66.5 


"Exaggerated by inclusion in the sample of a very large aircraft sale. 

6 Non-CoCom countries subject to a presidential directive authorizing Defense Depart 
ment review of certain applications. 


SOURCE: Quick, Finan analysis of Commerce Department export license data. 


expanded at a rapid rate between 1980 and 1985, but the level remains 
relatively small. U.S. high-technology trade with bloc countries has beer 
insignificant in recent years. 


Product Composition of Affected Exports 

Composition by Industry Category 

Notwithstanding the large volume of trade and broad range of products 
affected, export licensing is concentrated in a relatively few industria 
categories that account for a large share of U.S. exports of manufac¬ 
tures—electronic components and computers, aircraft and aircraft en¬ 
gines and parts, instrumentation, and manufacturing and communications 
equipment. 

Table C-4 shows the 10 largest U.S. Control List categories, ranked b> 
value, of approved applications for manufactured goods in FY1985. These 
10 categories alone accounted for 92 percent of the value of all approvec 
IVLs. Ranking Control List categories by the number of applications 
shows a similar high degree of concentration; six of the largest categories 
by value also appear on this list. (See Table C-5.) 

Use of distribution licenses shows a similar pattern.* The items foi 
which survey respondents had authority to export under their licenses fel 
into 65 U.S. Control List categories. But by far the largest number o 


*An exception is the absence from the distribution license sample of aircraft, aircraf 
enei e. and related equipment producers who account for nearly one-quarter of the value o 





ank 

ECCN 

No. of 
Approvals 

Value 
($ billions) 

Percent 
of Total 
Value 

Category 

l. 

1565 

42,110 

26.1 

52.1 

Electronic computing equipment 

1 . 

1460 

536 

7.8 

15.6 

Nonmilitary aircraft/ helicop¬ 
ters/engines 

3. 

4460 

1,100 

3.8 

7.6 

Nonmilitary aircraft/helicopters 
and engines/equipment 

i. 

1564 

12,137 

3.6 

7.3 

Electronic assemblies and inte¬ 
grated circuits 

5. 

1091 

513 

1.1 

2.3 

Numerical control equipment 

5. 

1572 

2,205 

1.1 

2.2 

Recording/reproducing equipment 

7. 

1355 

2,631 

1.0 

2.0 

Electronic device manufacturing 
equipment 

3. 

1519 

1,505 

0.6 

1.2 

Single/multichannel transmission 
equipment 


6399 

3,917 

0.5 

1.0 

General industrial equipment 

D. 

OTAL 

1485 

920 

67,574 

0.5 

46.1 

1.0 

92.3 

Compasses/gyroscopes/ acceler¬ 
ometers 


OURCE: Quick, Finan analysis of Department of Commerce export license data. 


censes—67 of 116—included or were limited to electronic computing 
quipment (ECCN 1565), followed by electronic assemblies and integrated 
ircuits (ECCN 1564—41 licenses), electronic device manufacturing equip- 
lent (ECCN 1355—16 licenses), single- and multichannel transmission 
quipment (ECCN 1519), electronic testing and measuring equipment 
ECCN 1529), and recording and reproducing equipment (ECCN 1572). 

It should be footed that in some cases there is little correspondence 
etween U.S. Control List categories and the more familiar Standard 
ndustrial Classifications under which most economic data are collected 
d reported. For control purposes, for example, a great many products 
ualify as computing equipment (ECCN 1565) solely because they contain 
licroprocessors. In FY1985 the Commerce Department approved a total 
f $26.1 billion of IVL applications alone under ECCN 1565; but 
ccording to trade data the United States exported only $15 billion of 
omputers in calendar year 1985. 


Composition by Level of Military Sensitivity 

The distribution of licensed ex orts by level of military sensitivity 



Rank 

ECCN 

No. of 
Approvals 

Percent 
of Total 

Category 

1 ." 

1565 

42,110 

48 

Electronic computing equipment 

l. a 

1564 

12,137 

14 

Electronic assemblies 

3.° 

6399 

3,917 

5 

General industrial equipment 

4. 

1529 

3,325 

4 

Measuring/ testing equipment 

5. a 

1355 

2,631 

3 

Electronic device manufacturing 
equipment 

6. 

1537 

2,350 

3 

Microwave equipment 

l. a 

1572 

2,205 

3 

Recording/ reproduction 
equipment 

8. 

4529 

2,089 

2 

Equipment, test, computerized 
electric 

9. 

6299 

1,615 

2 

Equipment, electrical 
power-generating 

I0. a 

TOTAL 

1519 

1,505 

73,884 

2 

86 

Transmission equipment 


fl Also appears on the list of 10 largest categories by value. 


SOURCE: Quick, Finan analysis of Commerce Department export license data. 


sample of processed IVL applications categorized by Commerce Depart¬ 
ment examiners, slightly more than one-third of the cases fell within AEN 
limits;* slightly more than one-third fell between the AEN limit and the 
PRC green zone limit; 20 percent were above the green zone but stil] 
eligible for shipment under a distribution license; and 13 percent were 
ineligible for a distribution license. When actual exports under distribu¬ 
tion licenses are taken into account, it is apparent that only a small 
proportion of licensed goods is considered extremely sensitive in thal 
individual shipments must be reviewed and approved to all countries. 


Firms Affected by Export Controls 

Just as controls heavily affect only a few industries, the licensing 
system applies to a relatively small subset of U.S.-based manufacturers 
In FY1985, approximately 250 firms filed 50 or more individual license 


*Roughly one-half of these AEN-level cases, 17 percent of the total sample, involvec 
exports to CoCom member countries for which validated license requirements were droppe< 
in December 1985. It is unclear why many firms were continuing to submit applications < 




merce. The top 164 firms accounted for about half of the total value of 
IVL applications. Survey data in combination with Commerce Depart¬ 
ment data suggest that between 2,000 and 3,000 U.S.-based firms are 
applying for licenses each year. 

Among the 170 respondents to the Quick, Finan survey, 70 percent 
were small companies (under $50 million in annual domestic sales), 12 
percent were medium-sized ($50 million to $250 million), and 18 percent 
were large companies (over $250 million). The average small firm reported 
that 68 percent of its 1985 exports were under validated licenses, the 
average medium-sized firm, 47 percent, and the average large firm, 56 
percent. 

The distribution license is generally regarded as the preserve of large 
multinational firms, but the Merrill survey revealed great diversity in the 
size of licensees. Respondents included 44 small companies (less than $25 
million annual domestic sales), 39 medium-sized companies ($25 million 
to $250 million), and 23 large companies (more than $250 million). 
Nevertheless, the average value of 1985 distribution license-covered 
exports by firm size was $2 million, $25 million, and $100 million, 
respectively. Thus, it is the case that large companies, although in the 
minority, account for most of the exports and an even higher percentage 
of other foreign sales under distribution licenses. According to the 
findings of Quick, Finan, exporters that rely entirely on individual 
validated licenses are almost exclusively small firms. 

The number of foreign enterprises—U.S. affiliates, distributors, and 
unrelated firms—that have some involvement with the U.S. control 
system is much larger than the number of U.S.-based exporters that seek 
and use licenses. In April 1985, before the implementation of new 
Commerce Department regulations that resulted in the removal of a large 
number of foreign consignees, more than 20,000 consignees were qualified 
on U.S. distribution licenses, although many were listed on two or more 
licenses. In addition, several thousand other foreign businesses are 
affected by the terms of individual validated licenses. 

ADMINISTRATION OF NATIONAL SECURITY 

EXPORT CONTROLS 

The U.S. government’s handling of export license applications affects 
business operations in several ways. A long-standing concern of the 
business community, Congress, and licensing agencies has been the time 
it takes to process licenses. License review delays, especially unpredict- 



short of outright denial, such as the return of applications with requests 
for additional information or the approval of licenses with conditions on 
the configuration or use of the product, may have similar consequences. 
Delays and uncertainty—and their associated costs—are more trouble¬ 
some for small companies than for large ones. 

This section examines export control administration from both govern¬ 
ment and private sector perspectives and mainly with respect to individ¬ 
ual validated licenses and reexport authorizations. According to respon¬ 
dents to the Merrill survey, the processing of distribution license appli¬ 
cations and amendments (e.g., to add foreign consignees or extend their 
approved sales territories) often entails delays and uncertainty. Never¬ 
theless, a distribution license can substitute for tens, hundreds, and even 
thousands of individual licenses. Distribution license holders prize its 
flexibility and believe that they could not be competitive without it. As 
experienced users of IVLs, many distribution license holders associate 
those licenses with difficulties in responding to consumers, high admin¬ 
istrative costs, and a high risk of losing business to foreign competitors. 

This section also examines other issues of administrative efficiency and 
corporate behavior. First, to what extent does the licensing system, in 
practice rather than by design, treat firms of various sizes differently? 
That is, does the system discriminate against small firms? Second, does 
the government’s handling of export licenses reflect differences in the 
military importance of various products and in the risk of diversion 
associated with various country destinations of U.S. exports? In othei 
words, does the system discriminate among transactions in ways that 
serve the purpose of export controls? Third, to what extent do foreign 
companies comply with U.S. reexport controls? That is, is this unique, 
controversial feature of the U.S. system an effective means of control? 


License Processing Times 

Overall Distribution 

As reported by the Commerce Department, the average processing 
times for various types of cases and destinations for most of the firsl 
quarter of 1986 are shown in Table C-6. For the department the process¬ 
ing time extends from the day receipt of a license application is recorder 
to the day of license issuance or other final action. The overall average 
processing time according to this definition is 27 days; but the distributer 
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Destination Countries 





iverage 

All Free 
World 

Cocom 

15 

Western 6 

Total 

Bloc 

PRC 


.// Cases 

21 

14 

36 

75 

64 

27 

lonreferred Cases 

16 

13 

24 

29 

18 

16 

.eferred Cases 

49 

31 

57 

132 

156 

73 

>ther Agency 
'rocessing Times 

State 

30 

64 

18 

40 

331 

31 

Defense 

6 

48 

5 

31 

34 

8 

Energy 

8 

3 

12 

28 

71 

9 

CoCom 

0 

0 

0 

114 

66 

68 

CIA 

41 

41 

0 

40 

59 

44 

SNEC C 

126 

0 

106 

0 

0 

126 

Other 

0 

7 

6 

41 

63 

16 

dl Agency Average 

9 

7 

6 

41 

63 

16 


Average number of days from recorded entry into the system through license issuance. 
6 Non-CoCom countries subject to the presidential directive authorizing Defense Depart- 
lent review of certain applications because of perceived diversion risk. 

‘Subgroup on Nuclear Export Coordination. 

IOURCE: Department of Commerce export license data. 


From the perspective of the firm applying for a license, the processing 
me extends from the mailing or delivery of an application to receipt of a 
lotice of action. This is a better measure of the system’s performance 
>ecause it governs the timing of transactions and shipments. For the cases 
.pproved in April 1986, the average total processing time was 54 days, 
wice as long as the Commerce Department processing time. One-third of 
11 cases took more than 30 days. Figure C-l compares the distribution of 
ases completed in April 1986 according to the two definitions of 
irocessing time, and Figure C-2 shows the same comparison on a 
umulative basis.* Under the Commerce Department definition, 80 per- 
:ent of the cases are completed in less than 30 days, whereas only 
>ne-half of the cases are disposed of in that period under the total 
irocessing time definition. 


*In both figures, cases returned without action (RWAd) are included in the total 
irocessing time distributions but not in the Commerce processing time distributions. This 
xtends the right-hand tails of the total processing time distributions but presents a more 





40 



*Date of recorded entry to date of issuance or other action. 

^Date of applicant’s mailing or submission to date of receipt. 

SOURCE: Quick, Finan analysis of Commerce Department export license data. 

FIGURE C-l Distributions of DoC* versus totalt processing times for individual licenses approved in April 1986. 









If the sample of April 1986 approvals is divided between West-West anc 
West-East (including PRC) transactions, two very different distribution; 
of total processing time result. More than one-half of West-East cases 
take more than 50 days to process, but only 15 percent of West-Wes 
cases take that long. (See Figure C-3.) 

Processing times vary not only between West and East but also amon* 
Free World destinations and between China and the Eastern bloc in ways 
hat are consistent with U.S. government assessments of the risk ol 
diversion to Soviet military uses or to undesirable PRC uses. Average 
processing times by the Commerce Department definition were lowest foi 
CoCom cases (14 days), more than double that time (36 days) for the It 
non-CoCom Western countries covered by the President’s directive 
authorizing Defense Department review, almost twice as long again foi 
China cases (64 days),* and highest for bloc cases (75 days). (See Table 
C-6.) 


By Level of Military Sensitivity 

Although processing times vary with the diversion risk associated wit! 
ifferent country group destinations, they do not vary significantly wit! 
the military sensitivity of the items proposed for export. A summary ol 
verage processing times by the Commerce Department definition foi 
each combination of destination and level of sensitivity is presented ir 
able C-7. 

By Firm Size 

It was hypothesized that small firms experience longer processing times 
than large firms because they have fewer resources to devote to coping 
with the licensing system. Under the Commerce Department definitior 
the distribution of average processing times does not support the hypoth 
sis; but a significant difference emerges when total processing times arc 
examined and if destination is also taken into account. On average, smal 
firm applications take 14 percent longer to process. In West-West trade 
the small firm average is 46 days and the large firm average is 35 days 
Almost one-half of large company West-East licenses are approved withii 


*The analysis of processing times was undertaken at a time of transition in licensinj 
procedures for China cases. Among other changes, CoCom agreed to raise the levels o 
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Destination 

Multilateral Control 



Unilateral Contro 

AEN 

PRC 

DL 

>DL 

DL 

>DI 

Bloc" 

46 

103 

b 

b 

b 

b 


(27) c 

(9) 





PRC 

23 

81 

144 

119 

b 

b 


(39) 

(41) 

(8) 

(id 



15 Western 

39 

41 

36 

43 

31.9 

b 

countries 

(89) 

(110) 

(43) 

(36) 

(10) 


Other Western 

27 

35 

33 

31 

35 

b 

countries 

(158) 

(129) 

(59) 

(38) 

(21) 


oCom 

19 

26 

26 

23 

21.7 

b 


(270) </ 

(196) 

(133) 

(87) 

(38) 



"No licenses in the sample were to USSR destinations. 

^Insufficient sample size. 
c () = number of cases. 

"These cases need not have been filed because the items were eligible for general license 
G-COM as of December 1985. 

SOURCE: Quick, Finan analysis of sample of individual cases completed in the first wee! 
of June 1986. 


40 days versus only 13 percent of small company applications. (See Table 
C-8.)* 


License Actions 

The Commerce Department denies very few license applications— 
between 1 and 2 percent. This is not a significant measure of the 
restrictiveness of the system because companies generally avoid submit¬ 
ting applications that are likely to be rejected or that will require 
inordinate time and effort to get approved. Moreover, companies occa¬ 
sionally withdraw applications (i.e., request an RWA) to modify them oi 
to avoid an adverse decision. 

More commonly, RWAs occur when the Commerce Department re¬ 
quests additional information, suspects errors on the application, oi 


*In the sample a number of extremely protracted Soviet bloc cases submitted by larg< 
firms raised their average processing time well above that for small firms. The share of case: 
completed within 40 days is more representative of companies’ experience. The possibility 
that the firm size effect is a function of differences in the product composition of small anc 
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yerage total processing times 
All firms 53 days 

Large firms 49 days 

Small firms 56 days 


irge firms 

Average processing time (days) 
Percent <40 days 
Percent >40 days 

;rcentage of Total 
nail firms 

Average processing time (days) 
Percent <40 days 
Percent >40 days 

srcentage of Total 


West-West 

West-East* 

35 

145 

75 

46 

25 

54 

88 

12 


46 

96 

70 

13 

30 

87 

91 

9 


"Size classification based on number of domestic employees: large firms, >1,000; small 
ms, <1,000. 

^Includes China. 

3URCE: Quick, Finan analysis of sample from Commerce Department export license data. 


lggests modification of the proposed transaction.* Prior to a recent 
tiange in the department’s handling of RWAs, one of about every six IVL 
pplications was returned for one or more reasons. This rate is somewhat 
risleading because some cases are RWAd a number of times. Nevertheless, 
le frequency is sufficiently high to represent a significant share of the 
censing load and a significant source of uncertainty for exporters. 

License Denials 

Table C-9 summarizes adverse licensing actions for different combina- 
ons of destination and level of military sensitivity. It shows that no 
£N-level items were denied. Although the denial rate was higher for 
xtremely sensitive items requiring an individual license regardless of 
estination than for items eligible for export under a distribution license, 
nly a handful of cases in each category were rejected. Three were to 
ountries covered by the presidential directive and one each to bloc, PRC, 



License Applications Returned Without Action 

In the sample of RWAs drawn from the Commerce Department date 
bank, the small firm share was not significantly larger than the small firir 
share of licenses filed. But small company survey respondents reportec 
an RWA rate more than double that of large and medium-sized firms as 
well as a higher rate of license approvals with conditions. (See Table 
C-10.) In the sample of licenses categorized by destination and level oi 
military sensitivity, RWAs were most frequent for CoCom cases. Nc 
AEN-level case was RWAd. (See Table C-9.) 


Reexports 

Reexports are often authorized in advance in connection with IVL 
applications for exports from the United States or in qualifying a foreigr 
consignee to resell U.S.-origin goods under a distribution license. Resell¬ 
ers and users of U.S. components may also seek a separate individual 
reexport authorization from the Department of Commerce. It is possible 


table C-9 Distribution of Adverse Actions on IVL Applications by 
Destination and Level of Sensitivity 


Destination 


Unilateral 

Multilateral Control Control 

AEN PRC DL >DL DL >DL 


Bloc 

Denied 

RWAd 

PRC 

Denied 

RWAd 

15 Western countries 
Denied 
RWAd 

Other Western countries 
Denied 
RWAd 
CoCom 
Denied 
RWAd 


0 0 0 

0 0 0 

0 0 0 

0 3 0 

0 1 1 

0 1 2 

0 0 0 

0 0 4 

0 1 0 

0 9 5 


1 0 0 
0 0 0 

1 0 0 
2 0 0 

0 0 1 
2 0 0 

0 0 0 
2 0 0 

0 0 0 
2 1 1 




id only tor U.S. affiliates, uepenaing on nrm size, oetween o percent 
1 the case of small companies) and 82 percent (in the case of large 
impanies) of distribution licenses are used for the reexport authority 
corded foreign consignees. Sales by foreign affiliates under distribution 
senses in 1985 were on the order of $22 billion. 

Requests for individual reexport authorizations totalled approxi- 
ately $6.4 billion and constituted about 10 percent of the Commerce 
epartment licensing load in 1985. Analysis of the sample of these 
plications (summarized in Tables C-ll and C-12) not only shows their 
rnntry origin and destination of the reexports but also gives some 
dication of foreign companies’ compliance with this unique, contro- 
srsial feature of the U.S. control system. The overwhelming majority 
bout 90 percent by value) of reexport applications are from U.S.- 
sadquartered companies and their foreign affiliates. Unrelated foreign 
ms initiate only 10 percent of applications. The disparity is greatest in 
e case of applications from CoCom member countries, which are 80 
srcent of the total number. Between 87 percent and 98 percent of the 
ibmissions originating in three major CoCom countries were traced to 
.S. a ffil iates. (See Table C-12.) 


vble C-10 Action on Individual Validated Licenses and Processing 
imes by Size of Exporter* 



Average 

Large 


Small 

Action on License 
Applications 
-Percent approved 

91 

93 

92 

88 

-Percent approved with 

6 

3 

7 

8 

modification 
-Percent denied 

1 

<1 

<1 

2 

-Percent RWAd 

7 

4 

5 

11 

Average processing time 
(in days) 

-Free World 

Average 

45 

38 

40 

48 

Longest 5% b 

97 

46 

68 

119 

-Communist countries 

136 

132 

174 

132 

-China 

119 

107 

136 

127 


"Respondents grouped as follows: large firms, exports greater than $250 million; medium- 
zed firms, exports between $25 to $250 million; small firms, exports under $25 million. 
*These cases were the 5 percent of total applications that took more than the reported 


Year Appro vea uemea kwaq cancelled total value ^ oil, 


FY83 7,041 111 

688 

8 

7,848 

2.5 


FY84 9,699 148 

1,575 

8 

11,430 

3.6 


FY85 12,055 164 

1,858 

11 

14,088 

7.4 


Reexport Applications in FY1985 by Destination 





Denied 

% Total 

RWAd 


% Total 

To CoCom 11 

0.08 


366 


2.60 

To non-CoCom" 156 

1.11 


1,512 


10.73 

Reexport Applications in FY1985 by Source and Destination 




From To 

Denied 

% Total 

RWAd 


% Total 

CoCom CoCom 

8 

0.06 

271 


1.92 

Non-CoCom CoCom 

3 

0.02 

95 


0.67 

CoCom Non-CoCom 

61 

0.43 

576 


4.09 

Non-CoCom Non-CoCom 

95 

0.67 

936 


6.64 


"Includes bloc destinations. 


SOURCE: Department of Commerce export license data. 


Because U.S. parent companies’ shipments to their foreign affiliates are 
less than one-half of their exports, it is reasonable to conclude thai 
non-U.S. firms based in other CoCom countries frequently ignore or are 
unaware of U.S. reexport authorization requirements. This is not surpris¬ 
ing in view of the allies’ hostility to U.S. extraterritorial controls. A fev 
non-CoCom European governments have agreed to require their export¬ 
ers to show evidence of compliance with the rules of the country of origir 
when reselling foreign-controlled goods or components. 


EFFECTS OF CONTROLS ON BUSINESS 
Administrative Costs 

The Quick, Finan and Merrill surveys requested detailed informatioi 
on the administrative costs firms incur in complying with national security 
export controls, taking into account all personnel time, overhead, anc 
expenses devoted to preparing and filing applications, training corpora^ 
personnel in required procedures, hiring outside consultants and lega 
assistance, and recordkeeping, reporting, and auditing. The accuracy o 
th sdo ses enen s n how such expenses are allocated in corporate 
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Percent of applications from non-CoCom countries 19 

Percent of value from CoCom countries 93.3 

Percent of value from non-CoCom countries 6.7 

Percent of value from U.S. firms/affiliates 89.1 

Percent of value from foreign firms/affiliates 10.9 

Percent of firms exporting to CoCom countries 41.2 

Percent of firms exporting to non-CoCom countries 58.7 


Reexport Applications from Selected Countries a by National Ownership of Originating Firms 


CoCom Countries Percent U.S. firms Percent foreign firms 


A 

98.2 

1.6 

B 

91.5 

8.5 

C 

86.6 

13.4 

Non-CoCom Countries* 

D 

66.8 

33.2 

E 

61.3 

38.7 

F 

18.3 

81.7 


°Names of countries are not identified at the request of the Department of Commerce. 
^Countries with which the United States has bilateral control arrangements. 


SOURCE: Quick, Finan analysis of sample from Commerce Department export license data. 


With these caveats, direct compliance costs do not appear to be s 
significant burden for most exporters. Based on the data obtained froir 
the 170 respondents to the Quick, Finan survey, it is estimated that U.S 
firms are currently spending approximately $500 million on export admin¬ 
istration. A small share of this amount is for outside service providers. 

Current expenditures nevertheless represent a sharp increase ovei 
pre-1985 expenditures, largely as a result of May 1985 regulations 
requiring distribution license holders and their foreign consignees tc 
ensure against the diversion of controlled items to the Soviet bloc b> 
establishing internal control and recordkeeping systems subject to onsite 
inspection by agents of the license holder and the U.S. government, 
Respondents to the Merrill survey reported that distribution license 
compliance costs increased more than five times, to approximately $10( 
million, as a consequence of the change in regulations.* Currently, average 


*In the late 1970s the Commerce Department all but ceased to audit ongoing activities 
under distribution licenses and to enforce the conditions on their use. This mav have 
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there is extremely wide variation. Although it might be assumed thal 
installing an internal control program is more expensive than maintaining it. 
that is not an assumption shared by many license holders. Three-fourths ol 
the respondents expect their 1986-1987 compliance costs to be higher thar 
current expenditures. The 107 license holders in the sample employ 141 
people, 20 percent or more of whose time is devoted to distribution license 
compliance. Sixty percent of these employees are foreign based. 


Perceived Competitive Effects 

Overwhelmingly, survey respondents are of the view that U.S. national 
security export controls have a negative effect on their ability to compete 
in international markets. This is perceived to be a function of: (1) the 
greater complexity, coverage, and stringency of U.S. controls relative tc 
those of other industrialized and newly industrializing countries; and (2) 
the increasing availability outside the United States of competitive 
products and services subject to fewer or no restrictions. More thar 
one-half of respondents reported that they have lost Free World as well as 
bloc sales primarily as a consequence of controls. Forty percent have had 
xisting customers express a preference for or an intention to shift tc 
non-U.S. sources of supply to avoid entanglement in U.S. controls. 
One-fourth indicated that the system is causing an erosion of the 
nternational distribution and marketing networks of U.S. companies with 
a consequent loss of business. A majority of the respondents expects 
these problems to become more severe in the next few years. 

Two unrelated recent changes in the Export Administration Regula¬ 
tions, imposing new controls or relaxing existing controls, permit tests ol 
hese claims and partial estimates of actual competitive costs. 


The Case of Analytic Instruments 

Normally, it is extremely difficult to quantify the relationship betweer 
hanges in export regulations and changes in export sales. The case o: 
nalytic instruments, however, provides a unique opportunity to isolate 
he effects of discrete regulatory changes on a particular category o: 
exports. 

As far back as 1979, there was industry concern about U.S. unilatera 
export controls on products that, although not militarily sensitive them 
selves, contained embedded microprocessors with potential military 
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regulations that had the effect of reinstituting validated license require¬ 
ments for most of the same instruments.* 

To test the effects of these changes on instruments trade, ECCN 4529B 
was cross-referenced to commodity 711 (excluding 711.8001) on Schedule 
E, U.S. Exports, and export data were obtained for the period 1978 
through 1985. The analysis was limited to exports to CoCom countries, 
excluding Canada, for which validated licenses are not required. Ex¬ 
change rates, level of foreign industrial production, and changes in price 
levels were accounted for along with two terms to capture the effects of 
changes in the regulations.t 

The results indicate that the regulatory changes had a statistically 
significant effect on exports. When controls were relaxed early in 1984, 
U.S. analytic instrument exports increased (by the third quarter of the 


* Until 1984, analytic instruments containing microprocessors were covered by ECCN 4529B 
(the letter indicating a unilateral U.S. control). Recontrol resulted from changes in the 
International List specifications for computing equipment, changes that were subsequently 
incorporated in ECCN 1565A on the U.S. Control List. Many industry observers believe that 
implementation of the CoCom agreement has not been uniform, but no thorough effort has been 
made to determine which products are being controlled multilaterally versus unilaterally. 
fThe following equation was specified: 

RAI — a + bi*IP + b 2 *XR + 6 3 *Di + b 4 *D 2 
The variables of the regression are defined to be: 

RAI = value of real U.S. exports of analytic instruments to CoCom (less Canada) 

IP = weighted, aggregated industrial production indexes for CoCom countries (excluding 
the United States and Canada) 

XR = four-quarter moving average of weighted exchange rates for CoCom countries 
(excluding the United States and Canada) 

£>i = time dummy for 1984.2 to 1985.1 (represents loosening of export controls) 
values: 84.2 = .25, 84.3 = 1.0, 84.4 = .5, 85.1 = .25 
D 2 = time dummy for 1985.2 to 1985.3 (represents tightening of export controls) 
values: 85.2 = .5, 85.3 = 1.0 


where: coefficient (t-statistic) 


a = -20.80 (- lA\)a 

6 , = 0.92 (-12.01)6 

b 2 = - 0.27 ( 6.39)6 

6 3 = 3.34 ( 1.33)a 

64 =- 4.93 (- 1.82)6 

R = 0.87 

F = 42.20 


Time period = 1978.2 to 1985.3 
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third quarter of 1985) were 12 percent below what they would have beer 
if licensing requirements had not been reimposed. 

These fluctuations in trade reflect only the short-run observable effects 
probably attributable to export controls. In the long term the regulatory 
hanges may erode demand for U.S. products. Also not reflected in the 
nalysis are the effects these restrictions may have had on foreigr 
ransactions in similar instrumentation produced abroad with U.S. tech¬ 
nology or containing U.S. components. 


The Case of Foreign Consignees Under Distribution Licenses 

Under the Export Administration Regulations (section 373.3), as re¬ 
vised in May 1985, foreign consignees under U.S. distribution licenses 
ust for the first time also establish internal control programs. The 
required features vary with the nature of consignees’ activities (e.g., end 
use or reselling) but in general parallel those of the license holders’ 
internal controls—screening transactions against the U.S. Table of Denial 
Orders, a diversion risk profile, and criteria of “sensitive” nuclear uses; 
raining personnel; and maintaining records subject to audit by the license 
older and the U.S. government. The combination of increased financial 
costs, foreign sensitivities to the extraterritorial application of U.S. law. 
and, in the case of firms located in other CoCom countries, the duplica¬ 
tion of effort entailed in complying with domestic as well as U.S. controls 
raises a concern that the new requirements discourage companies from 
doing business with U.S. suppliers. 

Surveyed in May 1986, only 1 month after the regulations became fully 
ffective, U.S. license holders responding (accounting for about 18 
percent of the total number of licenses) reported the loss or removal of 32 
percent of all their consignees—1,175 out of 3,686 in the sample—in the 12 
months since the regulations were issued. Business changes unrelated tc 
the regulations, inactive sales, and product decontrol actions were 
reported to account for one-half of the drop-outs for which respondents 
gave explanations; but the expense of compliance and consignees’ refusa 
to comply accounted for 40 percent of the cases. (See Table C-13.) 

As expected, among the drop-outs, independent foreign firms fai 
outnumbered affiliates of U.S. license holders—by ratios of 11 to 1 among 
small firms, 17 to 1 among medium-sized firms, and 16 to 1 among large 
ompanies. Furthermore, almost all of the independent former foreigr 
onsignees were engaged in either reselling U.S. products in the forn 
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No. of 

Firms Citing 

No. of 
Consignees 

1. Directly related to new regulations 



Expense/burden of compliance given volume of 

10 

202 

business 



Consignees declined to assume responsibility 

8 

27 

Consignees refused to comply 

10 

21 

License holder could not rely on consignees to 

1 

1 

comply 



Country no longer eligible 

2 

— 

Consignees failed to certify 

2 

2 

Consignees switched to non- U.S. sources 

1 

— 

2. Indirectly related to regulations 



Consignees not active customers 

25 

138 

Lack of business 

13 

52 

Consolidation of licenses 

5 

20 

Included in affiliate reexport territory 

2 

43 

3. Other reasons 



Business change without regard to regulatory changes 

13 

144 

Products decontrolled (now GDEST) 

2 

3 


SOURCE: Merrill survey of distribution license holders. 


More often than not, business is continuing with former consignees 
under different licensing arrangements. To simplify compliance, some 
license holders have consolidated consignees under fewer licenses 
Others are using an affiliated consignee to serve independent formei 
consignees, although without the reexport authority the latter previ 
ously enjoyed. Finally, as a direct consequence of the regulator} 
changes, 65 percent of respondents expect to apply for 67 percen 
more individual licenses and reexport authorizations than they used it 
1985. 

Despite these adjustments, which in most cases entail additiona 
administrative costs and uncertainty, 28 licensees (25 percent of res 
pondents) reported that the loss of 164 consignees has meant at 
immediate loss, albeit small, of business for the foreseeable future. The} 
estimated this loss, over a 3-year period, at $78.6 million, confirming 
that these consignees, although active customers, were low-volume 
ones. Extrapolating to all license holders, the total loss is in the range o: 
$450 million. 

Most license holders consider this an acceptable price to pay to retail 
their distribution licenses. Nevertheless, the favorable benefit-cost mar 




products are available from non-U.S. sources. Major CoCom partners 
(Japan, Germany, France) have bulk export authorizations for West-Wesl 



of items of military value. In addition, controls applied to a large share 
of U.S. affiliates’ international sales and to foreign companies’ resales oi 
U.S.-origin products and original sales of foreign products incorporat 
ing U.S. components or technology. 

With the exception of pharmaceuticals and many chemicals, expon 
controls affect most of the high-technology sector, in which U.S. produc 
ers have long enjoyed a strong comparative advantage but are novs 
vulnerable to foreign competition. The $62 billion in 1985 exports undei 
national security controls compares to $68.5 billion in total high-tech 
nology exports. It is estimated that the United States registered a defici 
of $2 to $3 billion in high-technology goods in 1986, the first such defici 
since the category was identified. Only 7 years ago, high-technology 
exports exceeded imports by $27 billion. 

Ninety-six percent of licensed exports are to Western countries 
roughly half go to the NATO allies and Japan. According to U.S 
government and CoCom criteria, many controlled items are of les; 
than critical military value. One-third of licensed transactions involv* 
products that under CoCom rules may be sold to the Soviet Unioi 
without multilateral review and approval. Two-thirds involve product! 
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Efforts to improve the efficiency of the U.S. control system have 
focused primarily on reducing the average time individual license appli¬ 
cations are under review by one or more agencies of the U.S. government 
This objective does not address several problematic characteristics of license 
processing that emerge from analysis of survey and government data: 

• The formal license review process occupies as little as one-half of the 
average time from submission of a license application to receipt of an 
export authorization or notification of other action. 

• A small but not insignificant number of cases extend beyond IOC 
days—or nearly four times the average processing time. 

• Small firms experience longer processing times and more uncertainty 
about licensing outcomes than do large firms. 

• Processing times, at least for applications to destinations other than 
the Eastern bloc, do not vary consistently with the degree of military 
sensitivity associated with different levels of technology, as judged by the 
United States and its CoCom partners. 

The treatment of cases involving the least sensitive (i.e., AEN} 
technology suggests that the controls at this level may be largely a papei 
exercise for license applications to the Eastern bloc as well as for those tc 
Western countries. A sample of processed applications contained nc 
AEN cases that were either denied or returned without action. On the 
other hand, for reasons that are unclear but merit further investigation, 
exporters continued to submit applications for AEN-level items tc 
CoCom countries several months after they became eligible for a general 
license and no longer needed approval. It is doubtful, too, that the 
requirement that foreign companies seek U.S. approval to reexport 
certain U.S.-origin products and incorporated components is an effective 
or enforceable instrument of control, at least within CoCom. 


Cost of Controls 

The amount of trade affected by export controls is so large that even a 
marginal negative competitive effect is likely to have significant economic 
consequences. Additional high-technology exports of $3 billion would be 
sufficient to convert the current U.S. deficit in that category into a trade 
surplus. Simply by virtue of the geographical distribution of U.S. exports, 
the costs of export controls fall primarily on West-West rather than on 
West-East trade. 

The aggregate economic costs of controls are exceedingly hard to 
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which validated licensing requirements were first removed but on which 
they were subsequently reimposed, it has been possible to estimate the 
short-run trade effects of regulatory actions, independent of changes in 
exchange rates, production, and prices. Decontrol had a positive effect on 
U.S. exports to CoCom countries other than Canada of about 7 percent; 
recontrol reduced exports to those countries by about 12 percent. 

Similarly, the recent imposition of new accounting and auditing require¬ 
ments on foreign customers that receive controlled goods under U.S. 
distribution licenses has already caused some erosion of the distribution 
networks of U.S. exporters and a small loss of business. 


Estimate of Direct Economic Costs 
Associated with U.S. National 
Security Controls 

WILLIAM F. FINAN 
Quick, Finan & Associates 


The following is a report submitted to the Panel on the Impact of 
National Security Controls on International Technology Transfer of the 
Committee on Science, Engineering, and Public Policy of the National 
Academy complex. The principal investigator was Dr. William F. Finan 
of Quick, Finan & Associates, Suite 340, 1020 19th Street, N.W., 
Washington, DC 20036. The material in this study is a follow-on to the 
Quick, Finan report “Analysis of the Effects of U.S. National Security 
Controls on U.S. Headquartered Industrial Firms,” which was submitted 
to the panel on August 15, 1986. This report draws heavily on the data and 
analyses presented in that earlier submission, which hereafter will be 
cited as “Analysis of the Effects of Export Controls” (either vol. I or vol. 
II). 

INTRODUCTION 

The purpose of this report is to estimate the aggregate economic cost 
imposed by U.S. national security export controls on U.S. firms and on 
the U.S. economy. It is based on the best information available regarding 
U.S. export controls and the scope of economic activity covered by those 
controls. Much of the information used for this estimate was developed to 
support the efforts of the above-named panel to understand the operation 
and effects of the U.S. export licensing system. (Obviously, additional 
information would have permitted the development of a more refined 
estimate covering all elements of the system.) For several reasons, the 


estimate at the lower end of the possible range; (2) as discussed later, onl> 
a portion of the possible economic costs was tabulated; and (3) the 
estimate attempts to capture only short-run costs and does not reflecl 
longer-term costs. These issues will be discussed in more detail in the 
report. 

The competitive position of U.S. firms in international markets is a 
function of many factors, only one of which is U.S. export controls. The 
effects of controls on competitiveness cannot be completely isolated froir 
the effects of other factors such as price (including exchange rates), 
product quality, and before-and-after sales assistance and service. Al¬ 
though some of these other factors—exchange rates, for example—cul 
across all export sectors, the effects of export controls vary by industry 
sector. Our earlier report indicated that a limited set of U.S. industries 
incur the greatest economic cost. The categories we identified as bearing 
most of the competitive costs associated with U.S. export controls 
include communications equipment, aircraft and parts, computers/office 
equipment, scientific instruments, electronic components, and machine 
tools. These industry categories accounted for about 70 percent of the 
total U.S. high-technology exports in 1985 and in the same year about 3C 
percent of total U.S. foreign sales of manufactured products (which 
includes U.S. exports and products manufactured abroad by U.S. firms), 
It is estimated that these categories account for about 85 percent of U.S 
licensed exports of manufactured goods. 

In principal, as we discussed in our earlier report, U.S. export controls 
would, under ideal circumstances, have very little if any relative 1 com¬ 
petitive effect on U.S. firms. This would be the case if U.S. controls anc 
procedures were identical to those of other countries that subscribe to the 
multilateral international coordinating committee (CoCom). But in faci 
U.S. controls and procedures differ; the differences arise from the greatei 
reach of U.S. controls, the greater stringency with which foreign sales are 
regulated, the extraterritorial application of U.S. controls, and the greatei 
complexity of U.S. procedures. When combined, these differences mear 
that U.S. firms bear competitive as well as administrative costs ir 
complying with U.S. export controls. 

Estimating in full the international competitive effects of U.S. expor 
controls is difficult because the ways in which those effects manifes 
themselves are numerous and diffused. For example, measurable com 
petitive effects vary depending on country of destination and type o 
control; that is, the export control system creates a large number o 
nossible economic effects for the differ t om inations of destination 














1. Direct administrative compliance 1. 

cost 2. 

2. Lost sales for U.S, manufacturing 
operations in 1985, both for 
West-West and for West-East 
trade 

3. Lost employment (due to lost 

export sales—item 2 above) 3. 

4. Direct research and development 

(R&D) impact (due to overall lost 
foreign sales) 4. 

5. Lost profits (due to overall lost 

foreign sales) 5. 

6. Lost revenues due to denial of 

licenses 6. 


7 . 


8 . 


Indirect administrative costs 

• Lost sales for nonmanufactures 

• Sales of products manufactured by a 
foreign firm incorporating components or 
technology of U.S. origin 

• Sales lost due to U.S. nuclear or foreign 
policy controls (see Figure D-3) 

Indirect R&D impact (for example, technical 
data restraints, controls on foreign scientists 
in U.S. industrial labs, etc.) 

Indirect employment consequences due to 
items 1, 2, or 3 

Uncertainties created by variability of 
license processing 

Discouragement effect for small businesses 
in West-West trade due to complexity of 
license procedures (i.e., they forego 
attempting to export) 

Long-term influence of U.S. controls on 
U.S.-foreign customer relations (qualitative 
evidence is that U.S. firms in some cases 
are the least preferred of suppliers if all else 
is equal or nearly equal) 

Warehousing and other costs incurred when 
available products must await a license 


Table D-l summarizes the type of economic costs for which estimates 
were developed as part of preparing an overall economic cost estimate foi 
the U.S. export control process. The costs included in the overall cost 
estimate tend to be fairly direct and short term in nature. The table also 
lists a number of economic costs that are not covered in the overall cost 
estimate. The general reasons for excluding from the aggregate calcula¬ 
tion of costs the items listed in column 2 of the table were as follows: (1) 
lack of data, (2) lack of a defined analytical procedure to frame the 
estimation procedure, or (3) a judgment that the effects were likely to be 
second-order in nature. To repeat, the cost estimate we present covers 
only a subset of the potential economic costs—namely, short-term, direcl 
revenue losses and associated employment loss. 

The remainder of this report is divided into three sections and an annex. 
In the first section the coverage of U.S. export controls is reviewed in 
terms of value of foreign sales for 1985. Foreign sales include sales by 
U.S. affiliates abroad as well as direct U.S. exports to unafifiliated 


military importance 2 of the technology or item being exported. The 
security benefits from controls are assumed to be greatest for exports of 
high-criticality items. We also indicate how competitive costs may be 
related to the level of criticality of a particular technology or product. The 
competitive costs of U.S. export controls are shown to be mostly 
concentrated in the low- and medium-criticality technologies 3 in goods 
shipped to countries that participate in a system of controls on exports to 
Warsaw Pact nations. When the distribution of benefits is combined with 
the distribution of competitive costs, the conclusion emerges that the 
economic costs of U.S. export controls are greatest for exports of items 
of low and medium levels of criticality, while U.S. controls on these items 
contribute least to avoiding diversion. 

Finally, the third section summarizes the estimates for the aggregate 
economic costs as identified in the preceding table. These estimates relate 
primarily to lost direct export revenues, even though the foreign affiliates 
of U.S. firms also experience additional lost revenues beyond those 
estimated. 4 The report concludes with an annex explaining the method of 
calculation of the economic cost estimates. 

SCOPE OF U.S. FOREIGN SALES COVERED BY VALIDATED 

LICENSING 

The scope of U.S. economic activity covered by U.S. export controls 
can be best understood through the use of a simple framework. (Only 
trade in manufactured products is examined.) Looking first just at U.S. 
exports, total U.S. export trade of manufactured products can be divided 
into two categories as shown in Figure D-l: trade covered by exporl 
controls (requiring a validated license) and trade that is not covered 
(self-licensed). 5 The horizontal lines of Figure D-l divide total exporl 
trade by category of destination. The three regional groupings identified 
are those of most relevance to the issue of licensed trade: the Eastern bloc 
countries and the People’s Republic of China (PRC), the non-CoCon 
“Western” nations, and the CoCom countries. 

But the possible scope of economic activity influenced by the U.S 
licensing system is broader than just U.S. exports; it also covers some o! 
the sales of U.S. foreign affiliates (see Figure D-2). The economic cos 
analysis presented in this paper is based on this broader definition when 
it is appropriate for use in calculating a cost for the U.S. economy. I 
should be noted, however, that even this broader definition does no 
indicate the full scope of possible economic activit influenced by th< 


West-East* 


Non CoCom 

Western countries 

1 
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i--—1 

1 

1 

CoCom countries 

1 

1 

1 
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1 

1 


1 

I 

Trade under 

j Trade requiring 


1 

1 

I 

self-license* 

1 validated license 

l 


1 

1 

1 

Total U.S. export trade 1 


*West-East refers to trade with bloc countries and the PRC. 

+For example, the general destination license (GDEST). 

FIGURE D-l Schematic of coverage of the U.S. export control system 

of non-U.S. firms. The sales of foreign-owned enterprises including 
unaffiliated distributors, sales operations, foreign manufacturers, and so 
on also can be affected in certain circumstances. 6 This report attempts to 
estimate only those economic impacts directly related to U.S. enter¬ 
prises; it does not reach into this last area (i.e., sales of foreign-owned 
enterprises) because of the limitations of available information (and not 
because of a belief that the effects on foreign operations are inconsequen¬ 
tial). An estimated $80 billion of U.S. foreign sales were covered by U.S. 
export controls in 1985—a value that is at the low end of the range as 
explained in the annex entitled “Calculation of Economic Costs.” It is 
likely that broadening the scope to include foreign firms would increase 
severalfold the figure for the economic activity influenced by U.S. 
controls. 

Returning, then, to U.S. foreign sales as the basis for measurement, the 
activity needs to be allocated among the various destinations and license 
types. But for purposes of evaluating the economic effect of U.S. export 
controls, the basic framework outlined in Figures D-l and D-2 is too 
simple. Further subdivisions by destination and type of license are 
necessary because the economic effects vary across these subcategories. 
Moving to Figure D-3, trade under validated licensing is divided into major 
categories according to type of export control (i.e., national security, 
foreign policy, nuclear/other). The economic cost estimate developed in 
this report covers only those costs associated with self-licensed trade and 




bloc countries, including the Soviet Union. This differentiation is needed 
because of the more liberal licensing policy for trade to the PRC relative 
to that for the Soviet Union and the other bloc countries. Similarly, Canada 
is separated from other CoCom countries because the United States does not 
require validated licensing of most exports for use or consumption in 
Canada, although changes in U.S. reexport license procedures could have a 
direct effect on U.S.-Canadian trade. Finally, 15 Western countries are 
treated differently in the license review process than are other non-CoCom 
Western destinations (following a presidential directive authorizing Defense 
Department review of certain applications from these countries). This 
necessitates establishing a separate category for these nations. 

The segment of trade covered by national security controls also must 
be split into subcategories to reflect the fact that the types of validated 
licenses used for national security purposes have differential effects on 
business activity. This breakdown, however, is kept somewhat simplified by 
showing only two validated license categories: bulk licenses (principally the 
distribution license) and individual validated licenses (IVLs). 

In our earlier report to the panel, the total value of U.S. foreign sales to 
Western destinations under some form of validated license was estimated 
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*West-East refers to trade with bloc countries and the PRC. 
*For example, the general destination license (GDEST). 


FIGURE D-2 Expanded scope of U.S. economic activity covered by U.S. export control 

















































Figure D-4 shows the estimated allocation of licensed foreign sales of 
U.S. firms by level of criticality and destination for 1985. Total Canadian 
foreign sales related to the U.S. export license system are shown only for 
reference. An estimated 97 percent of U.S. validated license sales are 
made to Western destinations. Or, looked at in terms of level of military 
criticality, an estimated 94 percent of licensed trade falls below the 
high-criticality threshold (i.e., the items are eligible for shipment under a 
distribution license). 

RELATIONSHIP OF BENEFITS AND COSTS TO 

LEVEL OF CRITICALITY 

This section examines the relationship between several key factors that 
ultimately influence the distribution of costs and benefits associated with 
U.S. export controls. Figure D-5 illustrates how the value of costs and 
benefits varies with the degree or level of military criticality of an item. 
This figure summarizes a crucial point regarding the likely distribution of 
competitive costs and security benefits: As the level of “military” 
criticality increases, competitive costs fall, 8 while the security benefits of 
controls increase. To explain this conclusion, several essential concepts 
useful to characterizing the export control process must first be defined. 
We start by examining the relationship of security benefits from controls 
to the level of military criticality. 

Export controls are intended to enhance Western security by denying, 
or at least delaying, the transfer of militarily useful products and technol¬ 
ogy to the Soviet Union and other proscribed destinations. The security 
benefits of export controls for a particular technology or product vary 
directly with the potential damage to national security that a loss of that 
technology or product would cause; that is, the higher the degree of 
military usefulness of a particular product or technology, the greater the 
security benefit of denying its transfer to proscribed destinations. Critical¬ 
ity is the term used to reflect the degree of military usefulness, which in 
turn is reflected in the degree of classification by CoCom and U.S. 
authorities. Therefore, a higher degree of criticality indicates a greater 
need for control because of the greater extent of national security risk. 

Diversion risk (from the U.S. perspective) is defined to be a function of 
the quality of controls in the destination country and the degree of access 
to non-U.S. sources of comparable products or technology. 9 Higher 
diversion risk is associated with the absence of adequate controls in a 
destination country. U.S. unilateral control measures can reduce the 
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FIGURE D-5 Distribution of benefits and costs of export controls relative to level of 
criticality. 

comparable product is not available to the destination country without 
U.S. export controls. Thus, either adequate indigenous export controls or 
greater U.S. controllability is associated with a lower degree of diversion 
risk. It also can be postulated that, as the level of criticality increases, the 
degree of foreign access to an equivalent non-U.S. technology or product 
tends to decline. 10 This implies that U.S. controllability increases with the 
level of criticality. 

Given the relationships between controllability and other factors, we 
conclude that as the level of criticality rises the security benefits associ¬ 
ated with U.S. export controls increase. To conclude, security benefits 
are not uniformly distributed across all levels of criticality but rather are 
concentrated in the region of highly critical technology and/or products. 

The relationship between the economic costs associated with export 
control compliance and level of criticality can now be examined. As 
established from a sample of license applications, a substantial proportion 
of the items covered by the export licensing system are low-criticality 
items—that is, comparatively low-technology items. 11 Any technology 
edge one might expect a U.S. firm to have relative to its foreign 
competitors is less likely to exist for this low-end category. In addition, as 
non-U.S. sources for these items increase, the more likely it becomes that 
U.S. export controls will drive foreign customers away from U.S. 
sources. The result is that the cost borne by U.S. firms of lost sales 
associated with export control compliance is greatest for those items witt 
the lowest degree of military criticality. 

A qualitative assessment (based on interviews and analysis) performec 
in the earlier study indicates how the extent of the economic impact ol 






Degree of 


Degree ol 

Criticality 

Impact 

Destination 

Impact 

Low 

2.8 

Bloc 

1.0 

Medium 

4.4 

PRC 

1.6 

High 

1.0 

15 Western countries 

3.8 


Other Western nations 

3.9 



CoCom countries 

3.1 


NOTE: The table excludes self-license and Canadian trade categories. 


(Figure D-6 illustrates these variations; the darker the shading, the greatei 
the degree of economic impact.) Western destination, low- and medium- 
criticality items are the most affected. 12 Table D-2 summarizes the 
qualitative assessment by weighting the impact estimates, using data 
shown in Figure D-4, for each combination of destination and level ol 
criticality. The purpose of the table is to summarize where the economic 
costs associated with U.S. controls are estimated to be the greatest. The 
numbers simply indicate relative orders of magnitude. Weights from Figure 
D-4 were applied to the qualitative scale shown in Figure D-6 and averaged, 
either for columns (i.e., by level of criticality) or for rows (i.e., by destina¬ 
tion). On a scale of 0 to 5, 0 indicates no effect and 5 indicates the greatest 
effect. This qualitative assessment suggests that economic costs are greatest 
for West-West trade on low- and medium-technology products. 


ESTIMATE OF ECONOMIC COSTS ASSOCIATED WITH U.S. 

EXPORT CONTROLS 

A reasonable estimate of the direct, short-run economic costs to the 
U.S. economy associated with U.S. export controls was on the order of 
$9.3 billon in 1985. This is a very conservative estimate because it does 
not cover all aspects of economic costs and it only applies to a subset of 
the potential scope of business activity influenced by U.S. export 
controls. (Table D-3 details the major components of this figure.) Asso¬ 
ciated just with lost U.S. exports was a reduction in U.S. employment of 
188,000 jobs. If we were to calculate the overall impact on the aggregate 
U.S. economy of the value of lost export sales and the reduced R&D 
effort, the associated loss for the U.S. 1985 GNP would be $17.1 billion. 13 

In evaluating the economic cost estimates presented in Table D-3, it is 
useful to keep in mind both the framework developed earlier in this report 




Component 

Impac 

Administrative cost to firms 

0.5 

Lost West-West export sales 

5.9 

Lost West-East export sales 

1.4 

Reduced research and development spending 

0.5 

Value of licenses denied 

0.5 

Lost profits on export and foreign sales 

0.5 

TOTAL 

9.3 


NOTE: Employment loss = 188,000 jobs. 


Licensing”) and the qualitative assessment presented in Figure D- 6 , be 
cause, even though only a single overall cost estimate is presented, the cost: 
of export controls vary considerably across the different combinations o 
level of criticality and destination. The assumptions and process used t< 
prepare the cost calculations are covered in detail in the annex that follows 

ANNEX 

CALCULATION OF ECONOMIC COSTS 

A. Administrative Costs $0.5 billion 

T his estimate was developed from a survey of U.S. firms that utiliz< 
validated licenses. (See “Analysis of the Effects of Export Controls,’ 
vol. II, for a discussion of the survey.) Administrative costs wer< 
narrowly defined to be those directly associated with ongoing expor 
control administration and compliance. The estimate excludes any specia 
costs due to exceptional license problems—for example, the involvemen 
of a company’s chief executive officer to assist in obtaining a license. 

B-i. Revenue Loss for West-West Exports $ 5.9 billion 

As discussed in the body of this report, it is important when estimating 
economic impact to distinguish by type of license, level of criticality, anc 
destination. The estimate is built around determining the effects on U.S 
export trade under IVLs to CoCom destinations other than Canada 
Unless otherwise specified, U.S. export trade is only U.S. direct export; 
and excludes the value of U.S. foreign sales. (The value of U.S. direc 
exports is included in the value of U.S. foreign sales.) The analysis build; 
on an econometrically developed estimate of the effect of controls on on; 





We chose this approach for several reasons. First, the estimate is based 
on empirical rather than anecdotal evidence. It is the only estimate we are 
ware of that has been developed from actual trade data. It is useful to 
note that the size of the effects is consistent with the general anecdotal 
evidence, conclusions of knowledgeable experts interviewed in the 
course of preparing this report, and information developed in a survey of 
U.S. firms prepared for the panel. A second reason for using the analytic 
nstruments estimate is that there is no clear reason to believe that the 
analytic instruments case is extreme or unique. It must be recognized that 
the effects of U.S. export controls—that is, lower overall U.S. foreign 
sales—are built into the level of current U.S. exports. Therefore, it is 
difficult to extract from general U.S. trade data and other data currently 
available to the panel measures of the extent of the impact of controls. 
The analytic instruments case, on the other hand, permitted us to make an 
empirical appraisal of the degree to which the unilateral elements of the 
U.S. export control process influence the level of U.S. exports in the 
affected sectors. (The reader should keep in mind that it is only the degree 
of “unilateralness” of the U.S. system that affects U.S. firms’ competi¬ 
tiveness.) As indicated in the introduction to this report, we believe 
urther data would permit a more accurate assessment. Therefore, the 
estimate is developed to indicate a reasonable order of magnitude. 
Obviously, further efforts could refine it and allow a greater degree of 
precision. But it should be recognized that the limits of available data 
were reached in preparing this estimate. 

Tables A-l and A-2 present data from a sample 14 of 1,600 IVLs, which 
permit calculation of the distribution of U.S. IVLs by value and number 
for the level of criticality and destination. The distribution of trade under 
bulk licenses (predominantly the distribution license) was assumed to 
follow the same distribution with respect to level of criticality. This 
assumption results in 34 percent of the value of bulk license trade being 
classified as medium criticality (i.e., above AEN but within the distribu¬ 
tion license level), 15 and the balance as low criticality (i.e., below the 
AEN level). (Because many firms using bulk licenses reported they do nol 
take the trouble to reclassify their low-technology items—below the AEN 
level—out of the licensing system, this assumption probably overstates 
the average level of technology supplied under bulk licenses.) 

Using the distribution of trade by destination for each level of technol¬ 
ogy (see Table A-2), the 1985 foreign sales for each level of criticality (see 
Figure D-4) were distributed across the different destinations. Table A-2 
h ws the base trade data on U.S. foreign sales by destination. The 


Level of Criticality 


Destination 

AEN 

<PRC 

<DL 

>DL 

Bloc 

1,540 

810 

<3 

00 

3,744 


(28) 

(9) 

(3) 

(8) 

PRC 

4,641 

10,320 

275 

4,667 


(39) 

(43) 

(10) 

(13) 

15 Western countries 

11,430 

11,440 

16,200 

28,140 


(90) 

(110) 

(54) 

(42) 

Other Western nations 

35,091 

35,100 

31,504 

31,150 


(159) 

(130) 

(82) 

(50) 

CoCom countries 

314,720 

62,088 

21,971 

51,490 


(280) 

(199) 

(173) 

(95) 

TOTAL 

367,422 

119,758° 

70,334 c 

119,191 

PERCENTAGE OF 

54.3 

17.7 

10.4 

17.6 


TOTAL VALUE 


*Used overall average. 

HJsed non->DL average. 

c Medium category is the sum of ^PRC and ^DL columns. 

SOURCE: Based on the sample of individual validated licenses. See Appendix E, “Analysi 
of the Effects of Export Controls,” vol. II. 


benchmark survey on U.S. foreign operations. The allocations presentee 
in these tables, especially for the 15-Western-countries and other-Western 
nations destination categories, could only be estimated because publishec 
Department of Commerce data were not disaggregated sufficiently b] 
individual country destination to permit an exact allocation. However, i 
is believed that the relative magnitudes are reasonable. 


table A-2 Column Proportions for the Distribution of Licenses by 
Destination for Level of Technology 


Destination 

AEN 

<PRC 

<DL 

>DL 

Bloc 

0.4 

0.7 

0.5 

3.: 

PRC 

1.3 

8.6 

0.4 

3.5 

15 Western countries 

3.1 

9.6 

23.0 

23.1 

Other Western nations 

9.6 

29.3 

44.8 

26. 

CoCom countries 

85.7 

51.8 

31.2 

43.; 

TOTAL* 

100.0 

100.0 

100.0 

100.1 


*Due to rounding, totals may not equal exactly 100.0 percent. 
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Destination 

a a 

b b 

a 

b 

a 

b 

a 

b 

a 

b 

TOTAL 

anada 

2.5 

0.1 

1.3 

0.6 

3.5 

0.9 

1.0 

1.4 

1.1 

0.2 

12.6 

Other 

CoCom 

countries 

17.0 

0.5 

10.1 

0.7 

12.2 

3.4 

1.4 

4.8 

10.0 

0.7 

60.8 

ther 

Western 

nations 

1.7 

0.5 

0.1 

1.9 

9.6 

5.6 

0.1 

5.3 

1.3 

1.0 

27.1 

15 Western 
countries 

1.0 

0.1 

0.5 

0.2 

1.7 

0.7 

0.5 

1.2 

0.3 

0.1 

6.3 

OTAL 

22.2 

1.2 

12.0 

3.4 

27.0 

10.6 

3.0 

12.7 

12.7 

2.0 

106.8 


a Sales by U.S. foreign affiliates. 
b Direct export sales to unaffiliated parties. 


NOTE: For some geographic groupings and/or product groupings, Bureau of Economic 
Analysis (BEA) data were not available. Therefore, an estimate was made for these groups 
consistent with overall BEA data. The distribution is believed to be a reasonable represen¬ 
tation of the pattern of U.S. foreign sales by destination for the major product categories 
associated with use of a U.S. validated license. The 1982 values were uniformly inflated by 
a factor of 1.21 to yield 1985 values. The factor accounts for inflation and real growth in the 
1982-1985 time frame. The 1982 value was rounded to $107 billion, and the 1985 value was 
rounded to $130 billion. 

SOURCE: Calculated from data in U.S. Department of Commerce, Bureau of Economic 
Analysis (BEA), U.S. Direct Investment Abroad: 1982 Benchmark Survey Data (Washing¬ 
ton, D.C.: GPO, 1985); and a special BEA tabulation of 1982 export data using the 
benchmark survey data. 

The estimated 1982 U.S. export value was $42.5 billion for five 
industrial categories whose export trade was covered by validated licens¬ 
ing (see Table A-4). This was adjusted to a 1985 value of $51 billion. (The 
1982 value was inflated by a factor of 1.21 to yield the 1985 value. The 
factor accounts for inflation and real growth in the 1982-1985 time framed 
Data developed from a survey of U.S. distribution license holders 
suggest that the five industrial categories represented about 84 percent ol 
total U.S. licensed export trade in 1985, which is estimated to be aboui 
$62 billion. 16 The $11 billion difference is accounted for in trade undei 
validated licensing spread across a large number of U.S. manufacturers 



Destination 

Total Foreign 
Sales* 

Exports to 
Affiliates" 

Exports to 
Nonaffiliates 

Total 

Exports^ 

Canada 

12.6 

3.6 

3.0 

6.6 

Other CoCom countries 

60.8 

4.5 

10.6 

15.1 

Other Western nations 

27.1 

3.6 

14.3 

17.9 

15 Western countries 

6.3 

0.6 

2.3 

2.9 

TOTAL 

106.8 

12.3 

30.2 

42.5 


"Adjusted to a 1985 basis, the total estimate increases from $42.5 billion to $51 billion. 
*Total foreign sales figures include both exports to affiliates and exports to nonaffiliates, 
"Exports to affiliates (column b) cannot be deducted from total foreign sales (column a) tc 
estimate sales originating from foreign affiliates because U.S. content is measured at £ 
different point in the process. 

^otal exports = exports to affiliates + exports to nonaffiliates. 

SOURCE: Estimated from data in Tables III.G.4 and III.G.9, U.S. Department oi 
Commerce, Bureau of Economic Analysis, U.S. Direct Investment Abroad: 1982 Bench¬ 
mark Survey Data (Washington, D.C.: GPO, 1985); and from the allocation developed above 
in Table A-l. 


go to the four destination groups (Canada, other CoCom countries, othei 
Western nations, and the 15 Western countries) in the same proportion as 
the five high-tech categories. This total value of $62 billion was divided 
between IVL-covered trade and bulk license trade (predominantly exporl 
trade under distribution licenses) and self-licensed trade (i.e., undei 
general license GDEST). A 1985 IVL coverage of $36 billion was used: 
this figure includes trade with the PRC and bloc countries, which 
represented approximately 8 percent of the total or about $3 billion. A 
1985 bulk license coverage of $26 billion for exports was used. 17 (See 
Table 9, “Andysis of the Effects of Export Controls,” vol. I, for ar 
estimate of service and project license coverage.) 

The level of lost sales associated with U.S. exports in 1985 to Western 
destinations was estimated as follows. The fraction of U.S. exports under 
IVLs to nonbloc and PRC destinations (33/59) was applied to the total 
1985 export trade for each major destination (15 Western countries. 
CoCom countries, and so forth) to get the 1985 value of IVL exports tc 
each destination. 

For the other-CoCom-countries category, a direct estimate of the 
degree of lost sales had been made for one segment of U.S. manufactured 
exports, analytic instruments. (See Appendix B.l, “Analysis of the 
Effects of Export Controls,” vol. II.) The range of impact of U.S, 
controls on analytic instruments exports was from 7 to 12 percent. The 



ence U.S. exports, even within a multilateral framework. The empirical 
result is believed to be consistent with qualitative appraisals covered in 
the first report to the panel. We prepared our estimate from this base 
because it is the first quantitative estimator that has been made for the 
economic impact of controls, even though it covers only a small portion 
of U.S. licensed trade. It should be treated as an order-of-magnitude 
estimate. 

For the purposes of this analysis, a value of 10 percent was used as the 
measure of lost sales—the midrange of the analytic instruments estimates. 
This estimate of 10 percent for lost sales due to export controls was then 
applied to the entire category of other-CoCom-countries trade under 
IVLs. To obtain lost sales estimates for the other destination categories 
(15 Western countries and other Western nations), the 10 percent rate of 
lost sales was scaled relative to the other-CoCom-countries level using 
the qualitative factors contained in Table D-2. (For example, other- 
Westem-nation destinations were assessed to be affected to a greater 
degree; the 10 percent estimator was scaled by 1.26, the differential 
relative to the other-CoCom-countries category.) The overall estimate for 
the value of lost U.S. export sales in 1985 under the IVL was $3.8 billion. 

For the bulk license component of export trade, the same process was 
used. Bulk licenses were estimated to cover a particular fraction (26/59) of 
total U.S.-licensed exports. Relative to the rate of lost sales under IVLs, 
it was assumed that distribution license-covered trade was affected tc 
only half the degree that IVL-covered trade was affected. This is a 
subjective assessment based on responses to a questionnaire that indi¬ 
cated that U.S. firms were losing some sales of bulk-licensed trade. (See 
“Analysis of the Effects of Export Controls,” vol. I, pp. 54-56.) The 
overall amount of lost sales estimated for bulk-licensed exports was $1.5 
billion. 

Finally, the impact on self-licensed exports was subjectively estimated 
to be one-tenth the IVL rate. The total value of U.S. foreign self-licensed 
sales influenced by U.S. export controls was estimated to be $62 billion. 
These are sales for those categories of manufactures in which some 
foreign sales are under validated licenses. If all U.S. self-licensed foreigr 
sales were covered, the figure would be six times greater. This impacl 
arises indirectly, principally due to U.S. reexport requirements anc 
overall U.S. license policy. Again, the degree of lost sales is believed tc 
be consistent with the firm interviews. (See Section V, “Analysis of the 
Effects of Export Controls,” vol. I, pp. 57-69.) This segment of expon 
trade was estimated to have lost sales of $0.6 billion, fit sh uld b notec 


lo summarize, the overall estimate tor lost sales ot U.6. exports tc 
Western destinations was calculated to be $5.9 billion ($3.8 IVL, $1.5 
bulk, $0.6 self-license). (Canadian trade was excluded from the calcula¬ 
tions except in the self-license segment because U.S. reexport procedures 
cover even Canadian reexports.) 

B-2. Associated GNP Loss $ii.8 billion 

A GNP multiplier of 2 was applied to the direct U.S. export loss tc 
calculate the associated loss to the U.S. economy due to lower U.S 
exports. This multiplier value was based on discussions with economists 
at several government and financial institutions who regularly calculate 
and apply U.S. GNP multipliers. 

C-i. Revenue Loss for West-East Exports 18 $1.4 billion 

With respect to the bloc countries and the Soviet Union, the evidence 
developed in our earlier report suggests that, generally, U.S. firms have 
given up trying to trade with the bloc countries and the Soviet Union 
Whereas other CoCom countries exported approximately $16 billion 0 
manufactures to the bloc and the Soviet Union in 1985, U.S. exports were 
well under $1 billion. (These figures include both licensed and self 
licensed trade.) Obviously, part of this large disparity is due simply to the 
advantages the European Community-based firms have as a result 0 
long-standing business relationships and simple geography. Still, if U.S 
controls and procedures were more closely harmonized with those o 
other CoCom countries, U.S. sales would be higher. In West-West trade 
most of the economic impact associated with U.S. export controls fell 01 
license-related foreign sales; for trade with the bloc, however, ou 
qualitative assessment suggests that the self-licensed segment was tlx 
area for which the value of lost sales was more significant. (See Table D-^ 
and Table A-5 for the basis of this appraisal. Note that Table D-2 exclude; 
self-licensed trade.) This appraisal should be kept in mind in evaluating 
the estimate of lost U.S. sales to the bloc. Self-licensed trade with tlx 
bloc is influenced because of U.S. licensing requirements on services anc 
support (including training) and on spare parts, and because of genera 
U.S. licensing policy, which makes the United States less preferred as < 
source of supply. 

The value of European Community and Japanese manufactures trade t( 
the bloc was about $16 billion in 1985. Of the total, we estimated tha 


Destination 

Level of Criticality* 



Bloc 

3(a) 

1(b) 

1(b) 

i(b: 

PRC 

2(f) 

1(c) 

2(c) 

i(j) 

15 Western countries 

1(f) 

3(d) 

5(e) 

i(i) 

Other Western nations 

1(f) 

3(d) 

5(e) 

10) 

Other CoCom countries 

1(f) 

3(g) 

4(h) 

10) 

Canada 

1(f) 

2(g) 

3(0 

i0 


SL 

LC 

MC 

HC 


“CODES: 

0 = No effect. 

1 = Secondary impact. 

2 = Limited impact. 

3 = Moderate impact. 

4 = Significant impact. 

5 = Largest impact. 

(a) Spare parts and training cause competitive problems; makes it difficult to support a 
basic level of trade. 

(b) Limited volume of opportunity; reexport not an issue nor is rate of denial. 

(c) Reexport not a problem. 

(d) U.S. reexport authorization and intensive level of end user screens create problems. 

(e) Heavy degree of U.S. screens on destination and problems with U.S. reexport 
authority. 

(f) Spillover effect (i.e., U.S. controls on some items) creates broad disincentive to rely 
on U.S. source. 

(g) If an end user wants to incorporate U.S.-licensed technology and components, more 
than minimal problems are created in relation to other CoCom-based sources of supply, 

(h) Additional screens and reexport authority. 

(i) Reexport authority; cannot reexport in this category without approval. 

(j) Little opportunity in general for foreign purchaser to go elsewhere (i.e., the U.S, 
technology edge offsets the U.S. red tape disadvantage). 

SL = Self-license. 

LC = Low criticality. 

MC = Medium criticality. 

HC = High criticality. 


firms, we estimated that nearly 20 percent of 1985 manufactures foreigr 
sales was under license. We assumed that the other CoCom countries hac 
only half the proportion of trade covered by license. Because this is z 
global average, however, it may understate the volume of trade undei 
validated license to the bloc.) Using a 10 percent validated license figure 
suggests that roughly $14.4 billion of European Community and Japar 
manufactures trade h the bl c was self-licensed. We also assumed tha 




do of total world manufactures trade (roughly 20 percent), this would 
suggest that the amount of lost U.S. sales to the bloc countries because oi 
export controls was about $1.4 billion in 1985. 

Focusing just on the licensed segment, the estimate would be consid¬ 
erably less. Assuming that 10 percent of CoCom manufactures trade with 
the bloc is licensed and assuming that U.S. firms would have captured an 
additional 10 percent of the licensed trade, then the lost sales figure would 
be $0.1 billion. We used the estimate for the self-licensed segment 
because, as indicated earlier, the qualitative appraisal is that the eco¬ 
nomic impact falls mainly on the self-licensed segment. 

C-2. Associated GNP Loss $2.8 billion 

The multiplier used for West-West export sales loss was also used here 
for West-East losses. 

D-i. R&D Direct Spending Loss $0.5 billion 

We have included an estimate of lost R&D effort because the export 
licensing system tends to focus on the R&D-intensive sectors of the U.S. 
economy. The estimate simply takes the fraction of total lost foreign 
revenues that, on average, would be used to fund R&D. The R&D-to- 
sales ratio for the high-technology firms covered by the validated licens¬ 
ing system was estimated to be 9.2 percent 19 in 1983. This ratio was used 
to calculate the lost R&D input associated with lower U.S. exports and an 
additional component due to lower overall total U.S. foreign sales. The 
reduction in U.S. R&D spending was estimated to be about $0.48 billion. 
(This represents about a 1 to 2 percent reduction in the overall level of 
industrial R&D spending for the five high-technology sectors covered in 
our estimate.) 

D- 2 . Associated GNP Loss $1.5 billion 

A multiplier of 3 20 was used to estimate the overall GNP loss associated 
with the reduction in R&D spending. This suggests that the overall loss to 
the U.S. economy from lower R&D spending was $1.5 billion. 

E-i. Value of Licenses Denied $0.5 billion 
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F. Lost Profits on Lost Exports $ 0.5 billion 

Table III.D.8, “Income Statement of Affiliates, Industry of U.S. Parent 
by Account,” from the BEA benchmark survey data (see Table A-3) 
shows net income for the five high-tech manufacturing affiliates to be 
about 6.2 percent of the value of sales. This is applied to the total value 
of lost export sales and foreign affiliate sales, assuming that the rate of 
profit in 1985 was the same and uniform for export sales and foreign 
affiliate sales. 

G. Annual Employment Loss 188,000 

The direct export loss associated with U.S. export controls was $7.3 
billion. The annual job loss of 188,340 was based on a value of 25,800 jobs 
lost per $1 billion of exports lost. 21 

NOTES 

1. “Relative” in this context is defined with respect to firms headquartered in othei 
countries that subscribe to the multilateral control system (CoCom). 

2. Military importance is defined by the extent of control exerted by CoCom and the 
United States. Based on the definitions contained in CoCom and U.S. licensing 
concepts, we define four basic levels of military importance. In their ascending order, 
they are: (1) items eligible for national discretion in exporting to the Soviet bloc 
(administrative exception note or AEN); (2) items eligible for national discretion and 
permission for reexport to the People’s Republic of China (<PRC); (3) items eligible foi 
the distribution license (<DL); and (4) items not eligible for export using a distributer 
license (>DL). In the last category, some items are included for reasons other thar 
national security. 

3. These categories are developed from the nomenclature outlined earlier in note 2 
Low-criticality items fall within CoCom national discretion (AEN) levels; mediuir 
criticality includes all items above the AEN level but below the distribution license 
level. High-criticality items are those not eligible for the distribution license. 

4. The impact of U.S. controls on affiliate sales cannot be dismissed as inconsequential— 
for some U.S. multinationals, their foreign affiliates may be their only customers foi 
U.S. exports. 

5. Technically, all U.S. exports require a license. A large proportion of U.S. exports an 
shipped under a self-license; that is, the exporter is not required to submit a licens< 
application and receive specific prior authorization. Included in the self-license segmen 
are exports made under the general destination license (GDEST); we also consider a: 
self-licensed trade, for the purposes of this analysis, general licensed trade (shippec 
under the G-COM license). 

6 . This arises because the extent of the foreign firms’ sales (including reexport) is affectec 
by incorporating U.S. parts and components, and they, therefore, may avoid relyinj 


short-supply, and crime control). To keep this in perspective, however, in those cases 
in which we were able to identify licenses by national security versus other types of 
controls, 99 percent of the license cases were classified as national security. This 
indicates that the basic data overwhelmingly reflect national security controls. See 
Table E.3, Data Appendices, “Analysis of the Effects of U.S. Export Controls,” vol. II. 
It should also be noted that most U.S. businesses, and especially foreign users of 
U.S.-controlled products, do not realize there is a distinction among the different types 
of controls. Management decisions are based on the need to obtain a license and not on 
the underlying government rationale for requiring the license. 

8 . Administrative compliance costs probably increase. But, although the administrative 
cost per transaction is high, the total cost, which includes competitive costs, is low in 
relation to low-level technology items since the number of transactions is only about 15 
percent of total licensed transactions. See “Analysis of the Effects of Export Controls,” 
vol. I, pp. 57-69, for a discussion of the relationship between compliance and 
administrative costs and level of military criticality and destination. Firms that were 
interviewed indicated that compliance and administrative costs increased with the level 
of military criticality and with diversion risk. 

9. Diversion risk could also be defined as a function of military usefulness; that is, the risk 
would be directly related to criticality. But here we use a different definition by defining 
diversion risk as a function of destination country characteristics. 

10. The notion is that the higher the technical performance of the item or the greater the 
degree of sophistication of the technology, the more likely it is that the United States is 
the principal source of the technology. The reader should note that we are not claiming 
the United States has a monopoly on high-criticality technology. Rather, we are saying 
that on balance the United States is more likely to have the dominant position in this 
category (i.e., high-criticality items) than in the less critical categories. 

11. See “Analysis of the Effects of Export Controls,” vol. I, pp. 40-44. 

12. The extent of the economic impact (beyond intentional denial) is a function both of the 
volume of trade in a particular category, the screens applied to end users, and other 
factors such as the necessity for U.S. reexport control authority, which may result in the 
avoidance of U.S. products by foreign (Western) firms. Table A-5 in the annex 
annotates Figure D-6 with the simplified evaluations that led to the conclusions on the 
degree of impact for each level of technology and destination. 

13. This estimate is the multiplier impact of the lost export revenues and lower R&D effort 
on the overall U.S. economy. Multiplier refers to the change in overall U.S. GNP 
associated with the decrease in U.S. exports or reduction in R&D spending. In 
economic parlance, it is the change in aggregate spending associated with a change in 
external or autonomous spending (in this case, a reduction in exports or R&D). See, for 
example, pp. 65-70 in Rudiger Dornbush and Stanley Fischer, Macroeconomics (New 
York: McGraw-Hill, 1978), for further discussion. 

14. See Appendix A, “Analysis of the Effects of Export Controls,” vol. II, for a discussion 
of the sample. The numbers simply indicate relative orders of magnitude. Weights from 
Figure D-4 were applied to the qualitative scale shown in Figure D-6 and averaged, 
either for columns (i.e., by level of criticality) or for rows (i.e., by destination). On a 
scale of 0-5, 0 indicates no effect and 5 equals the largest effect. 

15. There cannot be any high-criticality bulk license trade because high-criticality items are 
defined as items not eligible for the distribution license. 

16 . See Stenhen Merrill. “International Business Under the Distribution license.” nre- 
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f. This includes $22 billion for U.S. distribution license trade coverage and $4 billion for 
trade under other types of bulk licenses. The estimated coverage of $42 to $56 billion for 
bulk licenses presented in the earlier report to the panel refers to both U.S. exports and 
foreign sales. 

1. We do not include PRC trade in the scope of West-East exports. No explicit estimate is 
made with respect to the U.S.-PRC trade. 

). Calculated for high-technology manufacturing industries, except chemicals and allied 
products, from data in Appendix Tables 4-5 and 4-7, Science Indicators: The 1985 
Report (National Science Board). 

). This multiplier was taken from M. Baily and R. Lawrence, “The Need for a Permanent 
Tax Credit for Industrial Research and Development” (The Coalition for the Advance¬ 
ment of Industrial Technology, February 1985), pp. 61-63. 

1 . Source: Lester A. Davis, “Contribution of Exports to U.S. Employment,” in United 
States Trade Performance in 1985 and Outlook , pp. 92-94. 
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Glossary 


Administrative exception note (AEN) A note appended to certain CoCon 
International List categories describing commodities that can be ap 
proved for sale to CoCom-proscribed destinations solely at nationa 
discretion. 

Automatic licensing procedure As mandated by the Export Administra 
tion Amendments Act of 1985, a requirement that individual validatec 
license applications for most exports to CoCom nations must be 
approved automatically by Export Administration 15 working day; 
after filing unless the applicant is notified that more time (not to exceec 
15 additional working days) is required. At the end of the 15- (or 30- 
working-day period, the export is deemed to be licensed, even if nc 
document or communication to that effect has been sent or received. 

Bilateral In the context of this report, referring to two-sided negotiation* 
or agreements between two nations regarding export controls. 

CoCom (Coordinating Committee on Multilateral Export Controls) An in- 
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an expressed willingness to adhere to common or equivalent national 
security export controls. Under such an arrangement, licenses would 
be required (from the cooperating nation shipping a controlled com¬ 
modity) only for the export of controlled commodities to nations not £ 
party to the arrangement. 

Consignee In the context of this report, the recipient of a shipment ol 
commodities or technical data subject to national security expori 
controls. 

Continuous review The process within CoCom by which one-fourth ol 
the entries on the International List are reviewed each year on ar 
ongoing basis and particular entries may be reviewed within an> 
one-year period at the request of a member nation. Changes to lisi 
entries are published annually by member nations. 

Country groups Seven groups of foreign countries, established by the 
Commerce Department for export control purposes and designated b> 
the symbols Q, S, T, V, W, Y, and Z (see Figure 4-3 on pp. 84-85) 
Canada is not included in any country group and is referred to by name 
in the Export Administration Regulations. 

Customs-free (bonded) zones Storage and transfer sites in various nations 
within which commodities in transit are not, for administrative anc 
legal purposes, considered to be imports and therefore are not subjec 
to inspection. 

Distribution license A special 2-year license, without dollar value oi 
quantity limits, authorizing the export of eligible commodities tc 
approved consignees in specified countries. Distribution license con 
signees must be foreign distributors or users of the licensed commodit} 
in Free World countries. 

Diversion Shipment of militarily significant dual use products and tech 
nology to unapproved end users, either directly, through the export o 
controlled products without a license (i.e., smuggling), or indirectly 
through transshipment using a complex chain of increasingly untrace 
able reexports. 

Dual use In the context of this report, describes technology or product: 
that have both military and commercial applications. 

Embargo A legal prohibition on commerce. 

End use The purpose or application for which controlled commodities o 
technical data will be used bv a o sienee. 


is engaged in the business claimed in statements to licensing authorities. 

End-use statement A formal declaration by a consignee of the specific 
purpose or application for which controlled commodities or technica 
data will be used. 

Espionage Covert efforts to obtain illicitly—by theft, bribery, or black 
mail—protected information or technology that is classified or oj 
relevance to military systems. 

Exception request An application by a CoCom member, in support of ar 
application by a domestic firm, seeking the approval of all membei 
nations to permit the export of a commodity subject to CoCom control* 
to a proscribed destination. 

Extraterritoriality In the context of this report, the assertion by the U.S 
government that its export control regulations govern trade in U.S. 
controlled commodities and technical data of U.S. origin outside the 
territorial boundaries of the United States. 

Farewell The French intelligence community codename for a high-leve 
Soviet official who provided France with extensive information on th( 
scope, organization, and successes of covert Soviet technology acqui 
sition activities in the West. 

Favorable consideration A category of items on the CoCom Internationa 
List that, by agreement among the members, will be considerec 
favorably for export to proscribed destinations, on a case-by-cas( 
basis, provided the proposed transactions meet certain condition* 
specified in accompanying notes. 

Foreign availability According to the Export Administration Act of 1979 
a state existing when a non-CoCom-origin item of comparable quality ii 
available to adversaries in quantities sufficient to satisfy their military 
needs. Foreign availability may apply to items that CoCom-proscribec 
nations manufacture domestically or buy freely from uncontrollec 
sources. 

Foreign national Any person who is not a citizen of the United State* 
and who has not been lawfully admitted for permanent residence in the 
United States under the Immigration and Naturalization Act. 

Free World In the context of this report, nations not subject to the 
CoCom strategic trade embargo. 

General embargo Restrictions maintained through CoCom to prevent ex 


General license An export license established by the U.S. Department of 
Commerce for which no application is required and for which no 
document is granted or issued. General licenses are available for use by 
all persons or organizations, except those listed in and prohibited by the 
provisions of the Export Administration Regulations Supplement No. 1 
to Part 388; the licenses permit exports within the above provisions as 
prescribed in the regulations. These general licenses are not applicable 
to exports under the licensing jurisdiction of agencies other than the 
Department of Commerce. 

Globalization The spread of business activities to numerous and diverse 
countries around the world. 

Goods in transit Goods that are being transported from a vendor’s point 
of origin to the premises of a foreign consignee. 

Import certificate!delivery verification (ICIDV) procedure A procedure 
sometimes used by the United States, other CoCom countries, Austria, 
and Hong Kong to monitor the movement of exports of militarily 
strategic commodities. When the IC/DV procedure is required by an 
exporting country for a specific transaction, an importer certifies to the 
government of the importing country that he will be importing specific 
commodities and will not reexport them except in accordance with the 
export control regulations of that country (i.e., the importing country). 
The government of the importing country, in turn, certifies to the 
exporting country that such representations have been made prior tc 
the transaction. After the commodities have been shipped, the 
importer’s government certifies that the controlled items have beer 
received by the designated consignee. 

Individual validated license (IVL) Written approval by the U.S. Depart¬ 
ment of Commerce granting permission, which is valid for 2 years, foi 
the export of a specified quantity of products or technical data to s 
single recipient. Individual validated licenses also are required, undei 
certain circumstances, as authorization for reexport of U.S.-origir 
commodities to new destinations abroad. 

International List The CoCom list of dual use commodities and technica 
data that are subject to validated licensing requirements when proposec 
for export from CoCom countries to other nations. 

Keystone equipment Sophisticated devices essential to the successfu 
operation/completion of manufacturing processes. (Some example; 


available to proscribed nations. 

Merchant (firms) Firms that sell their products on the open market, as 
opposed to producing only for internal consumption. 

Militarily Critical Technologies List (MCTL) A document originally man¬ 
dated by Congress listing technologies that the Department of Defense 
considers to have current or future utility in military systems. It brief!) 
describes arrays of design and manufacturing know-how; keystone 
manufacturing, inspection, and test equipment; and goods accompa¬ 
nied by sophisticated operation, application, and maintenance know¬ 
how. Military justification for each entry is included in the classifiec 
version of the list. 

Multilateral As used in this report, referring to agreements or negotia¬ 
tions among three or more nations to reach common accord on nationa 
security export controls and procedures. 

National discretion A level of CoCom control under which some items or 
the International List, as indicated in administrative exception notes 
may be licensed for sale to proscribed nations by one member country 
without the approval of the others. 

National interest exception A determination by the U.S. Secretary ol 
Commerce, in accordance with Section 12(c) of the Export Adminis¬ 
tration Act of 1979, permitting the confidential disclosure of informa¬ 
tion obtained by the Commerce Department for consideration of 01 
concerning export license applications. 

National security export controls Procedures designed to regulate the 
transfer of technology from one country to another in such a way as tc 
protect militarily important technologies from acquisition by potential 
adversaries (see the Export Administration Act of 1979, as amended) 

Nexus Connection or linkage. 

President's Export Council A group established by executive order ir 
1973 and reconstituted in 1979 to provide a forum on current anc 
emerging problems and issues in U.S. foreign commerce. Its members 
include primarily leaders in business, industry, and agriculture anc 
members of Congress. 

Proscribed countries In terms of national security export controls, Alba¬ 
nia, Bulgaria, Cuba, Czechoslovakia, Estonia, the German Democratic 
Republic, Hun ary, Kampuchea, Laos, Latvia Lithuania, the Mongo- 


Reexport The exportation of commodities or technical data from one 
foreign destination to another at any time after initial export from the 
country of origin. 

Reverse engineering Reproduction of a unique product based solely on 
examination and analysis of a sample of the product. 

Secrecy orders An order issued, at the request of a defense agency, by 
the Patent and Trademark Office of the Department of Commerce, 
which prohibits or limits the use of an innovation described in a patent 
application and the dissemination of related, underlying technical 
information. 

Shipper’s export declaration (SED) Any declaration required under regu¬ 
lations of the Department of Commerce and other U.S. government 
departments or agencies in connection with exports. 

Strategic goods and technologies Items designed especially or used prin¬ 
cipally for development, production, or utilization of arms, ammuni¬ 
tion, or military systems; items incorporating unique technological 
know-how, the acquisition of which might give significant direct 
assistance to the development and production of arms, ammunition, oi 
military systems; and items in which proscribed nations have a defi¬ 
ciency that hinders this development and production and that they are 
not likely to overcome within a reasonable period. 

Sunset provision In the context of this report, a clause mandating the 
periodic review and automatic termination of a CoCom export restric¬ 
tion unless its continued inclusion on the International List has beer 
rejustified and agreed upon. 

Table of Denial Orders (TDO) A list included in the Export Administra 
tion Regulations of specific individuals or organizations that have beer 
denied export privileges, in whole or in part. Orders are published ir 
full in the Federal Register . 

Technical data Information of any kind that can be used or adapted foi 
use in the design, production, manufacture, utilization, or reconstruc 
tion of articles or materials. The data may take a tangible form, such aj 
a model, prototype, blueprint, or an operating manual (the tangible forn 
may be stored on recording media); or they may take an intangible forn 
such as technical know-how. Software is considered technical data. 
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and customers around the world. Most items that can be purchased 
from retail outlets on a cash-and-carry basis are also technological 
commodities. Examples of commodities currently subject to national 
security export controls are some personal computers and related 
peripheral devices, floppy discs, and microchips. 

Technology transfer In the context of this report, the acquisition by one 
country from another of products, technology, or know-how that 
directly or indirectly enables a qualitative or quantitative upgrading oi 
deployed military systems or the development of effective countermea¬ 
sures to military systems deployed by others. 

Third countries Free World nations that are not members of CoCom. 

Transshipment The transfer, by a series of separately documented ship¬ 
ments, of controlled products through one or more countries en route to 
a final destination that may be a proscribed country. Initially, the final 
destination—and in later transactions, the country of origin—are con¬ 
cealed to avoid export or reexport prohibitions. 

Unilateral In the context of this report, referring to actions relating tc 
national security export controls that are taken by only one nation. 

U.S. Control List The list of commodities under the export control 
jurisdiction of the Commerce Department’s Export Administration. 

U.S. Munitions List A list of defense articles and services, which was 
developed by the Department of Defense and is now maintained by the 
State Department with the advice of DoD. The International Traffic in 
Arms Regulations pertain only to items on the list and to directly 
related technical data, the export and reexport of which must be 
approved in advance by the State Department. 

Validated license Written approval issued by the governments of various 
nations granting limited permission to export controlled commodities or 
technical data, either on a single- or a multiple-transaction basis. In the 
case of the United States, validated licenses also are required, under 
certain circumstances, for reexport of U.S.-origin commodities to new 
destinations abroad. 
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List of Acronyms 


AEA Atomic Energy Act of 1954, as amended 
AECA Arms Export Control Act of 1976 
AEN administrative exception notes 

CoCom Coordinating Committee for Multilateral Export Controls 
COL comprehensive operations license 

COSEPUP Committee on Science, Engineering, and Public Policy 
joint committee of the National Academy of Sciences, the Natioi 
Academy of Engineering, and the Institute of Medicine 
DCS destination control statement 
DoC Department of Commerce 
DoD Department of Defense 
DTSA Defense Technology Security Administration 
EAA Export Administration Act of 1979, as amended 
EAAA Export Administration Act Amendments of 1985 
EAR Export Administration Regulations 
ECCN export commodity control number 
EEC European Economic Community 
ESA European Space Agency 


G-NNR general license-shipments of certain nonnaval reserve pi 
leum commodities 

GKNT State Committee for Science and Technology (USSR) 

GLR general license-return or replacement of certain commodities 
GLV general license-shipments of limited value 
GNP gross national product 

GRU Chief Directorate of Military Intelligence (USSR) 

GTDA general license-technical data available to all destinations 

GTDR general license-technical data restricted 

GTE general license-temporary exports 

IC/DV import certificate/delivery verification 

ITAR International Traffic in Arms Regulations 

IVL individual validated license 

KGB Committee for State Security (USSR) 

MCTL Militarily Critical Technologies List 
MOU memorandum of understanding 
MIMOS Malaysian Institute of Microelectronic Systems 
MITI Ministry of International Trade and Industry (Japan) 

NASA National Aeronautics and Space Administration 

NATO North Atlantic Treaty Organization 

NIC newly industrializing country 

NMR nuclear magnetic resonance 

NSA National Security Agency 

NSC National Security Council 

NSDD national security decision directive 

NSF National Science Foundation 

OEL Office of Export Licensing (Commerce Department) 

OFA Office of Foreign Availability (Commerce Department) 

ONI Office of Naval Intelligence (Navy) 

OMC Office of Munitions Control (State Department) 

OSTP Office of Science and Technology Policy (White House) 
PEC President’s Export Council 
PRC People’s Republic of China 

PTO Patent and Trademark Office (Commerce Department) 

R&D research and development 

RWA returned without action 

SDI Strategic Defense Initiative 

SED shipper’s export declaration 

SIG-FP Senior Interagency Group on Foreign Policy 

SIG-IEP Senior Interagency Grou on International Economic Pol 
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SIG-TST Senior Interagency Group on the Transfer of Strate 
nology 

SIG-TT Senior Interagency Group on Technology Transfer 
SIG-TST) 

TDO Table of Denial Orders 

USSR Union of Soviet Socialist Republics 

VPK Military-Industrial Commission (USSR) 
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